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YcerpaHenue Herno1aaok nporokosa OSPF

HHTepHKTHBHbIﬁ AOKYMEHT. B nannom AOKYMEHTE IIPUBOIUTCHA AaHAJIU3 UCII0JIb3YEMOI'0 yCTPOﬁCTBa Cisco.

Copep:xxanme

Beenenue
I[IpenBapurtenbHbie yCIA0BUS

TpeboBanus

Hcnonb3yemble KOMIIOHEHTHI

YcnoBHble 0003HAUEHUS
I'naBHas 0/10Kk-cxeMa
Yerpanenue HenoJiagok nporokoa OSPF B pe:kxume padoThl ¢ coceAHUMHU y31aMHu
YcrpaHeHue HenmoJIaI0K, CBSI3AHHBIX ¢ Tadauieii MmapupyTu3anuu nporokoiaa OSPF
YceTpaHeHune HeNmoIag0K peskMMa HHUIIHATU3anuu nporokoaa OSPF
Ycrpanenue HenoJiagok B padore nporokosa OSPF, ceazannbix ¢ napamerpom MTU
YcrpaHeHue HeNoJ1aJ0K, CBAA3AHHBIX C MIOBPEKACHHBIMH NakeTamMu nporokonaa OSPF
YcrpaHeHue HemoJ1aJ0K, CBAA3AHHBIX € ABYCTOPOHHHUM peskuMoM nporokosna OSPF
Ycrpanenue HenoJsiagok B kanajaax OSPF
YcrpaHeHue HenoJ1aJ0K, CBA3AHHBIX € II0OJTHOH CMEKHOCTBIO
YerpaHeHue HeMoJIaJ0K, CBSI3AHHBIX ¢ BHEIIHMMU ONOBEIIEHUSIMHU B pe:KUMe KaHaja
Ycrpanenue HenoJiaaok B ceraix NBMA, ucnoab3ywmux nporokoj OSPF
YcerpaHeHue HENOJIA0K, CBSI3AHHBIX €O CIUCKAMM J0CTYNA
YcrpaHeHue HeNoJIaI0K NMPH padoTe ¢ coceTHUMH y3aaMu depe3 untepgeiic PRI
YcrpaHeHue HenoJIaJ0K, CBSI3AHHBIX € 9X0-3aIPOCaMU
Ycrpanenue HenoJiagok unrepgeiica OSPF
YcTpaHeHHe Helmo/1a0K cpeibl ¢ peTpaHcasnueii Kaagpos
YcerpaHeHne HenoJ1aJ0K, CBA3AHHBIX ¢ BHELIHMMHU MapIIPYTaMu
YcrpaHeHue HeNoJIaJ0K, CBA3AHHBIX C THIIOM CETH
YcrpaHeHue HemoJ1aJ0K, CBAA3AHHBIX ¢ THIIAMH 30H NpoTokoaa OSPF
YcrpaneHue HenmoJ1a 0K, CBSI3AaHHBIX ¢ MHTEPBAJIOM 0KMIaHUSI OTBETA Ha IPUBETCTBHE
JlonoHUTE/bHbIE CBeJeHUS

BBenenue

B 3TOM MOKyMEHTE MIPUBOAATCS CBEJCHUS 0 YCTPAHEHHUIO HETIOIA0K, YaCTO BOSHUKAIONIUX MpH nctonas3oBanun nporokonaa OSPF (Open
Shortest Path First, [IpoTokon mpexnouteHus kpardaifmiero myta). st HoxydeHns JOIOIHATEIPHON HH(POPMAIINH WK NIEpexXoa K CIeayromen
6110K-cXeMe HaKMHUTE OJOKH yIIpaBIIeHHUs, BbIETICHHbIE KPACHBIM LIBETOM.

IIpeaBapurenbHbie YCI0BUA
TpeboBanus
B JAAaHHOM JOKYMCHTC HC BBIIBUI'aCTCS HUKAKUX 0COOBIX TpCGOBaHHﬁ.

I/ICIIOJ]bSyeMbIe KOMIIOHCHTbI

CBeI[eHI/IH B JaHHOM JOKYMCHTC HC OIpaHUYIMBAIOTCA ONIPCACICHHBIMU BEPCUIMU I1O nmm ychOI\/'ICTB‘



JlaHHbIe 17151 9TOT0 JOKYMEHTa OBbUIH MOTYy4YEHBI IPH TECTUPOBAHUH YKA3aHHBIX YCTPONCTB B CIEHUAIBLHO CO3AaHHBIX JTa0OPATOPHBIX YCIOBHSX.
Bce ycTpoiicTBa, onrcaHHbIe B JAaHHOM JIOKYMEHTE, 001aJal0T HEHACTPOEHHOH (3a1aHHOM 10 yMOIYaHuIo) KoHurypauuei. IIpu padore B
JiefcTByIOLIel ceTH He00X0AUMO U3YUHUTh BCE BO3MOXKHBIE ITOCIAEACTBHS KaX10H KOMaH/Ib.

YciaoBHBIE 0003HAYECHHSA

JlonoHUTEIbHBIE CBEACHHS O IPUMEHAEMBIX B JIOKYMEHTE 0003HAUYEHUAX CM. B Y CIIOBHBIE 0003HAUEHHUS, UCIIOJIb3YEMbIE B TEXHUYECKOM
nokymenTanmu Cisco.

I'1aBHas 0J0K-CXeMa

Ecnu umerotcs Beixoanele nanHble komaH ] show ip ospf neighbor, show ip ospf neighbor i show tech-support, nonydenssie ot
ycrpoiicTBa Cisco, MOKHO HCIIOJIB30BaTh IHTEpIIpeTaTop BEIXOHBIX JAHHBIX L (TOMBKO 715 3aperHCTPHPOBAHHBIX KIHEHTOR) IS BBIBOJIA BOSMOYKHBIX
BapHaHTOB HEMOJA0K U CITOCOO0B UX ycTpaHeHus. [Iis ucnonb3oBanus HTepnpeTaTopa BEIXOAHBIX TAHHBIX HEOOXOAUMO, YTOOBI OBLT
MOAKITIOYeH MOIyJb JavaScript.

Which symptom :
hest describes M ain 1

wour problerm?

¥
This indicates that the OSPF packetis being carrupted by
layer 2 or software. Ifthe sender is sending Type &
MOSPF packets then you need to ignare it by configuring
ignore Isa mospf. Cpen a2 TAC caze ifthis does note
resalve the praklem.

Receiving "ospf-4-hadlsa type erm
message

h

Faor O5PF process to beain, the router must have an
interface with a valid IP address in the state upr line
protocol. Ifyou are running maore than one OSPF process,
make sure vou have at least one interface that meets these
criteria for each QSPF process.

Receiving "cant allocate router-id"
message when canfiguring CSPF

h

Flease refer to What Do %OSPF-4-

Receiving "ospf-4-errro® message ERRRCY Errar Messages Mean?

h 3

A cammaon mistake is to leave the
keyweard "subnets" out afthe
Mo —ml redistribute command. Werify your
canfig, then open a TAC case ifthis
did not help.

Routes (static or dynamic) are nat |sthe route in

heing redistributed inta OSPF

Pleaze see How Does OSPF

Ves Generate Default Routes?

Receiving "ospf unknown protocol
messade when canfiguring O5PF

s O5PF being
configured ana
Cizcol600ar
Cigscog00?

Flease see OSPF Tips for the Cisco
1600 and 800

R 0]

h

Qpen TAC Case

QSPF routers not estahlishing FULL
neighbars (WMOTE: neightiars will not QEPF Meighbar States
be formed over secandary netwomks)

tahle DSPF Route Check

QSPF routes missing from routing




Ycrpanenue HenoJs1aaok nporokoaa OSPF B pe:kume padoThl ¢ COCETHUMH y3JIaMH

JlonoTHATETBHEIE CBEACHHS O PeKIMax pabOoTHI ¢ COCEAHNMH Y3JIaMH CM. B ToKyMeHTe Pexwumsl mpotoxona OSPF 1yt paGoTsl ¢ cocemHIMEI
y371aMHu.

OSPF Meighbar
States

hatis the state of the OSPF
neighhor when issuing the
show ip ospf neighbor
camrmand?

state = init Init State Check

h J
state = exstart or MTU or Layer2
exchanoe Check

¥

Corrupted Packst

state = loading Check

state = 2way Twwo-Wary Check

Mo comand output

: Link Chedk
received

Ll

YcrpaHeHue HenoJIaJ0K, CBA3aHHbBIX ¢ Ta0JuIed MapupyTu3auuu nporoxkoaa OSPF



OSPF Route Check

¥

Determine what type of routes are
missing from the routing table

hat type of OSF
routes are you missing
nrm the routing table?

h 4
Only External routes?

(Foutes ariginated fom

another routing process)

ALL OSPF routes? 4< Full Adjacency Check )

External LSA Check )

¥

Cnly Summary Routes?

(Routes ariginating fam
another area)

Carefully check area 0 and
werify that itis contiguous.
Ifthe problem persists,
open a TAC case

¥

¥

MESA routes i Cpen TAC case

YcTpaHeHue HENMOJIAI0OK PeKUMAa MHUIHAIU3auum nporokoaa OSPF

JlomoTHUTETbHBIE CBEICHHS O HETOJIAIKAX B PEXKUME HHUIMAIN3AINE U CIOCO0aX MX YCTPAHEHHS CM. B JJoKyMeHTe [louemy komanma show ip
ospf neighbor oOHapyKUBaeT coceqHHE Y3IIbl B PEKUME HHHITHATU3AINN ?



Init State Check

¥
State = INIT implies that the lacal router (rauter showing neighbarin
IMIT state) has seen OSPF hellos from the neighhor but the neightbor
has not seen QSPF hellos from local router. Meed to determing wimy

neighharis not seeing helos.

MBEMA Broadoast
Check

5 OSPF authentication heing
used on neighboring interfaces?
(=2 show ip ospf interface
command ta find oub

Mo

Are the authentication
type and keys the same
on both neighring router
interfaces?

Yes

s

ACL Check
i

b

Check physical cabling. Ifa
LAM switch separates te
neightioring routers, verify

switch sefting. Dpen a TAC
caseif problem persists.

Ycrpanenue HenoJiaaoK B padore nmporokoJsa OSPF, ces3annbix ¢ napamerpom MTU

MTUiLayer 2
Check

Dieterming if prablen is MTL or
another layer 2 problem

|5 the MTLI the same for the
neighbaoring interfaces?

(lIze the show ip interface

cammand to find auf)

MTU must he the same for
hoth neighboring links

Yes

Canyau ping the neighharing
interface IP address with a large
ping packet?

[0 ——

Frahlem is related to layer
2. Cant pass large packets.
Check cahling and hubs.
Open a TAC case if this
doesn'tfixthe praklem.

Yes

L

@eighburs over PRI Check)

[ —im

Authentication
type and keys
must match




YcTpaHeHue HEMOJAA0K, CBA3AHHBIX ¢ MOBPEKICHHBIMHI NaKkeTaMu npoTokojsa OSPF

Corrupted Pack
Check

¥

Cetermine if packets are getting
carrdpted,

Ifneighbor adjacency

does not becarme full

after a fews moments,
apen a TAC case

Are "OSPF-4-BADLEA type"
error messages seenonthe
cansale?

iy ——m

s

YcTpaHeHne HEMoJIAI0K, CBSI3AHHBIX € IBYCTOPOHHUM pe:KUMOM nporTokoaa OSPF

JlonorHUTETBHEIE CBEACHHS O HEIOJIaIKaxX B IBYCTOPOHHEM PeXXnUMe U criocobax uX ycTpaHeHHs cM. B [louemy komanna show ip ospf neighbor
00HapyXMBAeT COCEHNE 0OBEKTHI, 3a()UKCHPOBAHHBIC B IBYCTOPOHHEM PEXIMeE?



Tuwo-Way check

h J

Determineg if two-way is the problem.

Are neighbors attached over
hroadeast media, such as Ethemet
ar Taken Ring? (Useshow ip ospf
interface command to determing

type broadeast? (Use
show ip ospf interface
cammand to check)

[0 —]

Open TAC case

es

es

Coes this router hiave
FULL adjacency with the
DR and BDOR? (Useshow ip

aspf neighbor 1o chec Meighhors Stuck in 2-Way State?

This is normal hehaviar. Refer to'Why Does the
e —— show ip ospf neighbor Command Reveal

Mo

5 OSPF priority O
canfigured on bt
neighboring interfaces?
{lUseshow ip ospf
interface to check)

Priority 0 does not allow routers to
be elected a5 DR or BDR. Change
the priority to 1. Did this fix the
prablerm?

| Mo

Open a TAC case

Ycrpanenue HenoJs1aaok B kaHajgax OSPF




Link Check

Determine the state of the link

Interface must have
status of ups line protocol
up. Checkthatthe
Mo —winterface is enabled in the
canfiguratian with the no
shut command. Werify
physical connections.

|5 the interface that
ronnects to the neighbor
have a status of upf line
protocol up? {Useshow ip
interface to check)

Fing Check

¥

SFF Interface
Check

YCTpaHeHI/Ie HEIMOJIAA0K, CBA3AHHBIX C MOJTHOM CMEKHOCTBIO

Full Adjacency Check

CJ8PF adjacency with the
heighbar {in paint-to-paint links)
arthe DR from which you
should be learning the route?
(Uzeshow ip ospf
neighbor to check)

Mo Check OEFF
Meighbor States

es

|5 this router
cannected to neighbor
via redundant serial
links?

Mo Frame Relay
Enwironment check

F 3

fes

erify physical links are
not swapped. Refer to Why
Are Some OSPF Routes in the
Catabase but Mot the Routing
ahle? |z prablerm fixed?,

Mo

YCTpaHeHI/Ie HEIIOJAA0K, CBA3AHHBLIX ¢ BHCHIHUMH OIIOBCIICHUAMM B PEKHUME KaHaJla

JlonomHHATENBHBIE CBEACHUS 00 aJipecax MepechUTKH BO BHEITHUX OMOBEIICHUAX B pexxnMe kanama (LSA, link state advertisement) u cioco6ax
YCTpaHEHHsI OCHOBHBIX HETIOIA/[0K, CBS3aHHBIX C TAKMMH OMOBEIICHUSMH, HMEIOIINMH HEHYJIEBBIC aJIpeca Mepechulke, cM. B OCHOBHBIC



npoOJIeMbl, BO3HHUKAIOIIUE IIPH MapIIPYTH3ALUH C UCIIOJIb30BAHUEM aPecOB Mepechuikn npoTokoia OSPFE.

External LSA Check

Does the external
LSA existinthe OSPF
database? (Llseshow ip
0spf database ext x.x.x.%
to check)

Does the
ariginating rauter

have the LSA in its R e LI

3

]

External Route
Problem Check

Yes

| the forwarding
address 0.0.007

fEes

Mo

Is forwarding
address known asan
internal JSPF route?
(LI=2show ip route
aEx to check)

Forwarding address
o—m must be aninter or
intra area raute,

YBes

h 4

Dipen TAC Case

Ycrpanenne Henos1aaok B ceTax NBMA, ucnosb3yomux nporokosa OSPF

JlomonHuTENBHBIE CBEIEHHS 00 OCHOBHBIX HETIOJIAJIKaX, BO3HUKAIONIMX pH Mcronb3oBanuu npotokona OSPF B cersix NBMA (Non-Broadcast
Multi-Access Networks, HellpoKoBeIaTeNFHBIE CETH ¢ MHO)KECTBEHHBIM JTOCTYTIOM), cM. B [Ipo6nemMs! ¢ 3amyckom nportokoia OSPF B pexume
NBMA, cBsi3aHHBIE C peTpaHCIAIMEN KaJpoB.

(NEIMA ElroadcastChech

Add the broadeast
keeawenrd wihich is
needed in order far

Are neighbaoring
routers attached via MNBWMA
netwark where map staterments

|5 the "broadcast

RS kevvward used an the

are necessary (such as Frame o multicasy
Relay map map staterments’ hroadcast hellosto
ar dialer maps) he sent

Return o

e QrEVIOUS o
W the proklem?

Did this fix

Mo (]

yCTpaHeHI/Ie HEIOJAA0K, CBA3AHHBIX CO CIIMCKAMHU 10CTYIIA



ACL Check

Are there any inbound
or outhound ACLs configured
on the neighbhoring interfaces?
(LIze show ip interface
to check)

flon

YcrpaHeHue HemoJIaI0K NPH padoTe ¢ coceTHUMH y3jaaMu 4yepe3 nunrep@eiic PRI

Meighbors over
PRI Check

Return o
previons

Meed to determine if router is connected with
multiple neighbors over the PRI interface.

Are nieighbaors connected
via PRIBRIlink?

fes

s O5PF netwark type poaint
to multipaint?
(LUseshow ip ospf interface
command to checkd

Disable ACL. Did this
sanlve the praklem?

Mo ——w]

Cpen a TAC case

[0 —m]

Canfigure all neighboting
links as OSFF paint to
multipoint. Refer ta
Configuring OSPF far more
detailed information.

NEEER

If necessary, you
must modified the
ACL sothatit
doesn't interfere
with O5PF.

Mo

ACL Check

Mo

¥

Cipen TAC case

YCTpaHeHne HENOJAA0K, CBA3AHHBIX C 3X0-3aIlIpoCcaMu



Fing Check

Zanyou ping the
neighharing interface's
I address?

res —m Link Check

Mo

Do ywou see
SPF neighbors
now? {LUseshow ip
ospf neighbor to

emaove the ACLs.
Canyal ping the
eighbaring interface
1107

eighbaring interfaces
hawve inbound ACLs?
|12 show ip interface
to check)

Mo Mo
+ v
Qpen TAC case — M0 Link Check

Ycrpanenune Henos1aaok unrepgeiica OSPF

DSPF Interface
Check

¥

QSPF enabled on
interface check

= D5PF configured an both
neighhoring interfaces?

Enahle O5PF on
Mo —w{ bioth neightoning

(LIzeshow ip ospf interfaces
interface to check)
Yes
|5 either ofthe OSEE will ot

neighbaoring interfaces
caonfigured as passie
interfaces under QSPF?
{lIzeshow ip ospf
interface to check)

send hellos and
Yes—mw  wiontform

neighbars overa
passive interface

Mo

Metwark Type
Check

YcrpaHeHue HemoJIaJA0K Cpelbl C peTPaHCAsIMed KaJApPOB



Frame Relay
Enwiraniment Check

I= this a Frame
elay enviranmenty

fes

|s the OSPF
netwiark type point
to multipoint? {Useshow
ip ospf interface to
check)

fes

*

Cpen TAC case

YcrpaHenne HeMOJIAI0K, CBS3aHHBIX ¢ BHEIIHUMH MAPIIPYTaAMH

External Route
Froblem Check

¥

MNo—w  Open TAC case

In a Frame Relay enviranment, v
recommend using the paintto
multipoint OSPF network type. See
Froblems with Running OSPF in
HEMA Mode over Frame Relay . Ifthe
problem persists, open a TAC case.

Determine why the external
route is notin the database of
originating router

5 ariginating
router trying to
redistribute into
a stub area?

[ a]

Are you Using
he "subnets" keyward
with the redistribution
camrmand?

fes

+

Cpen TAC Case

YCTpaHEHI/Ie HEIMOJIAA0K, CBA3AHHBIX C THIIOM CE€TH

External routers are not

TES ™ llowed in & stub area

Make sure canfiguration
includes "subnets”
kevaweard.

i —o




Metwark Type
Check
¥

Dietermine QOSPF network type
for neighboing interfaces

|5 the OSPF
hetwark type broadcast far
the neighboring interfaces?
|lseshow ip ospf interface
to check)

s

= the =ubnet mask
the same far the

neighharing interfaces?
{lIseshow ip ospf
interface to check)

fes

Area Type Check

YCTpaHeHI/Ie HCIMOJAAO0K, CBA3AHHBIX ¢ TUIIAMHU 30H IIPOTOKOJIA OSPF

Area Type
Check

Determine if neighboring
intefaces are configuredin
SEme area

Are neighboring
interfaces canfiquredin
the same amea?
{(Use show ip ospf
interface to check

fEes

nterfaces in sametype
of area, such as stub
arhssa? {Useshow ip
ospf to check)

fes
h 4

MBMA Broadcast Check

|

HelloiDead Interval Check

[0 —

Cpen TAC case

Mo —m

Far broadcast newtwark type
the subnet mask must bethe
same far all neighhors.

Meighboring interfaces
must be inthe same area
for successful neighbar
negatiation

Meighbaoring interfaces
must be in the same type
of area for successil
neighhar negotiaton




YCTpaHeHI/Ie HEIMOJAA0OK, CBA3AHHBLIX C HHTEPBAJIOM OKHAAHHUA OTBETA HA IPUBETCTBUC

Hella/Dead
Interval Check

h J

Check for other possible
mismatched parameters

Are the dead and
ellatimers the same forthe
neighhoring interfaces?
{lIzeshow ip ospf

interface to check)

Timers must
match for
T —e neighbaor
negotiation to he
successil

Yes

v

Rundebug ip
ospf ad) or
apen a TAC

case

I[OHOJ'IHI/ITGJIBHBIC CBCACHUA

¢ Crpanuna noaaep:xku nporoxoia OSPF
e Cisco Systems — TexHHYeCKas MOAJEPKKA H JOKYMEHTALUSI
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