vl
CISCO
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[IpenBapurenbHbIe YCIOBUS

Hcnonb3yemble KOMIIOHEHTHI
OcHoBHasi 0JI0K-cXeMa yCTPAHeHHs HeloJIaI0K
Ycrpanenue HenoJiagok onpenesenns cocennnx BGP-yznos
YcTrpaHeHHe HeNoJIaJ0K, BBI3BAHHBIX OTCYTCTBMEM MapLIPYTOB B TadJiMle MAPLIPYTH3ALUU
YcTpaHeHHe Helmo/1aA0K BXOAs1ero Tpagpuka MHOrOKaAHAJILHOIO NOAK/IIOYEHHUS
YcrpaHeHue HenoJiagoxk o0bsiBaeHus mapmpyra BGP
YcrpaHeHue HenoJ1aJ0K HCXOASIEro TPaGUKAa MHOTOKAHAIBHOTO NOJK/II0YeHH
JlonoHUTE/IbHbIE CBeJeHUS

Beenenue

B sTom JAOKYMCHTC INPHUBCIACHBI CBCACHUS 00 YCTpaHCHUUN 06Il[I/IX HpO6J’IeM, CBA3aHHBIX C IOTPAHWYHBIM IIIFO30BBIM NPOTOKOJIOM (BGP) HHS{
IIPOCMOTpa JOTTOJTHUTEIBHBIX CBeI[eHI/Iﬁ 1 Iepexoaa K CICAYIOIUM OJIOK-cXeMaM IIECJIKHUTE 1011 KOMaH[, BEIICJICHHBIC KPACHBIM [IBETOM.

[Tpy HamMuMK BEIXOAHBIX NaHHBIX KoMaHI show ip bgp, show ip bgp neighbor, show ip bgp summary unu show tech-support, momy4deHHbIxX
ot ycrpoiictBa Cisco, MOXKHO HCIIOJIB30BaTh €r0 JUIsl OTOOpaKeHHUs BO3MOXKHBIX MPo0JIeM U crioco00B uX ycTpaneHus. s paboTel ¢
HE00XO0IMMO OBITh 3apErHCTPUPOBAHHBIM I10JI30BATEIEM, BOWTH B CHCTEMY, U TIPU 3TOM JIOJKHA OBITh BKJIFOUEHA Nojiepkka JavaScript.

HuTepnperaTop BEIXOJHBIX TaHHBIX MOKHO HCIIOJIE30BATh JIJISl OTOOPaKEHHST BO3MOXKHBIX MTPOOJIEM M BapHAHTOB HX pemeHus. [y paboTel ¢
WHTEPIPETATOPOM BBIXOHBIX JJAHHBIX HEOOXOAMMO OBITh 3apETHCTPUPOBAHHBIM MOJIB30BATEIIEM, BHITIOHATD BXOJ] B CHCTEMY M BKITIOUUTH
nojiepkKy JavaScript.

Ilepen Hayasom padoThI

YciaoBHBIE 0003HAYEHHSA

JlonoHUTETbHBIC CBEACHHS 00 YCIOBHBIX 0003HAYCHHAX B TOKYMEHTAX CM. B CTaThe Y CIIOBHBIC 0003HAYCHUS, HCIIONB3yEeMbIC B TEXHHUYCCKOM
nokymenranuu Cisco.

IIpenBapuTenbHbIe YCIA0BHS
ﬂﬂﬂ JaHHOT'O0 IOKYMCHTA HET 0COOBIX npeaABaprUTCIbHBIX YCHOBHﬁ.

I/ICHOJIb3yeMLIe KOMIIOHCHTbBI

Hacrosmuii ToKyMEHT He UMEET KECTKOW MPUBA3KU K YCTPOUCTBY MM Kakoi-n6o Bepcuu [10.



CBeJieHus, CoNIepKaNINecs B JAHHOM JIOKYMEHTE, ObLTH TIOJTYYEHBI C YCTPOMCTB B CIICIMATBHOM JIA00paTOpHO# cpene. Bee yerpoiicTsa,
WCTIOJIb3YEeMBIE B 3TOM JOKYMEHTE, ObIIH 3aITyIIeHBI C YUCTOW (YCTaHOBICHHOW 10 YMOTYaHHIO) KOHpUrypanueil. B pabodelt cetr He0OX01uMO
M3yYUTh IOTEHIIHATLHOE BO3JICHCTBIE BCEX KOMAH]I IO UX UCIIOJIb30BAHNSI.

OcHoBHas1 0JIOK-CXeMa YyCTPAaHEeHHUS HeMOJIAI0K

‘Which symtom best
describas your problem?

BGP neighbor is flapping or unable to
establish BZP peering

BGP Neghbor
Establishmant

GP Rowtes nol in
Routing Table

- BGP routes are nol in routing table

BGF Houte

———=| BGP routes not adverbsing to nesghbors Advertisemant

Multihoming!

Troubleshooting mullihoming and Leadsharing

o Inadshanng
If the autonomous system (AS) path
length s longer than 50 ASs (100 bytes),
the router uses regular memary
Receiving “%BGP-3INSUF CHUNKS® allocation and retums this arror
simor message message For more information, see

What Dioes the "#FRBEGEP-3-
INSUFCHUNKS: Insufficient chunk pools
{or aspath” Error Message Mean?

MALLOCFAIL error occurs when the
router runs out of memory. To optimize
and troubleshoot BGP memory related

igsues, refer 1o Achieve Optimal Routing
and Reduce BGP Memory Consumption

Recemwing *“%EYS-2-MALLOCFAIL" error
message

Pl needs to be configured 1o allow the
Unable to run BGP across PIX firewall w| BGP frafiic between BGP peers, For

details, see Sample Config
BGP across 3 P

ations of

Common symptoms of recursive routing
in BGP are BGP routes keep flapping
BGP routes are flapping in the IP routing from routing table and loss of
table (racursive routing failura) - connactiity toward BGP-leamed
destinations. For more information, see
Troubleshooting Flapping BGP Rautes

Ursbletdo. BGF condilonal For more information, see :,'."l.l'gurlng
adveitisam st - 1 the BGP Conditional

verlisement Feature

A

YcTrpaHneHue HenmoJ1a0K onpenesenus cocernux BGP-y3nos



Mot Coming

|
Use the write
terminal and show
running commands
1o find the hgp
neighbor
statement for the
neighbar in
questian

(if the eBGP peer iz
not direcily
onnected)?

pdﬂe-mun}}\
oopbackll configure
(if peening on

ddress) 2

YcrpaHeHne HEMOJIAI0K, BI3BAHHBIX OTCYTCTBHEM MApPUIPYTOB B Ta0JIMIle MAPIIPYTH3ALUHU

Mo —a

Neighbor

To fix the configuration
issun, see Why Do BGP
Neighbors Toggle
Between |dle, Connecl
wnd Active States?

the I|:||:|p}:lau:lnc/-4J

Establishment

oming ug or is the neighb
flappng? Lze the show ip
igp neighbor command 1

m

an MTU

using extendad ping
ned MaRImum si2a,
packet

Ve

Can you
ping from
wer-address to peeraddres
using extended ping? Refer to
Jsing the Extended ping an
Extended tracerout
Cammands

Yes

Is there an
access list denying
TCP pat 1787

Tes
¥

Alipw TCP

problem? Eh%

Fix MTL
migmatch
probiem
using the sai
Ip mtu
command

ez —m

ssue the

show ip bgp

neighbor cammane™.
1o find the reason for

the last
reset

7

Mo

route to the both
peers in the rouling
bla? Use show i
ute Lo chec

Mo

1

pord 179 m an
aceess lisl

To fix the routing
issue, see
Why Do BGP
MNeighbors Toggle
Between Idie

ConnEct,
and Active States?

Open TAC

=1




P Routes not
in Route Table

No

oes the pat
xist in the BGP table
(use show ip bgp

command)?

Is BGP pesr\\
stablished with neighb o

advarising the rouie (use
show ip bgp summary and
ow ip byp neighbaor,

tumma‘ndj?/r i
c’ Neighbor %
Establishment /

Troubleshoot

The router that

is advertising
the route

Yoz

I beat path
eamed from an IBGP ar
eBGF peer (uze show i
hgp command)?

Flapping
L]

Check if the BGP
routes are flapping
uzing the show ip
route | include ,
0000 commend. Ses
Troubleshooling
Flapping BGP Roules
[Recursive Routing
Failura)

eBGP

Are ol
learming

BGP routes from

a pear (use show ip
bgp neighbor <peer-
ddress> route:
arnrmand)

BGP

<

"

B The‘r‘!‘\i\.

valid route to
axt hop?.

Iz
synchronization
umed off?,

ls path in
BGE fable marked
Srecenad-only T

No

| 4

Are thers fters
configured on either
BGP peer? Use the

write terminal or show

running commands o

check your filters. Look

for iradling white-space
in regexp

Establish a route for
the next hop or use
the next-hop self
command on IBGP
Peers, For more

A BGP router with
synchronization
enabled will not install
IBGP lwarmed routes information, ses

|mn_rt§ roudeng fable if Lising BGP for
1t is not sdis 1o Interdormain Ro uling
validate thoze routes =
i its IGP, Turn off
synchronization using
the no sync
command

Yes

it means that Inbound 5off
reconfigurstion 15 configured
and inbound filters are not
allowang thes prefiz. Check the
inbound filters and change it 1o
permid tha prefis

YCTpaHeHne HEMOJIAA0OK BXOAAIIIEro Tpa(]mKa MHOTOKAQHAJIBHOI'O MOAKJIIOYCHUA

For mare information
gee Sample
Configurations for Load
Sharing with BGP in
Single and Multihomed
Environments

If the BGP connection
15 terminated on &
single router on both
sides, load balancing
can be achieved by
peering with a
loopback address. For
maore information, see
Load Sharing Using the
Loopback Address as a
BGP Meighbaor.

+—Eingle

(u'lppn aTAC Case )

Multihoming!
Loadsharing

Is your load-

share traffic

destined for  ——COutbound —m

Go ta Multihoming
Cutbound

inbound or

outhound?

Inbound

Aultihomed with
same ISP or two
different |1SP3

Diffarent
15Ps

Same
ISP

ferminated on single
router or multiple ¥

fultiple —e

You can configure load
shating in many ways
using MED, AS-path
prapends, or community
attribudes. For more
information about the most
commanly used AS-path
sample configuration, sea
Load Sharing when
Dualhomed to One ISP
Through Multiple Local
Routars, For More
information on MED and
community attributes , Refar
to Using BGP for
Interdomain Routing.,

YcrpaHeHnne HemoJIa10K 00bsiBJIeHUs MapiipyTa BGP



Roule
Adveriisement

Linable to
atvertise
woxx wly prefix
1o & BGP pesr

show

®.®.x%07 command in BGP
onfiguration fo advertiss

Mo

Do you use the

|z the

Are you

redistributing

the netwark from

any static or other Use the show ip route x.x.ex
IGP rouing command 1o check for an

rofecol ? component route match for the
préfis in routing table. Refer 10
Troubleshooting: Routes Announced

Uging a Basic Metwork Statement

Are the
redistributed
roules subnels
of major
nets?

aulo-summary
enabled (check
using show ip
rofoceols

Are you
atvertising
rautes learned
riBGF

Na

Yes
* I thera an access list or route
map applied to redistribution?
See Check 1o make surs the netwark
Troubleshaating w.u i Y is not gettng denied. See
Unable ta Undarstanding Redistribution of
Annpunce IBGP- Mo OSPF Routes into BGP

Leamed Roules

If probiem is still not

Chack il

s subnel mute exists in
the BGP {able using the
Ip byp <prefix=>
> longer-prafi

wrork WM NN, A

BGP allows sggregation of

rautes when 3 companent

(gubnet) route exists inthe
BGF table. Formare

infarmation, sae
Troubleshooing Roules
Announced Using the
appregaie-address Command

Noﬁ

Use the network x.x.sx
mask y.yyy command

under BGR. Use the show
ip rowte xx.00.K mask

¥.¥.y.¥ command Lo check
for an exact match in the

routing lable See
Troubleshooting Routes

Announced Using the
Network Statemert wath a
Magk

The IGP roues will be
summarized 1o the
miajor network when

inpecled into BGP
because BGP
summarization is in
effect {aulo-summary
is enabled) Disable
summanzalion using
the no auin
summary command.

Ve —w

o

Check if a route map or
filtter list iz applied to the

resobed, open a TAC case

YCTpaHeHHe HEIMOJIAJAO0K HCXO0AAIIECT O Tpa(l)mca MHOTI'OKAQHAJIBHOI'O MOAKJIIYCHUA

particular neighbar not
recening BGP routes




ultihorming
Outbound

ultihomang witF
same ISP or twa
different |5Ps?

Differant
I5Ps

Same ISP

if the BGP connection is
terminated on a single router on
both sides, load balancing can be
achieved by peering with a
loopback address. For more
information, see Load Sharing
Using the Loopback Address as &
BGF Neighbor, Configuring BGP
max-paths allows you to have
multiple routes 1o 3 destinalion
when all BGP attnbites are the
same. For more information, ses
Using BGP for Interdomain
Routing

CEF or Fast Swiching

Are the two

Yas

Loadshanng also depends on the
type of switching path used. When
CEF switching is used, loadsharing
can be achiewvad per destination or
per sourca/destination pair. To
troubleshoot lnadsharing in CEF,
referto Troubleshooting Load
Balancing Ower Parallel Links Using
Cisco Express Forwarding (CEF)

You can configure
Ipadsharing outbound using
differant attributes (weight,
local preference). Far mara
on information, see Load
Shanng when Multihomed
to Two ISPs Through a
Singla Local Routar,

et partial routes from both
15P% using regular
expression/prafin-list. Refar
10 Sample Configuration  p——0OR.
for BGF with Twao
Different Service
Providers (Mulihoming).

connections to the
same ISP terminaled
an single router’

No

‘When termmating on
different routers, use local
preference. For more
information, see
Load Sharng when
Muttifomed to Two |SPs
via Multiple Local Routers,

OR

'

Cutbound loadsharing
could also be achigved
uging HSRP. For mara
infornation, see How to
Lize HSRP to Provide
Redundancy in 2
Multihomed BGP Network.
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