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Oo0mme cBeaeHus

OToT IpuMep KOH(HUTYpaIUN TOKA3bIBAaeT, KaK HACTPOUTH 00mIyto nHKamncysmuio MapupyToB (GRE) wepes mpotokoxn IP-6e3omacHocTr
(IPSec), rae Tynrens GRE/IPSec npoxoaut uepes 6panaMay3p, BRIIONHSIONIHIN TPaHCISIUIO ceTeBBIX agpecos (NAT).

Ilepen nayanom padoTbI

YciaoBHBIE 0003HAYEHUS

JlonoHUTEeTBHEIE CBEACHHS 00 YCIIOBHBIX 0003HAYCHHSX B JIOKYMEHTaX cM. B cTaThe "TexHuueckne coBeThl Cisco. Y cIoBHBIC 0003HAYCHUA".

IIpenBapuTenabHbIe yCJIOBUS

OTOT BUJ HACTPOMKH MOKET OBITh HCIIONB30BaH ISl TYHHEIUPOBAHUS U MM (POBaHUS TpadHka, KOTOPHIH 00BIYHO HE HACT Yepe3 OpaHamaysp,
Takoro kak IPX (kak B mpuBeIeHHOM IpHMepe) MK OOHOBIICHHUS MapIIpyToB. B maHHOM nprMepe TyHHEIb MexTy 2621 n 3660 padoTtaet
TOJBKO TOTT[a, KOT/Ia Tpaduk TeHepupyercs ycrpoiictBamu B cermeHTax LAN (He pacmmpenHoit nposepkoii cs3u IP/IPX ¢ mapmpyTusatopos
IPSec). Coenuuenne IP/IPX 65110 IpOTECTHPOBAHO ¢ TOMOIIBIO poBepkHu noctymHOCTH IP/IPX Mexmy ycrpoictBamu 2513A n 2513B.

Ipumeyanue: 3T0 HECOBMECTHMO C TpaHCAIMeH aapecoB moptos (PAT).
Hcnosb3yeMbie KOMIIOHEHTbI
CBeneHus, cofiepKaliuecs: B JaHHOM JIOKYMEHTE, IPUBECHBI HA OCHOBE CIIEAYIOIINX BEPCUI MPOrpaMMHOT0 U alnapaTHOro 00ecreyeHus:

e Cisco IOS® 12.0.7.T

JlaHHbIe 711 JOKYMEHTA OBLIH ITOJYYEHBI B CIICIHAIBHO CO3IaHHBIX JIAOOPATOPHBIX yCIoBUsX. [Ipy HannMcaHuK JaHHOTO TOKyMEHTa
HCIIOJIB30BAIMCH TOJIBKO YCTPOWCTBA C IyCTOU (CTaHAapTHOW) KoH(pUryparueil. B pabodeil ceTn HEOOXOAMMO H3YYUTh MOTCHIUAIBHOE



BO3JICHCTBUE BCEX KOMAHJ 0 UX UCIOJIb30BaHUA.

Hacrpoiika
B sTOM paznene npuBOISTCS CBECHUS O HACTPOWKE (DYHKIUH, OMMUCAHHBIX B JaHHOM JTOKYMEHTE.

IIpuMeyanue: 11 HOMCKA TOMOJTHUTENBHOM HH(QOPMAIMU 0 KOMaHIaX B JAHHOM JOKYMEHTe ucnonb3yiite cpenctBo Command Lookup Tool (

TOJBKO IJI1 3apETUCTPUPOBAHHBIX 3a1<a3qy11<013) .

Mpumeuanns no koudurypamuu I0S: C xkogamu Cisco [0S 12.2(13)T u 6osiee mo3aHUME KoamMu (KOJBI ITOCIEN0BATEIEHOCTH T ¢ 60IBIIAMEI
HOMepamH, KoJs! 12.3 n Goree mo3HMe KOABI) HacTpanBaeMyto "kpuntokapTy" IPSEC HeoOX0aiMO IPIMEHSATH TOIBKO K (hH3HIECKOMY
uHTepdercy u 6ombiie He TpeOyeTcs MpuMeHATh B nHTepdeiice TyHHenuposanus GRE. "Kpunrokapra" no-npexxaemy Oynet padorats Ha
(hu3HUecKOM U TYHHENIBHOM HHTepdeticax npu ucnons3oBanun 12.2.(13)T u 6onee mo3nHEX Kox0B. TeM He MeHee, HaCTOATETBHO
peKOMeHIyeTcs IPUMEHATH €€ TOJIBKO K (pu3ndeckoMy HHTepeicy.

CxeMma ceTn

B sTOoM n0KyMeHTe NCIIOB3YIOTCSI HACTPOIMKY CETH, MOKa3aHHbIE HA JTaHHOW AUarpaMMe.

10.1.1.2 FaEOM

ﬁ 10.2.2.1 FaEO/O  (PIX NATS to 99.99.99.12)
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IIpnmeyanns K cxeme ceTH

e Tynmrenms GRE u3 10.2.2.1 k 10.3.3.1 (IPX network BB)

e Tynnens IPSec u3 10.1.1.2 (99.99.99.12) k 99.99.99.2

Hacrpoiiku

Yerpoiicto 2513A

ipx routing 00e0.b064.20cl

1

interface EthernetO

ip address 10.2.2.2 255.255.255.0
no ip directed-broadcast

ipx network AA



1
ip route 0.0.0.0 0.0.0.0 10.2.2.1

2621

version 12.0

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

1

hostname goss-2621

1

ip subnet-zero

1

ip audit notify log

ip audit po max-events 100

ipx routing 0030.1977.8£80

isdn voice-call-failure 0

cns event-service server

1

crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 99.99.99.2
!

crypto ipsec transform-set myset esp-des esp-md5-hmac
]

crypto map mymap local-address FastEthernet0/1
crypto map mymap 10 ipsec-isakmp

set peer 99.99.99.2

set transform-set myset

match address 101

1

controller T1 1/0

1

interface TunnelO

ip address 192.168.100.1 255.255.255.0
no ip directed-broadcast

ipx network BB

tunnel source FastEthernet0/0

tunnel destination 10.3.3.1

crypto map mymap
1

interface FastEthernet0/0
ip address 10.2.2.1 255.255.255.0
no ip directed-broadcast
duplex auto
speed auto
ipx network AA
1
interface FastEthernet0/1
ip address 10.1.1.2 255.255.255.0
no ip directed-broadcast
duplex auto
speed auto
crypto map mymap
1

ip classless

ip route 10.3.3.0 255.255.255.0 TunnelO

ip route 10.3.3.1 255.255.255.255 10.1.1.1
ip route 99.99.99.0 255.255.255.0 10.1.1.1
no ip http server

1

access-list 101 permit gre host 10.2.2.1 host 10.3.3.1
1

line con O

transport input none

line aux O

line vty 0 4

1

no scheduler allocate

end



PIX

ip address outside 99.99.99.1 255.255.255.0

ip address inside 10.1.1.1 255.255.255.0

global (outside) 1 99.99.99.50-99.99.99.60

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

static (inside,outside) 99.99.99.12 10.1.1.2 netmask 255.255.255.255 0 0
conduit permit esp host 99.99.99.12 host 99.99.99.2

conduit permit udp host 99.99.99.12 eq isakmp host 99.99.99.2

route outside 0.0.0.0 0.0.0.0 99.99.99.2 1

route inside 10.2.2.0 255.255.255.0 10.1.1.2 1

3660

version 12.0

service timestamps debug datetime
service timestamps log uptime

no service password-encryption

1

hostname goss-e4-3660

1

memory-size iomem 30

ip subnet-zero

no ip domain-lookup

1

ipx routing 0030.80£2.2950

cns event-service server

1

crypto isakmp policy 10

hash md5

authentication pre-share

crypto isakmp key ciscol23 address 99.99.99.12
!

crypto ipsec transform-set myset esp-des esp-md5-hmac
1

crypto map mymap local-address FastEthernet0/0
crypto map mymap 10 ipsec-isakmp

set peer 99.99.99.12

set transform-set myset

match address 101

1

interface TunnelO

ip address 192.168.100.2 255.255.255.0
no ip directed-broadcast

ipx network BB

tunnel source FastEthernet0/1

tunnel destination 10.2.2.1

crypto map mymap
I}

interface FastEthernet0/0

ip address 99.99.99.2 255.255.255.0
no ip directed-broadcast

ip nat outside

duplex auto

speed auto

crypto map mymap
1

interface FastEthernet0/1

ip address 10.3.3.1 255.255.255.0

no ip directed-broadcast

ip nat inside

duplex auto

speed auto

ipx network CC

1

ip nat pool 3660-nat 99.99.99.70 99.99.99.80 netmask 255.255.255.0
ip nat inside source list 1 pool 3660-nat

ip classless

ip route 0.0.0.0 0.0.0.0 TunnelO

ip route 10.2.2.1 255.255.255.255 99.99.99.1

ip route 99.99.99.12 255.255.255.255 99.99.99.1
no ip http server

1

access-list 1 permit 10.3.3.0 0.0.0.255

access-list 101 permit gre host 10.3.3.1 host 10.2.2.1
1



line con O

transport input none
line aux O

line vty 0 4

login

1

end

YerpoiictBo 2513B

ipx routing 00e0.b063.e811
1

interface EthernetO
ip address 10.3.3.2 255.255.255.0
no ip directed-broadcast

ipx network CC
1

ip route 0.0.0.0 0.0.0.0 10.3.3.1

IIposepka
B nanHOM pasnene conepkaTcsi CBECHHsI O POBEPKE PadOThI KOH(MUTYPALIUH.

Omnpenenennpie koManael show noxnepskuBatotes cpencrsoM Output Interpreter Tool (Tomsko s saperucTpupoBanHEIX 3aKa34nKoB), KOTOPOE
MO3BOJISIET MPOCMATPUBATH U AHATM3UPOBATH BBIXOIHbIC JaHHBIC KOMaH b Show.

¢ show crypto ipsec sa - TOka3bIBaeT COMOCTABICHUs OE30MAaCHOCTH JTarna 2.

¢ show crypto isakmp sa - moka3pIBacT akTHBHBIC 3alIM()POBAHHBIC COSTUHECHHUS CeaHCa ISl BCEX KPUIITOYCTPOMCTB.

o JlormosmautenpHO: show interfaces tunnel number - oToOpaxkaeT naHHbIE HHTEpdeiica TYHHEIS.

¢ show ip route - moxaseiBaeT Bce crarnaeckue [P-MapIIpyThI MM yCTaHOBIEHHBIE C MCHONB30BaHIEM (DYHKITHH 3arpy3KH MapIIpyTa
AAA.

¢ show ipx route - noxa3ssIBacT cofepkaHue TaONUIBI MapipyTuzanuu [IPX.

YCTpaHeHI/Ie HEMoOJaA0K
B nanHOM pazzaene onuchIBaeTCs MPOLIECC YCTPAHEHUS HEMOIa10K KOHPHUTYpaLuH.

Komanabl YCTpaHE€HUA HEMOJIAA0K

HekoTopsie koman el show nomnepxuBarotcst cpenctsom Output Interpreter Tool (tomsxo st 3aperncrpupoBannbix 3akazdukos), KOTOPOE MO3BOJISET
MpOCMaTPUBATh U AHAITU3UPOBATh BBIXOIHBIC TAHHBIC KOMaH/IbI Show.

IIpumeyanue: nepes npumMeHeHreM koMan debug o3HakoMbTeCh ¢ pa3zeiaoM "BaxkHble CBEJEHUS O KOMaHIaX OTIafKu".

¢ debug crypto engine - moka3siBaeT 3anM(ppoOBaHHEIH TPaUK.
¢ debug crypto ipsec - moka3siBaeT cornacoBanus IPSec Bo BTopoii ¢a3se.

¢ debug crypto isakmp - noka3siBaeT corsacoBanus nepBoit gpassl mpotokona ISAKMP (ITpoTokon ynpapineHus KitouaMu ACCOLMALIUN
6e3omacHoctu HTEpHET)



o JlomosauTenpHO: debug ip routing - noka3siBaeT gaHHbIC OOHOBIICHUS TaOIHIIBI MapiIpyTU3auu RIP 1 0OHOBIIEHUS KA1Ia
MapIIpyTH3ALUH.

¢ debug ipx routing {activity | events} - moxassiBaeT uH(OpMaIHIO 0 MakeTax MapupyTuszanuu IPX, KoTopsie OTIpaBIseT U MPUHUMAET
MapIIpyTU3aTop.

OuncTka conocraBjeHuii 6e3omacHocTH (SA)

e clear crytpo ipsec - ounmaer Bce cornocrapieHus 6ezonacHocTr IPSec.
¢ clear crypto isakmp - ounniaer Bce conocraienus 6e3onacHoctu IKE.

o JlonomuuTtenpHO: clear ipx route * - ynanser Bce MapUIpyThl U3 TaOIUIBI MapuipyTusanuu [PX.

I[OHOHHHTGJIBHBIC CBCACHUA

e CrpaHuusl noajep:xxkku npoaykros IP Security (IPSec)
e Crpanuusl nogaep:xxku GRE
e Texnuueckast nogaepxka - Cisco Systems
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