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IIposepka

YcrpaneHue HenmoJa 0K
KomaHp! THarHoCTHKH

JonoaHUuTEIbHbIE CBeIeHUS

BBenenue

Oo6sransre HacTpoiiku [P Security (IPSec) 3ampemaror nepexady 1Mo MpoTOKOIAM MapIIpyTH3aINH, TAKAM KaK YCOBEPIICHCTBOBAHHBIH
BHYTPEHHUH IPOTOKOI MapmpyTi3anun o308 (EIGRP) u mporokoi mepBooueperHoro npeanourenus kpardaimrero myt (OSPF), a Taxxe
Tpaduk He 1o npotokoiny IP, a, Hanpumep, mo IPX umn AppleTalk. DTOT ZOKyMEHT MILTIOCTPHUPYET NPOIECC OPTaHU3AINH HepeJaun JaHHBIX
MEXKIy Pa3HBIMH CETSIMH, UCIIONB3YIONIIUMH MPOTOKOJ MapIIpyTH3aluH U epefaoluMH JaHHbIe He 1o mpotokony IP ¢ IPSec. B nranHOM
IpUMepe UCIONB3yeTcs 001mas HHKancyaus MapuipytoB (GRE) s peanusanuu MapIpyTH3aUud MEeXTY pPa3IHdHBIMU CETSIMH.

Jnst mosydeHnst ”HGOpMauK 0 KOH(PHUTYPAIMU CETH CO 3Be3000pa3HOM TOmoJIoruell u mpoTokoioM IPSec s Tpex MapmpyTH3aTOPOB CM.
nokyMeHT "HacTpoiika 38e31000pa3HOM ceTn MeXIy MapIIpyTH3aTOPaMH ¢ IIPOTOKOIOM IPsec 1 cBA3bI0 MEXXTy KOHEYHBIMH TOYKaMu'".

Jlns momydaeHns nHpopMaIuy o HacTpoiike 6a3zoBoi koHpurypanuu Cisco IOS® ms GRE-TyHHENs ¢ mpeodpa3oBaHHEM CETEBBIX aJpecoB
(NAT) cm. noxymenT "Hacrpoiika npotokona IPSec mexny MapmpyTtn3zaTopamu (C IpeABapUTENEHO pacnpenenseMbiMu kirodamu) B GRE-
TyHHene ¢ OpannMayspom [0S m NAT".

Jnst monmydenust uadopmanuu o Hactpoiike VPN/IPsec ¢ mporokosniom OSPF ¢ nomomipsto nporpammuoro odecnieuenus: Cisco PIX Security
Appliance Bepcun 7.x nim Cisco Adaptive Security Appliance (ASA) cm. nokyment "Hactpoiika PIX/ASA 7.x VPN/IPsec ¢ mpumepom
koH¢purypauuun OSPF".

HpenBapnTeanble YCI10oBUA

TpedoBanus
[pexne yem UCTIONB30BaTh 3Ty KOHPUTYpaLUio, yOeAUTECh, YTO BHIIOIHSIOTCS CIEAYIOMINe TPeOOBaHMS:
¢ [lepen mpuMeHEHUEM KPUTITOKAPT yOeIUTECh B pab0TOCIIOCOOHOCTH TYHHES.

o Jlns norydeHust ”HGOPMAIMU 0 BO3MOXKHBIX npobinemax ¢ mogyneM MTU cm. moxyment "Hacrpoiika I[P MTU, TCP MSS u PMTUD B
onepanuoHHbIX cuctemax Windows u Sun".

I/ICHOJH:ByeMbIe KOMIIOHCHTbI



CBCI[CHI/IH, coacprKaluecsa B [aHHOM NTOKYMCEHTEC, KaCarOTCs CIICAYOIUX BepCI/Iﬁ OpOrpaMMHOI0 U almapaTHOTo obecrieueHus:

¢ Cisco 3600 c 3amyckaeMbIM mporpaMMHBIM obecniederueM Cisco 10S, n3ganue 12.4(8)
¢ Cisco 2600 c 3ammyckaeMbIM nporpaMMHBIM obecniedenueM Cisco 10S, n3manme 12.4(8)
¢ [IporpammHuoe o6ecrieuenue PIX Firewall, uznanue 6.3(5)

¢ IIporpammuoe obecneuenne PIX Firewall, n3nanue 6.3(5)

Yka3aHHBIC B JaHHOM JJOKyMEHTE CBEICHHUS 110 YCTPOIicTBaM OBIIM IOyYeHBI B KOHKPETHOMH laboparopHoit cpere. [Ipn Hanmmcanuyn JaHHOTO
JIOKyMEHTA HCIIOI30BAIIICh TOJIBKO YCTPOUCTBA ¢ UNCTON (CTaHAApTHON) KOH(HUryparueil. B mpon3BoACTBeHHON ceTH HEOOXOIMMO U3YIUTh
MOTEHIMAIFHOE BO3JICHCTBHE BCEX KOMAH.

YciaoBHbIC 0003HAYEHHSA

JlononHUTENBHBIE CBEACHUS 00 YCIOBHBIX 0003HAUEHUAX B TIOKYMEHTaX CM. B IOKyMeHTe "Y CJIOBHBIE 0003HAUSHUSI TEXHUIECKUX TEPMHUHOB
Cisco".

Hacrpoiika
B 3TOM pasnene npuBOAATCS CBEIEHHS O HACTPOIKe (DyHKIUIA, ONMCAHHBIX B TAHHOM JJOKYMEHTE.

IIpumeyanue: 175t HOMCKA TOMOJIHUTENBHOM HH(OPMAIMK O KOMaH/IaX, YIIOMUHAEMbIX B JaHHOM JIOKYMEHTE, ucroib3yiire cpeacteo Command
Lookup Tool (ronbko s 3aperucTpupoBaHHbIX ToNb30BaTENEH ).

CxeMma ceTn
B JaHHOM JOKYMCEHTC HMCIIOJIB3YCTCA ClICAyronias HaCTpOﬁKa CCTH:

IPSEC Tunnel
10.22.2222 Rodney PIX Lion {illecemnnllh FTX Tiger  House 10.11.11.11

192.1684.X 10.64.10.16  10.64.10.15 192.168.3.X

Router to Router GRE Tunnel

Ipumeuanne: cxemsr [P-aapecaruu, KOTOpPBIE HCIOIB30BAHBI B TAHHOW KOH(DUTYpAIHH, 3alpeleHo pacipocTpansaTh B HTepHETe. ITO ampeca
RFC 1918 , xoTopbie HCIOIh30BAIKCH B Ta00OPaTOPHOH cpene.

Kondpurypauuu

B 1aHHOM TOKYMEHTE HCIOIB3YIOTCS CIEAYIONIHE KOHDUTYpaIHu:

e PIX Lion
¢ PIX Tiger
¢ Router Rodney

¢ Router House



PIX Lion

PIX Bepcum 6.3(5)

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown
interface ethernet3 auto shutdown
interface ethernet4 auto shutdown
interface ethernet5 auto shutdown
nameif ethernet0 outside security0
nameif ethernetl inside securityl00
nameif ethernet2 intf2 security4
nameif ethernet3 intf3 security6
nameif ethernet4 intf4 securitys8
nameif ethernet5 intf5 securitylO
enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname Lion

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

!-——- Onpenenser nesneBoy Tpapmk, 3alMIEHHBEN TyHHeseMmM IPSec.

access-list 101 permit gre 192.168.4.0 255.255.255.0 192.168.3.0 255.255.255.0

!-—— NAT He mcrnoab3yercs IJis Hepenayyr IaHHBX K OpyIroMy OpaHoMayspy PIX Firewall.

access-list nonat permit gre 192.168.4.0 255.255.255.0 192.168.3.0 255.255.255.0
pager lines 24

mtu outside 1500

mtu inside 1500

mtu intf2 1500

mtu intf3 1500

mtu intf4 1500

mtu intf5 1500

ip address outside 10.64.10.16 255.255.255.224

ip address inside 192.168.4.1 255.255.255.0

! -—— BrixomHele HAHHEIE [TOHABJIEHEL.
global (outside) 1 interface
!--- He wmcrnomnezyrire NAT nyis nepenadm HAHHBIX.

nat (inside) 0 access-list nonat

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 10.64.10.1 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h323 0:05:00 sO
timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip media 0:02:00
timeout sip-disconnect 0:02:00 sip-invite 0:03:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server TACACS+ max-failed-attempts 3

aaa-server TACACS+ deadtime 10

aaa-server RADIUS protocol radius

aaa-server RADIUS max-failed-attempts 3

aaa-server RADIUS deadtime 10

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

! -—- JloBepsriTe Tpadmxy IPSec m m3b6eramrTe MNPOXOXIEHMUS
!-—- cnmckoB ynpaBjenus noctynoMm (ACL)/NAT.



sysopt connection permit-ipsec

! -—— Kou@urypaums IPSec.

crypto ipsec transform-set pixset esp-des esp-md5-hmac
crypto map pixmap 20 ipsec-isakmp

crypto map pixmap 20 match address 101

crypto map pixmap 20 set peer 10.64.10.15

crypto map pixmap 20 set transform-set pixset

crypto map pixmap interface outside

isakmp enable outside

! -—- IapameTprl IKE.

isakmp key ******** address 10.64.10.15 netmask 255.255.255.255
isakmp identity address

isakmp policy 20 authentication pre-share
isakmp policy 20 encryption des

isakmp policy 20 hash md5

isakmp policy 20 group 1

isakmp policy 20 lifetime 3600

telnet timeout 5

ssh 64.104.205.124 255.255.255.255 outside

ssh timeout 5

terminal width 80
Cryptochecksum:d3903d449563c7cd434b43£82£0£f0a21
: end

PIX Tiger

PIX Bepcum 6.3(5)

interface ethernet0 auto

interface ethernetl auto

interface ethernet2 auto shutdown
interface ethernet3 auto shutdown
interface ethernet4 auto shutdown
interface ethernet5 auto shutdown
nameif ethernet0 outside security0
nameif ethernetl inside securityl00
nameif ethernet2 intf2 security4
nameif ethernet3 intf3 security6
nameif ethernetd4 intf4 securitys8
nameif ethernet5 intf5 securitylO
enable password 8Ry2YJjIyt7RRXU24 encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname Tiger

fixup protocol dns maximum-length 512
fixup protocol ftp 21

fixup protocol h323 h225 1720

fixup protocol h323 ras 1718-1719
fixup protocol http 80

fixup protocol rsh 514

fixup protocol rtsp 554

fixup protocol sip 5060

fixup protocol sip udp 5060

fixup protocol skinny 2000

fixup protocol smtp 25

fixup protocol sglnet 1521

fixup protocol tftp 69

names

access-list 101 permit gre 192.168.3.0 255.255.255.0 192.168.4.0 255.255.255.0

access-list nonat permit gre 192.168.3.0 255.255.255.0 192.168.4.0 255.255.255.0
mtu outside 1500

mtu inside 1500

mtu intf2 1500

mtu intf3 1500

mtu intf4 1500

mtu intf5 1500

ip address outside 10.64.10.15 255.255.255.224

ip address inside 192.168.3.1 255.255.255.0

! ——— BREIXOOHEIE IAHHEIE [TOHABJIEHEI.
global (outside) 1 interface

!--- He wmcnomnpzyrire NAT nys nepenaydy HOAHHBIX.



nat (inside) 0 access-list nonat

nat (inside) 1 0.0.0.0 0.0.0.0 0 O

route outside 0.0.0.0 0.0.0.0 10.64.10.1 1
timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 rpc 0:10:00 h323 0:05:00 sO
timeout h323 0:05:00 mgcp 0:05:00 sip 0:30:00 sip media 0:02:00
timeout sip-disconnect 0:02:00 sip-invite 0:03:00
timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server TACACS+ max-failed-attempts 3
aaa-server TACACS+ deadtime 10

aaa-server RADIUS protocol radius

aaa-server RADIUS max-failed-attempts 3
aaa-server RADIUS deadtime 10

aaa-server LOCAL protocol local

no snmp-server location

no snmp-server contact

snmp-server community public

no snmp-server enable traps

floodguard enable

sysopt connection permit-ipsec

! -—- IapameTprl IPSec.

crypto ipsec transform-set pixset esp-des esp-md5-hmac
crypto map pixmap 20 ipsec-isakmp

crypto map pixmap 20 match address 101

crypto map pixmap 20 set peer 10.64.10.16

crypto map pixmap 20 set transform-set pixset

crypto map pixmap interface outside

!'-—- HapameTprl IKE.

isakmp enable outside

isakmp key ******** address 10.64.10.16 netmask 255.255.255.255
isakmp identity address

isakmp policy 20 authentication pre-share
isakmp policy 20 encryption des

isakmp policy 20 hash md5

isakmp policy 20 group 1

isakmp policy 20 lifetime 3600

telnet timeout 5

ssh timeout 5

terminal width 80
Cryptochecksum:a0a7ac847b05d9d080d1c442e£053a0b
: end

Router Rodney

Bepcum 12.4

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
1

hostname rodney

1

memory-size iomem 15

ip subnet-zero

1

ip audit notify log

ip audit po max-events 100

1

1

interface Loopbackl

ip address 10.22.22.22 255.255.255.0
1

interface TunnelO
ip address 10.1.1.2 255.255.255.0

! -—- HavanpHas ToOuka TYHHEJIA .
tunnel source Ethernet0/1

!l -—- KoHeunas ToYka TyHHEJIS.
tunnel destination 192.168.3.2

|
interface Ethernet0/0



no ip address

1

interface Serial0/0

no ip address

shutdown

1

interface Ethernet0/1

ip address 192.168.4.2 255.255.255.0
1

interface Serial0O/1

no ip address

shutdown

1

router ospf 22
log-adjacency-changes

network 10.1.1.0 0.0.0.255 area 0
network 10.22.22.0 0.0.0.255 area 0
1

ip classless

ip route 0.0.0.0 0.0.0.0 192.168.4.1

I-—-— Tpagmux 10.10.10.0, npoxonsmmy yYepes
! -—- GRE-TyHHEJE.

ip route 10.10.10.0 255.255.255.0 TunnelO
no ip http server

1

line con O

line aux 0

line vty 0 4

login

1

end!
End

Router House

Bepcumn 12.4

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
1

hostname house

!

ip subnet-zero

no ip domain-lookup
1

|

interface Loopbackl
ip address 10.11.11.11 255.255.255.0
1

interface TunnelO
ip address 10.1.1.1 255.255.255.0

! ——— HavasipHas Touka TYHHEJIA .
tunnel source FastEthernet0/1
!l -—- KoHeunas ToYka TyHHEJIST.

tunnel destination 192.168.4.2
1

interface FastEthernet0/0

no ip address

shutdown

duplex auto

speed auto

1

interface FastEthernet0/1

ip address 192.168.3.2 255.255.255.0
duplex auto

speed auto

1

interface FastEthernet4/0

no ip address

shutdown

duplex auto



speed auto
1

router ospf 11
log-adjacency-changes
network 10.1.1.0 0.0.0.255 area 0

network 10.11.11.0 0.0.0.255 area 0
1

ip classless
ip route 0.0.0.0 0.0.0.0 192.168.3.1

l-—— Tpagmux 10.20.20.0, npoxonsmmy yYepes
! -—— GRE-TyHHEJIE.

ip route 10.20.20.0 255.255.255.0 TunnelO

ip http server
1

line con O
line aux 0
line vty 0 4

IIpoBepka

Jlnst 9T0# KOH(HUTYpaIMy OTCYTCTBYET MPOLEIypa IIPOBEPKHL.

YceTrpaneHue HenmoJIaA0K

B mamHOM pasyerne onmchIBaeTCs MPOIECC YCTPAHSHUS HEeTIONa 10K KOH(PHUTYpaIIHH.

JononautensHble cBeAeHus 00 ycTpaHeHnd Henonagok B PIX u tynnensix [IPSec cMm. B nokymente "Ycrpanenue Henoianok PIX mpu nepenaue
TpaduKa 1o ycraHoBJIeHHOMY TyHHesro [PSec".

KoMaHabl IHATHOCTHKH

CpenctBo Output Interpreter Tool (tomsko mms sapeructpuposanmsx momssosareneii) (OIT) mognepxkuBaet HekoTopbie kKomaH bl show. Vcnonb3yiiTe
OIT JJIA IIPOCMOTpa aHAJITUTUKU BBIXOAHBIX JaHHBIX KOMaHbI show.

IIpumeyanue: 03HAKOMBTECH C IOKYMEHTOM ""BakHbIe CBEeJIeHHs O KOMaHaxX OTJIaKU", Ipeke YeM NPUMEHATh KoMaH bl debug.
be3zomuodounas oriaaka PIX IPSec

¢ show crypto isakmp sa — oroOpaxkaeT conocranienue 6e3onacHocTH (SA) nporokosa ISAKMP, nocTpoeHHY0 MEXITy IBYyMsI
OJTHOPAHTOBBIMH Y3JIaMH.

Lion#show crypto isakmp sa

Total : 1

Embryonic : 0O

dst src state pending created
10.64.10.15 10.64.10.16 QM IDLE 0 1

Tiger#show crypto isakmp sa

Total SAs : 1

Embryonic : 0

dst src state pending created
10.64.10.15 10.64.10.16 QM IDLE 0 1

¢ show crypto engine connection active — otoOpakaeT Bce BCTPOSHHBIC COITOCTABICHHS 0€30MaCHOCTH BTOPOTO ATana U 00beM
OTIPAaBJICHHOTO TpaduKa.



Lion#show crypto engine connection active
Crypto Engine Connection Map:
size = 8, free = 6, used = 2, active = 2

Tiger#show crypto engine connection active
Crypto Engine Connection Map:
size = 8, free = 6, used = 2, active = 2

¢ show debug — otoOpakaeTr BbIXOHBIC JaHHBIC KOMaH bl "debug".

Lion#show debug

debug crypto ipsec

debug crypto isakmp

debug crypto engine

crypto_isakmp process block: src 10.64.10.15, dest 10.64.10.16
OAK_MM exchange

ISAKMP (0): processing SA payload. message ID = 0

ISAKMP (0): Checking ISAKMP transform 1 against priority 20 policy
ISAKMP: encryption DES-CBC

ISAKMP: hash MD5

ISAKMP: default group 1

ISAKMP: auth pre-share

ISAKMP: life type in seconds

ISAKMP: life duration (basic) of 3600

ISAKMP (0): atts are acceptable. Next payload is 0

ISAKMP (0): SA is doing pre-shared key authentication using id type ID IPV4 ADDR
return status is IKMP_NO_ ERROR#

crypto_isakmp process block: src 10.64.10.15, dest 10.64.10.16
OAK_MM exchange

ISAKMP (0): processing KE payload. message ID = 0

ISAKMP (0): processing NONCE payload. message ID = 0
ISAKMP (0): processing vendor id payload
ISAKMP (0): speaking to another IOS box!

ISAKMP (0): ID payload

next-payload : 8

type : 1

protocol : 17

port : 500

length : 8

ISAKMP (0): Total payload length: 12

return status is IKMP_NO ERROR

crypto isakmp process block: src 10.64.10.15, dest 10.64.10.16
OAK_MM exchange

ISAKMP (0): processing ID payload. message ID = 0
ISAKMP (0): processing HASH payload. message ID = 0
ISAKMP (0): SA has been authenticated

ISAKMP (0): beginning Quick Mode exchange, M-ID of 1220019031:48b80357IPSEC (key.
IPSEC (spi_response): getting spi 0xa67177c5(2792454085) for SA
from 10.64.10.15 to 10.64.10.16 for prot 3

return status is IKMP_NO_ ERROR

crypto_isakmp process block: src 10.64.10.15, dest 10.64.10.16
OAK QM exchange

oakley process_quick mode:

OAK_QM IDLE

ISAKMP (0): processing SA payload. message ID = 1220019031

ISAKMP : Checking IPSec proposal 1

ISAKMP: transform 1, ESP_DES

ISAKMP: attributes in transform:

ISAKMP: encaps is 1

ISAKMP: SA life type in seconds

ISAKMP: SA life duration (basic) of 28800

ISAKMP: SA life type in kilobytes

ISAKMP: SA life duration (VPI) of 0x0 Ox46 0x50 0x0
ISAKMP: authenticator is HMAC-MD5

ISAKMP (0): atts are acceptable.IPSEC(validate proposal request): proposal part,
(key eng. msg.) dest= 10.64.10.15, src= 10.64.10.16,
dest proxy= 192.168.3.0/255.255.255.0/0/0 (type=4),
src_proxy= 192.168.4.0/255.255.255.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 0s and 0kb,

spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x4



ISAKMP (0): processing NONCE payload. message ID = 1220019031

1220019031
1220019031map_alloc_entry: allo2

ISAKMP (0): processing ID payload. message ID
ISAKMP (0): processing ID payload. message ID
map_alloc_entry: allocating entry 1

ISAKMP (0): Creating IPSec SAs

inbound SA from 10.64.10.15 to 10.64.10.16 (proxy 192.168.3)
has spi 2792454085 and conn_id 2 and flags 4

lifetime of 28800 seconds

lifetime of 4608000 kilobytes

outbound SA from 10.64.10.16 to 10.64.10.15 (proxy 192.168.)
has spi 285493108 and conn_id 1 and flags 4

lifetime of 28800 seconds

lifetime of 4608000 kilobytesIPSEC(key engine): got a queue event...
IPSEC(initialize sas): ,

(key eng. msg.) dest= 10.64.10.16, src= 10.64.10.15,

dest proxy= 192.168.4.0/255.255.255.0/0/0 (type=4),

src_proxy= 192.168.3.0/255.255.255.0/0/0 (type=4),

protocol= ESP, transform= esp-des esp-md5-hmac ,

lifedur= 28800s and 4608000kb,

spi= 0xa67177c5(2792454085), conn_id= 2, keysize= 0, flags= 0x4
IPSEC(initialize sas): ,

(key eng. msg.) src= 10.64.10.16, dest= 10.64.10.15,
src_proxy= 192.168.4.0/255.255.255.0/0/0 (type=4),

dest proxy= 192.168.3.0/255.255.255.0/0/0 (type=4),

protocol= ESP, transform= esp-des esp-md5-hmac ,

lifedur= 28800s and 4608000kb,

spi= 0x11044774(285493108), conn_id= 1, keysize= 0, flags= 0x4

return status is IKMP_NO ERROR

Ipoxo:xkaeHue MapmpyTu3anuu u 3anpocoB ""ping" B GRE-TyHHese i1 MapmipyTu3aTopa

¢ show ip route — otoOpaxaer 3:1eMeHTHI TabnuIBl [P-MapmpyTH3aumy.

rodney#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route

Gateway of last resort is 192.168.4.1 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

C 10.1.1.0 is directly connected, TunnelO
10.0.0.0/24 is subnetted, 1 subnets

C 10.20.20.0 is directly connected, Loopback0
10.0.0.0/24 is subnetted, 1 subnets

C 10.22.22.0 is directly connected, Loopbackl

C 192.168.4.0/24 is directly connected, Ethernet0/1
10.0.0.0/24 is subnetted, 1 subnets

S 10.10.10.0 is directly connected, TunnelO
10.0.0.0/32 is subnetted, 1 subnets

0 10.11.11.11 [110/11112] wvia 10.1.1.1, 03:34:01, TunnelO
S* 0.0.0.0/0 [1/0] wvia 192.168.4.1

rodney#

rodney#ping 10.11.11.11

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.11.11.11, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms

house#show ip route

Codes: C - connected, S - static, I - IGRP, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area

N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2

E1 - OSPF external type 1, E2 - OSPF external type 2, E - EGP

i - IS-IS, L1 - IS-IS level-1, L2 - IS-IS level-2, ia - IS-IS inter area
* - candidate default, U - per-user static route, o - ODR

P - periodic downloaded static route



Gateway of last resort is 192.168.3.1 to network 0.0.0.0

10.0.0.0/24 is subnetted, 1 subnets

C 1.1.1.0 is directly connected, TunnelO

10.0.0.0/24 is subnetted, 1 subnets

S 10.20.20.0 is directly connected, TunnelO

10.0.0.0/32 is subnetted, 1 subnets

0 10.22.22.22 [110/11112] via 10.1.1.2, 03:33:39, TunnelO
10.0.0.0/24 is subnetted, 1 subnets

C 10.10.10.0 is directly connected, Loopback0
10.0.0.0/24 is subnetted, 1 subnets

C 10.11.11.0 is directly connected, Loopbackl

C 192.168.3.0/24 is directly connected, FastEthernet0/1
S* 0.0.0.0/0 [1/0] via 192.168.3.1

house#ping 10.22.22.22

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 10.22.22.22, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 1/3/4 ms

JlonosiHUTEIbHBIE CBEICHUS

e Coruacopanue IPSec/nporokos! IKE
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