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Hacrpoiika JMHAMHU4YeCKUX MHOTOTOYEYHbIX BUPTYAJbHbIX YACTHBIX
ceTeH ¢ Mcnojib3oBanueM nporokoga GRE uyepes nporokou IPsec ¢
nomMoiubio NpoTokoJoB OSPF, NAT u mexkcereBoro s3xpana Cisco 10S

Conep:xxanue

Beenenue
IlpenBapuTeNbHBIE YCIOBHS
TpeboBanus
Hcnonb3yemble KOMITOHEHTHI
VYcnoBHbIE 0003HAYEHUS
Hacrpoiika
Cxema cetu
Kondurypanuu
Iposepka
YcerpaHeHue HemoJag0K
Komanzp! ycTpaHeHus HENonaaoK
JlonoTHUTe/IbHbIE CBeeHUs

BBenenue

B 3TOM 1OKyMEHTe MPUBOIUTCS IPUMEP KOHPUTYpaLUH I AMHAMUYECKUX MHOTOTOUYEUHBIX BUPTYaIbHBIX YaCTHBIX ceTeil (Dynamic
Multipoint Virtual Private Network, DMVPN) ¢ ucnonb3oBanuem nporokona GRE (generic routing encapsulation, mpoTOKOJ TyHHEINPOBAHUS
ceTeBbIX makeToB) uepe3 IPsec (IP Security, MexceTeBol MPOTOKON 6€30MacHOCTH) ¢ moMonbio npoTokosoB OSPF (Open Shortest Path First,
npoTokox npeanoyrerus kpargaimero mytn), NAT (Network Address Translation, mpeoOpa3oBaHue CETEBBIX aAPECOB) U MEKCETEBOTO IKpaHa
Cisco IOS®.

IIpexBapuTebHbBIE YCJIOBHUS

TpedoBanust

[Ipexne yeM ycTaHaBIMBAaTh MHOTOTOYCUHBIH TYHHENb ¢ ToMoInbo poTokoioB GRE (mGRE, multipoint GRE) u IPsec, cneayeT onpenenuth
nonutuky IKE (Internet Key Exchange, oOmeH kiitouamu B IHTEpHETE), UCTIOB3Ys KOMaHay crypto isakmp policy.

Hpnmeqaﬂne. CwM. AOMOJIHUTCIIBHBIC CBEICHNUA O KOMaHAaX, UCTIOJIb3YECMbIX B JAHHOM JOKYMCHTC, B CpCZ[CTBe ITIOMCKa KOMaH/| (TOJ‘ILKO U1

3apErucTPUPOBAHHBIX nonb3OBaTeneﬁ).
Hcnonp3yemble KOMIIOHEHTHI
CBeneHNs, CoZleprKalliecs B JaHHOM JIOKyMEHTE, KacaloTCsl CICAYIOIINX BEPCHIl MPOrpaMMHOTO M allIapaTHOTO 00eCIEUEHNUS:
¢ Cisco IOS® Bepcun 12.2(15)T1 Ha mapmpyTtuzatope koHneHTpatopa u Cisco IOS Bepcun 12.3(1.6) Ha OKOHEUHBIX MapIIpyTHU3aTOPaX;

¢ Cisco 3620 B kauecTBe MapIIpyTU3aTOPa KOHIIEHTpaTopa, ABa Mapuipytu3aropa Cisco 1720 u onun Mapmipytusatop Cisco 3620 B
Ka4eCTBE OKOHEYHBIX MapIIPyTU3aTOPOB.



JanHbIe AJ1s1 3TOro TOKyMeHTa OBbUTH MOJTyYeHbI IPH TECTUPOBAHUH YKa3aHHBIX YCTPONCTB B CHELHATIBHO CO3aHHBIX JTAOOPATOPHBIX YCIOBHSX.
Bce ycTpoiicTBa, HCIIONB3yeMBIE B 3TOM TOKYMEHTE, 3aIlyCKaINCh C YHCTO# (3amaHHOI o yMomdaHuoo) koHdurypamueii. Eciau ceth pabotaer B
peaNbHBIX YCIOBUSIX, IPU UCIIOJIH30BAHUH KAXKI0H KOMaHIbI CIIEAYET aeKBaTHO OL[CHUBATH €€ ITOTCHI[HAIEHOE BO3/ICHCTBHE.

YciaoBHBIE 0003HAYEHHSA

JlonoHUTEeTBHBIE CBEACHHS O IPUMEHSACMBIX B IOKYMEHTE 0003HAUYCHHSX CM. B CTaThe Y CJIOBHBIC 0003HAUCHUS, UCIIONb3YEMBIC B TEXHUUCCKOM
nokymenranuu Cisco.

Hacrpoiika
B stom pasaeiie NpuBOAATCA CBEACHHUA O HaCTpOfIKe (l)yHKHHIZ, OIIMCAaHHBIX B TAaHHOM JOKYMECHTE.

HpnMeanne. CwM. JAONOJIHUTCIIBHBIC CBECACHUS O KOMaHAaX, UCIIOJIb3YCMbIX B JAHHOM NJOKYMCHTC, B Cpe)ICTBe ITIOMCKa KOMaH/| (TOJ‘ILKO U1t

3aperHCTPUPOBAHHBIX M0Jb30BATENE ).

Cxema ceTn
B 3TOM J:[OKyMeHTe HCITOJIB30BAHBI HapaMCTpI)I ,Z[aHHOﬁ CCTH.

Spoke 1 - 3620-A
Tunnel1 - 172.16.0.2
Loopback1 - 192.168.118.1
E 00 - 14241181

Hub - 3620-B

Tunnel 1 - 172.16.0.1
Loopback1 - 192.168.117.1

Fa 0/0 - 14.24.1171
Spoke 2 - 1720-b S

Tunnel1 - 172.16.0.3
Loopback1 - 192.168.116.1
dialer1 - PPPoE negotiated

Internet

-

Spoke 3 - 1720-A
Tunnel1 - 172.16.0.4
Loopback1 - 192.168.120.1
Fad - 14.24.120.1

Kondpurypauun

B 1aHHOM JTOKyMEHTE HCIIOJIB3YIOTCS CIACAYIOIINE KOHPHUTYPALUH:

¢ KoHueHTpartop — 3620-B;
¢ 1-0e OKOHEYHOE YCTPOUCTBO — 3620-A;
e 2-0e¢ OKOHEYHOE YCTpOUCTBO — 1720-b;

¢ 3-e oKkOHEeUHOE ycTporcTBO —1720-A.

Konuentpatop — 3620-B

W2N-6.16-3620-B#write terminal
Building configuration...

Current configuration : 2613 bytes

1

version 12.2

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption



1
hostname W2N-6.16-3620-B
1

logging queue-limit 100
1

memory-size iomem 10

ip subnet-zero

1

!

ip cef

no ip domain lookup

!

!'-—- KonQurypanmsa mexcereBoro skpaHa Cisco IOS u TO, YTO HEOOGXOOMMO IIPOBEPUTE.
! -—— IomaBaemsyi mcxomsammyt Tpaduk Ha BHEMHEM MHTepderice.

ip inspect name in2out rcmd

ip inspect name in2out ftp

ip inspect name in2out tftp

ip inspect name in2out tcp timeout 43200
ip inspect name in2out http

ip inspect name in2out udp

ip audit po max-events 100

1

1

!

!--- Cospanme nonmrukm nporokxosa ISAKMP
!-—- nna coryiacosaHmsa 1-oit ¢ase.

crypto isakmp policy 5

authentication pre-share

group 2

!--- Jlo6aBneHne OMHaAMWYECKOI'O NPENBAPUTEJIBEHOI'O OOMero KJioYa.

crypto isakmp key dmvpnkey address 0.0.0.0 0.0.0.0
crypto isakmp nat keepalive 20

1

1

! -—— CospmaHme nommTuky 2-0¥ (as3E OJIS IMGPOBAHMSI TEKYIMX IHAHHEIX.

crypto ipsec transform-set dmvpnset esp-3des esp-sha-hmac

1

!'--- Coszganme npoguisa IPsec, KOTOpEW OyAeT AOMHaAMUYECKM [PUMEHATEHCS
!--- x TyHHesaM GRE uyepes IPsec.

crypto ipsec profile dmvpnprof
set transform-set dmvpnset

no voice hpi capture buffer

no voice hpi capture destination
!

!

mta receive maximum-recipients 0
1

1

1

! -—— Bxomsammyt mHTEpdErC.

interface Loopbackl

ip address 192.168.117.1 255.255.255.0

ip nat inside

1

!--- Cosnanme mabiona TyHHesns GRE, KOTOPEN OyneT NPUMEHATBCS KO
!--- Bcem gmHamMuyecky CO3JaHHEIM TyHHejsaM GRE.

interface Tunnell

description MULTI-POINT GRE TUNNEL for BRANCHES
bandwidth 1000

ip address 172.16.0.1 255.255.255.0

no ip redirects

ip mtu 1416

ip nhrp authentication dmvpn

ip nhrp map multicast dynamic

ip nhrp network-id 99

ip nhrp holdtime 300



no ip route-cache

ip ospf network broadcast

no ip mroute-cache

delay 1000

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile dmvpnprof
1

! -—— Jcxonmsupat mHTEpdernc.

interface FastEthernet0/0

ip address 14.24.117.1 255.255.0.0
ip nat outside

ip access-group 100 in

ip inspect inZout out

no ip mroute-cache

duplex auto

speed auto

1

interface Serial0/0

no ip address

shutdown

clockrate 2000000

no fair-queue

1

interface FastEthernet0/1

no ip address

no ip mroute-cache

duplex auto

speed auto

1

! -—— BrymoyeHme HOpPOTOKOJa MAapUpyTH3aLny AJS OTHPABKM MM [HOJIYYEeHNST
' -—— mumHamMmyeckmux OOHOBJIEHMI O YACTHEIX CETSX.

router ospf 1

log-adjacency-changes

network 172.16.0.0 0.0.0.255 area O
network 192.168.117.0 0.0.0.255 area O
1

! -—— JckmoueHme Tpapmxa yacTHOM ceTu m3 nporecca NAT.

ip nat inside source route-map nonat interface FastEthernet0/0 overload
ip http server

no ip http secure-server
ip classless

ip route 0.0.0.0 0.0.0.0
ip route 2.0.0.0 255.0.0.
1

14.24.1.1
0 14.24.121.1

1

!

! -——- Paspemenme Bxomsmero tpapmxa ISAKMP, ESP u GRE.

! -—— MexcereBoit skpaH Cisco I0OS npu HEOOXOOMMOCTM OTKPEBAET HOCTYI OJIS APYI'OI'0 BXOASIEI'O IMOTOKA.

access-list 100 permit udp any host 14.24.117.1 eqg 500
access-list 100 premit esp any host 14.24.117.1
access-list 100 permit gre any host 14.24.117.1
access-list 100 deny ip any any

! -—— Jckmouenme Tpadmxa yacTHOM ceTu mu3 mnporecca NAT.

access-list 110 deny ip 192.168.117.
access-1list 110 deny ip 192.168.117.
access-list 110 deny ip 192.168.117.

access-list 110 permit ip 192.168.117.
|

0.0.0.255 192.168.118.0 0.0.0.255
0.0.0.255 192.168.116.0 0.0.0.255
0.0.0.255 192.168.120.0 0.0.0.255
0.0.0.255 any

o O O O

! -—— JckmoueHme Tpapmxa YacTHOM ceTu m3 nporecca NAT.

route-map nonat permit 10
match ip address 110
1

call rsvp-sync

1

!

mgcp profile default
1

dial-peer cor custom
1

1

1
!

line con O
exec-timeout 0 0



line aux O
line vty 0 4
login

1

1

end

W2N-6.16-3620-B#

1-e okoHeuyHOe ycTpoiicTBO —3620-A

W2N-6.16-3620-A#write terminal
Building configuration...

Current configuration : 2678 bytes
1

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

1

hostname W2N-6.16-3620-A

1

boot system flash slot0:c3620-1k9%903s7-mz.122-15.T1.bin
logging queue-limit 100

1

memory-size iomem 15

ip subnet-zero

1

!

ip cef

no ip domain lookup

!

! -—— KoH@urypaums mexcereBoro skpaHa Cisco IOS m TO, YTO HEOOXOOMMO MPOBEPUTE.
!-—- IomaBaeMeni mcxonmsampyi Tpaguk Ha BHEIHEM MHTepderice.

ip inspect name in2out rcmd

ip inspect name in2out tftp

ip inspect name in2out udp

ip inspect name in2out tcp timeout 43200
ip inspect name in2out realaudio
ip inspect name in2out vdolive

ip inspect name in2out netshow

ip audit po max-events 100

1

1

!

! -—- Cospmanme nommrmuxm ISAKMP nas
! -—— cormacoBanmit 1-o3 @asH.

crypto isakmp policy 5

authentication pre-share

group 2

! --- IloGaBieHme OMHAMUYECKOI'O MNPEIBAaPUTEJBHOI'O O0mero KJoda.

crypto isakmp key dmvpnkey address 0.0.0.0 0.0.0.0
|

!-——- Cospmanme nommuTmxy 2-0¥ (Yas3el OJIS WAQPOBAHMSI TEKYIMX IAHHBIX.

crypto ipsec transform-set dmvpnset esp-3des esp-sha-hmac
1

! --- Cospmamme npogunsa IPsec, KOTOPEW OyneT OMHAMUYECKM IPUMEHSITECS
!--- k TyHHesAaM GRE uyepes IPsec.

crypto ipsec profile dmvpnprof
set transform-set dmvpnset



no voice hpi capture buffer

no voice hpi capture destination
!

!

mta receive maximum-recipients 0
1

1

1

! -—— Bxopmsammit mHTEpderc.

interface Loopbackl

ip address 192.168.118.1 255.255.255.0

ip nat inside

1

!--- Cospanme mabioHa TyHHEsI GRE, KOTOPEW OyneT HNPUMEHSITBCS KO
!--- Bcem gmHaMmyeckm COBZaHHEM TyHHejsM GRE.

interface Tunnell

description HOST DYNAMIC TUNNEL
bandwidth 1000

ip address 172.16.0.2 255.255.255.0
no ip redirects

ip mtu 1416

ip nhrp authentication dmvpn

ip nhrp map multicast dynamic

ip nhrp map 172.16.0.1 14.24.117.1
ip nhrp map multicast 14.24.117.1
ip nhrp network-id 99

ip nhrp holdtime 300

ip nhrp nhs 172.16.0.1

no ip route-cache

ip ospf network broadcast

no ip mroute-cache

delay 1000

tunnel source Ethernet0/0

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile dmvpnprof
1

! -—— Jcxonmsmprt mHTEpPOENC.

interface Ethernet0/0

ip address 14.24.118.1 255.255.0.0
ip nat outside

ip access-group 100 in

ip inspect in2out out

no ip mroute-cache

half-duplex

1

interface Ethernet0/1
no ip address
half-duplex

1

interface Ethernet0/2
no ip address
shutdown

half-duplex

1

interface Ethernet0/3

no ip address

shutdown

half-duplex

!

! -—- BrymoyeHMe HOPOTOKOJA MAapUpyTH3aLMy OIS OTHIPABKM MM [NOJIYyYEeHMT
!I'-—— mgmHammyeckmux OOHOBJIEHMI O YACTHEIX CETSX.

router ospf 1

log-adjacency-changes

redistribute connected

network 172.16.0.0 0.0.0.255 area O
network 192.168.118.0 0.0.0.255 area 0
1

! -—— HckmoueHme Tpapmka yacTHOM ceTu m3 nporecca NAT.

ip nat inside source route-map nonat interface Ethernet0/0 overload
ip http server

no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.
ip route 2.0.0.0 255.0.

0 14.24.1.1
0.0 14.24.121.1

|
|



!l -—- Paspemernne Bxonsmero tpapmxa ISAKMP, ESP u GRE.
! -—— MexcereBor skxpaH Cisco IO0S npm HeoOXOOMMOCTM OTKPEBAET LOCTYI OJIS BXONSMEI'O MOTOKA.

access-list 100 permit udp any host 14.24.118.1 eqg 500
access-list 100 premit esp any host 14.24.118.1
access-list 100 permit gre any host 14.24.118.1
access-list 100 deny ip any any

! -—— Jckmouenme Tpapmxa yacTHOM ceTm m3 nporecca NAT.

access-list 110 deny ip 192.168.118.0 0.0.0.255 192.168.117.0 0.0.0.255
access-1list 110 deny ip 192.168.118.0 0.0.0.255 192.168.116.0 0.0.0.255
access-list 110 deny ip 192.168.118.0 0.0.0.255 192.168.120.0 0.0.0.255
access-list 110 permit ip 192.168.118.0 0.0.0.255 any

! -—— JckioueHme Tpagmka yacTHOM ceTu m3 nporecca NAT.

route-map nonat permit 10
match ip address 110
1

call rsvp-sync

1

1

mgcp profile default
1

dial-peer cor custom
1

1

1

!

line con O
exec-timeout 0 0
line aux 0

line vty 0 4
login

!

1

end

W2N-6.16-3620-A#

2-0e okoOHeYHOe ycTpolicTBo — 1720-b

1720-b#write terminal
Building configuration...

Current configuration : 2623 bytes
1

version 12.2

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

1

hostname 1720-b

1

logging queue-limit 100

enable password cisco

1

username 7206-B password 0 cisco
ip subnet-zero

1

!

no ip domain lookup

1

ip cef

! -—— KoH@urypamms mexcerTeBoro skpaHa Cisco IOS m TO, 4YTO HEOOXOOMMO MNPOBEPUTE.
! -—- IomaBaemsri mcxomsaupy Tpaduk Ha BHEMHEM MHTepderice.

ip inspect name in2out rcmd

ip inspect name in2out tftp

ip inspect name in2out udp

ip inspect name in2out tcp timeout 43200
ip inspect name in2out realaudio

ip inspect name in2out vdolive

ip inspect name in2out netshow

ip audit po max-events 100

vpdn-group 1



request-dialin
protocol pppoe
1
1

1
!

!l -—- Cospmanme nommrmuxm ISAKMP nias
! -—— cormacoBanmit 1-o1 @asH.

crypto isakmp policy 5

authentication pre-share

group 2

!l -—- JloGaBreHme AOMHAMMYECKOI'O MNPEeABapUTEJILHOI'O OOmWero KJoyYa.

crypto isakmp key dmvpnkey address 0.0.0.0 0.0.0.0

1

1

! -—- Cospmanme nommTmxu 2-0¥ (pas3el OJIs WAPPOBAHMSI TEKYIMX HAHHBIX.

crypto ipsec transform-set dmvpnset esp-3des esp-sha-hmac

!

!--- Coznanme npopunsa IPsec, KOTOpeH OyneT OMHAMUYECKM NPUMEHATHCS
!'--- x TyHHesam GRE uyepes IPsec.

crypto ipsec profile dmvpnprof
set transform-set dmvpnset

1

1

!'-—— Bxopmsaumpmyt mHTEepderc.

interface Loopbackl

ip address 192.168.116.1 255.255.255.0

ip nat inside

!

!--- Cosganme mabiioHa TyHHejia GRE, KOTOpEM OyleT HPUMEHATBCH KO
!--- BcemMm gmHaMmyecky COBOaHHEM TyHHejsaM GRE.

interface Tunnell

description HOST DYNAMIC TUNNEL
bandwidth 1000

ip address 172.16.0.3 255.255.255.0
no ip redirects

ip mtu 1416

ip nhrp authentication dmvpn

ip nhrp map multicast dynamic

ip nhrp map 172.16.0.1 14.24.117.1
ip nhrp map multicast 14.24.117.1
ip nhrp network-id 99

ip nhrp holdtime 300

ip nhrp nhs 172.16.0.1

no ip route-cache

ip ospf network broadcast

no ip mroute-cache

delay 1000

tunnel source Dialerl

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile dmvpnprof
1

interface EthernetO

no ip address

half-duplex

1

interface FastEthernetO

no ip address

no ip mroute-cache

speed auto

pppoe enable

pppoe-client dial-pool-number 1

1

! -—— Hcxonmsmprr mHTEpPGENC .

interface Dialerl

ip address 2.2.2.10 255.255.255.0

ip inspect in2out out

ip access-group 100 in encapsulation ppp
dialer pool 1

dialer-group 1

ppp authentication pap chap callin



1
! -—— BryoyeHme HOPOTOKOJa MAapUpyTH3aLAy A OTHPABKM MINA [HOJIYyYEeHNST
! -—— mmHaMmyeckmux OOHOBJIEHMI O YACTHEIX CETSX.

router ospf 1

log-adjacency-changes

redistribute connected

network 172.16.0.0 0.0.0.255 area 0
network 192.168.116.0 0.0.0.255 area 0
1

! -—— Jckmouenme rpadmxa yacTHOM ceTu mu3 mnporecca NAT.

ip nat inside source route-map nonat interface Dialerl overload
ip classless

ip route 0.0.0.0 0.0.0.0 14.24.1.1

ip route 0.0.0.0 0.0.0.0 Dialerl

no ip http server

no ip http secure-server

! -——- Paspemenme Bxomsmero tpapmxa ISAKMP, ESP u GRE.
! -—— MexcereBoy skpaH Cisco I0S npu HEeOOXOOMMOCTM OTKPEBAET HOCTYI IJIS BXOOSMWEI'O MOTOKA.

access-1list 100 permit udp any host 14.24.116.1 eqgq 500
access-list 100 premit esp any host 14.24.116.1
access-list 100 permit gre any host 14.24.116.1
access-1list 100 deny ip any any

! -—— Jckmouenme Tpadmxa yacTHOM ceTm m3 nporecca NAT.

access-list 110 deny ip 192.168.116.0 0.0.0.255 192.168.117.0 0.0.0.255
access-1list 110 deny ip 192.168.116.0 0.0.0.255 192.168.118.0 0.0.0.255
access-1list 110 deny ip 192.168.116.0 0.0.0.255 192.168.120.0 0.0.0.255
access-list 110 permit ip 192.168.116.0 0.0.0.255 any

dialer-1list 1 protocol ip permit
1

! -—— JckmoueHnne Tpadmka yacTHOM ceTu mu3 nporecca NAT.

route-map nonat permit 10
match ip address 110
1

!

line con O
exec-timeout 0 0

line aux O

line vty 0 4

login

1

no scheduler allocate
end

1720-b#

3-e okoHe4Hoe ycTpoiicTBo —1720-A

W2N-6.16-1720-A#write terminal
Building configuration...

Current configuration : 2303 bytes

1

version 12.2

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

hostname W2N-6.16-1720-A

1

logging queue-limit 100
|

memory-size iomem 25
ip subnet-zero

1

|

no ip domain lookup
1

ip cef



! -—— KoH@urypaums mexcerTeBoro skpaHa Cisco IOS m TO, YTO HEOOXOOMMO MHPOBEPUTE.
! -—- IomaBaemsri mcxomsaupy Tpaduk Ha BHEWHEM uHTepderice.

ip inspect name in2out rcmd

ip inspect name in2out tftp

ip inspect name in2out udp

ip inspect name in2out tcp timeout 43200
ip inspect name in2out realaudio
ip inspect name in2out vdolive

ip inspect name in2out netshow

ip audit notify log

ip audit po max-events 100

1

1

1

!

! -—- Cozpmanme nommrmuxm ISAKMP nis
! -—— cornacosanmit 1-o0 ¢askl.

crypto isakmp policy 5

authentication pre-share

group 2

! --- IoGaBieHme OMHAMMYECKOI'O MNPEOBAaPUTEJBHOI'O OOmWero KJoda.

crypto isakmp key dmvpnkey address 0.0.0.0 0.0.0.0
1
1

! -—- Cospganme nommTmxu 2-03 (Yas3el OJIS WMAPPOBAHMSI TEKYIMX HAHHBIX.

crypto ipsec transform-set dmvpnset esp-3des esp-sha-hmac

1

! -—- Cospmamme npogunsa IPsec, KOTOPEN OyneT OMHAMUYECKM IPUMEHSITECS
! -—- x TynHesnsiM GRE yepes IPsec.

crypto ipsec profile dmvpnprof
set transform-set dmvpnset

1

1

!'-—— Bxopmaupt mHTepderc.

interface Loopbackl

ip address 192.168.120.1 255.255.255.0

ip nat inside

!

!--- Coszpnanme mabiioHa TyHHesns GRE, KOTOpPEM OyneT NPUMEHATHCS KO
!--- BcemM mOmHamMmMyecky COB3IaHHEM TyHHeJsaM GRE.

interface Tunnell

description HOST DYNAMIC TUNNEL
bandwidth 1000

ip address 172.16.0.4 255.255.255.0
no ip redirects

ip mtu 1416

ip nhrp authentication dmvpn

ip nhrp map multicast dynamic

ip nhrp map 172.16.0.1 14.24.117.1
ip nhrp map multicast 14.24.117.1
ip nhrp network-id 99

ip nhrp holdtime 300

ip nhrp nhs 172.16.0.1

ip ospf network broadcast

no ip mroute-cache

delay 1000

tunnel source FastEthernetO

tunnel mode gre multipoint

tunnel key 100000

tunnel protection ipsec profile dmvpnprof
1

interface EthernetO

no ip address

no ip mroute-cache

half-duplex

1

! -—— Jcxonmsupatr mHTEpdErC.

interface FastEthernetO

ip address 14.24.120.1 255.255.0.0
ip nat outside

ip inspect in2out out

ip access-group 100 in

no ip mroute-cache



speed auto

!

! ——— BrumoyeHme HOpOTOKOJIa MAapUPYyTHU3ALMAM OJIS OTHPABKM MM [HOJIYYEHUS
! -—— nuHamMmyeckmux OOGHOBJIEHMI O YACTHEIX CETSX.

router ospf 1

log-adjacency-changes

redistribute connected

network 172.16.0.0 0.0.0.255 area 0
network 192.168.120.0 0.0.0.255 area O
1

! -—- Hckimouenne rpagmka yacTHOM ceTm mu3 mporecca NAT.

ip nat inside source route-map nonat interface FastEthernet0O overload
ip classless

ip route 0.0.0.0 0.0.
ip route 2.0.0.0 255.
no ip http server

no ip http secure-server
1

0.0 14.24.1.1
0.0.0 14.24.121.1

1
!

! -——- Paspemenme Bxogpsmero tpapmxa ISAKMP, ESP u GRE.

! -—— MexcereBoy skpaH Cisco I0S npu HEOOXOOMMOCTM OTKPEBAET LOCTYI IJIS BXONSUWEI'O MOTOKA.

access-1list 100 permit udp any host 14.24.116.1 eqg 500
access-list 100 premit esp any host 14.24.116.1
access-list 100 permit gre any host 14.24.116.1
access-1list 100 deny ip any any

access-list 110 permit ip 192.168.120.0 0.0.0.255 any
! -—— JckmoueHnne Tpadmxa yacTHOM ceTu mu3 nporecca NAT.

access-list 110 deny ip 192.168.120.0 0.0.0.255 192.168.116.0 0.0.0.255
access-list 110 deny ip 192.168.120.0 0.0.0.255 192.168.117.0 0.0.0.255
access-1list 110 deny ip 192.168.120.0 0.0.0.255 192.168.118.0 0.0.0.255
access-list 110 permit ip 192.168.120.0 0.0.0.255 any

! -—— JckmoueHme Tpapmxa yacTHOM ceTu m3 nporecca NAT.

route-map nonat permit 10
match ip address 110

1

1

line con O
exec—timeout 0 O
line aux 0

line vty 0 4
login

1

end

W2N-6.16-1720-A#

IIpoBepka
B aToM pazfnerne npuBOAATCS COCOOBI MPOBEPKH PAOOTHI KOH(MUTYpAIIHH.

HpI/IHO)KeHI/Ie I/IHTepHpeTaTOp BBIXOJHBIX JaHHBIX (TOJILKO JUIsL 3apETUCTPUPOBAHHBIX nonL3OBaTeneI71) TIOAAEPKUBACT HEKOTOPHIC KOMAH/IbI show.
Hcnonp3yiite 3TOT HHTEPIPETATOP IS IPOCMOTPA PE3YJIbTATOB aHAIN3A BBIXOAHBIX JAHHBIX KOMaHIB! show.

¢ show crypto isakmp sa — BEIBOIUT cOCTOsSIHUE KOHTEKCTa Oe3onacHOCTH (security association, SA) mo nporokony ISAKMP (Internet
Security Association and Key Management Protocol, mpoTOKoJl KOHTEKCTOB O€30MaCHOCTH M YIPaBICHUS KitodaMu B IHTepHETE).

¢ show crypto engine connections active — BEIBOAUT KOJIMYECTBO MH(POBOK WK ASMIH(POBOK HA KOHTEKCT O€30MaCHOCTH.

¢ show crypto ipsec sa — BEIBOJUT CTATHCTHUKY ITO aKTHBHBIM TYHHEJISIM.

¢ show ip route — BEIBOIHT TaOIHIly MapIIPyTH3AIHH.

¢ show ip ospf neighbor — BeiBoauT nHGOpMaruio npotokona OSPF o cocennux y3nax s Kaxaoro uarepgeiica.

¢ show ip nhrp — BeBoanT K31 IP-ipoTokona NHRP (Next Hop Resolution Protocol, mpoToxoi pa3pemenns ciemayomero nepexoaa), Ipu
HEOOXOIMMOCTH OTPaHNYMBAEMBIH TMHAMIYECKAMH MIIH CTATHIECKIMH 3aIICIMHE K31IIIa AT OIIpeIeNIeHHOT0 HHTepdeiica.



YCTpaHeHI/Ie HEMmoJaJA0K

B sTOM pazzene onuchIBaeTCs MpoLece YCTPaHEHHsI HEMOIaA0K KOH(UTypalyy.

Komanabl ycTpaHeHUsl HENOJIAA0K

Ipumeuanmne. JlononHUTENBHBIC CBEACHUS 0 KOMaHaax debug cMm. B tokymeHTe BakHbie cBesieHus o komaHaax debug.

¢ debug crypto ipsec — oroOpaxaet coObiTUs poTokona [PSec.
¢ debug crypto isakmp — oroOpakaeT coobiieHus o cooriTusx nporokoia IKE.

¢ debug crypto engine — oro6paxkaeT HHGOPMAITHIO OT KPHITOTPAYUIECKOTO MOTYIISL.

JlonomHUTETBHBIE CBEACHMS 00 YCTpaHSHNH HencnpaBHocTel mporokona IPSec cm. B tokymenTe OCHOBHBIE CBEICHHS 00 YCTpaHEHUH
HeroIagok npotokona IP Security n mcmons3oBaHny KoMaHA OTIagku debug.

JlonosTHUTEIbHBIE CBEICHUS

e YcrpaHeHHe Heno/1a10Kk KoOH(pUrypauuii Mme:xxceresoro 3xkpana Cisco I0S
0630p DMVPN 1 Cisco 10S

¢ IIporokounl corsiacopanus IPsec/IKE

¢ Cisco Systems — Texnuueckasi noaaep:KKa U JOKyMeHTALMSA
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