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CISCO

Hacrpoiika JMHAMHU4YeCKUX MHOTOTOYEYHbIX BUPTYAJbHbIX YACTHBIX
cereil (DMVPN) ¢ npumenenuem GRE nosepx IPSec mexay
HECKOJbKHMMH MapIIPYTHU3aTOPAMHU

Conep:xxanue

Beenenue
IlpenBapuTeabHbIE YCIOBHS
TpeboBanus
Hcnonb3yemble KOMITOHEHTHI
TeopeTrnueckue cBeneHUs
VYcnoBHbIe 0003HAYEHUS
Hacrpoiika
Cxema cetu
Kondurypauuu
IIpoBepka
YcerpaHeHue HenmoJagoK
Komanzp! ycTpaHeHus HENonaaoK
[Ipumep OTIag0UHBIX BHIXOHBIX JAHHBIX
JomoaHuTe bHAs1 HHPOPMALHS

BBenenue

Oynknust nuHamMuaHONH MHOrotouedHoit VPN (DMVPN) no3BosisieT moip30BaTeisiM Jydliie MacitabupoBarts 0obine u Maibie cetd VPN ¢
[PSec myTeM oObequHEeHUS TyHHENEH o0mmel nHKancy s MapmpytusupoBanus (GRE), mudposanus [PSec, n nporokona pa3perieHus
crreyromtero ckauka (NHRP), aTo0BI mpe1ocTaBUTE IOIB30BATEIISAM JIETKYIO HACTPOHKY depe3 KpunrTorpaduaeckrue mpoduim, KOTopeie
3aMEHSIOT TPEOOBAHMS IS ONIPEETICHIS CTATHIECKUX KPHIITOTpadIecKnX KapT U JUHAMIYECKOe OOHAPyKEHHE KOHSUHBIX TOYCK TYHHEIS.

[IpenBapurenabHble yCJI0BUS

TpedoBanust

Jlnst TaHHOTO TOKYMEHTa HET 0COOBIX TPEOOBAHHIA.

Hcnosb3yeMbie KOMIIOHEHTbBI

CBeJieHus, COIEPKAIIMECs B JAHHOM JOKYMEHTE, KAacaloTCsl CIEAYIOIINX BEPCHiT TPOrpaMMHOTO | alllapaTHOro 00eCIeUeHHUSI.
¢ Mapmpyrtuszatopsr Cisco 2691 u 3725

¢ Cisco IOS® Software Release 12.3(3)

Mpumeuyanune. MHOXecTBeHHas ckBo3Has nepenada [PSec (IPSec pass-through) monaepsxuBaercst Topko mporpaMMHbIM obecriedennem Cisco
10S Bepcenii 12,2(2)XK, 12,2(13)T unu Gosnee MO3THUMH BEPCHSIMH.

Huoxe MMPUBCACHBI PE3YyJIbTAThl BBIIIOJITHECHHU A KOMAaHIbI show version B MapupyTusaTope.



sv9-4#show version
Cisco Internetwork Operating System Software
I0S (tm) 2600 Software (C2691-IK9S-M), Version 12.3(3),
RELEASE SOFTWARE (fc2)
Copyright (c) 1986-2003 by cisco Systems, Inc.
Compiled Tue 19-Aug-03 05:52 by dchih
Image text-base: 0x60008954, data-base: 0x61D08000

ROM: System Bootstrap, Version 12.2(8r)T2,
RELEASE SOFTWARE (fcl)

sv9-4 uptime is 1 hour, 39 minutes
System returned to ROM by reload
System image file is "flash:c2691-ik9s-mz.123-3.bin"

This product contains cryptographic features and is subject

to United States and local country laws governing import,
export, transfer and use. Delivery of Cisco cryptographic
products does not imply third-party authority to import,
export, distribute or use encryption. Importers, exporters,
distributors and users are responsible for compliance with
U.S. and local country laws. By using this product you agree
to comply with applicable laws and regulations. If you are
unable to comply with U.S. and local laws, return this product
immediately.

A summary of U.S. laws governing Cisco cryptographic products
may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stgrg.html

If you require further assistance please contact us by sending
email to export@cisco.com.

cisco 2691 (R7000) processor (revision 0.1)
with 98304K/32768K bytes of memory.
Processor board ID JMX0710L5CE
R7000 CPU at 160Mhz, Implementation 39,
Rev 3.3, 256KB L2 Cache
Bridging software.
X.25 software, Version 3.0.0.
SuperLAT software (copyright 1990 by Meridian Technology Corp) .
2 FastEthernet/IEEE 802.3 interface (s)
2 Serial (sync/async) network interface(s)
1 ATM network interface (s)
1 Virtual Private Network (VPN) Module (s)
DRAM configuration is 64 bits wide with parity disabled.
55K bytes of non-volatile configuration memory.
125184K bytes of ATA System CompactFlash (Read/Write)

Configuration register is 0x2102

CaeneHus, cofepKamyecs B JaHHOM JOKyMEHTe, ObIIN ITOy9IeHH! ¢ YCTPOMCTB B CIIeNMaIbHON TabopaTopHOH cpere. Bee ycrpoiicTsa,
WCIIOJIb3yeMbIE B 3TOM JOKYMEHTE, ObIIIH 3allyILIeHBI C YUCTON (3aJaHHOM O YMOTYaHHI0) KoHpurypamnueit. B paboueii cetn HeoOX01uMO
U3Y4YUTh MOTEHIMAIbHOE BO3JICHCTBHE BCEX KOMAH/ 0 UX HCIOJIBb30BaHMUS.

Teopernueckue cBeleHUs
®yHk1us paboTaeT B COOTBETCTBUU C CICAYIOIIMMHU MPAaBUIAMH.
¢ Kaxxmoe 0OKOHEYHOE yCTPOWCTBO 00JIalacT MMOCTOSTHHBIM TyHHesIeM [PSec HanpaBIeHHBIM K KOHIIGHTPATOPY, a HE K IPYTUM OKOHCYHBIM

yCTpOHCTBaM BHYTpH ceTH. Kaknoe 0koOHEe4YHOEe YCTPOWCTBO 3apEerUCTPUPOBAHO B KauecTBe KiueHTa cepBepa NHRP.

¢ Korga okoHeuHOE YCTPONWCTBO OTCHUIAET MAKeT B CETh Ha3HAUEHHs (YACTHYI0) Ha APYTOM OKOHEYHOM YCTPOMCTBE, UM ITOCHUIAETCS 3a1poC
Ha cepBep NHRP o peanbHOM (BHEIIHEM) ajipece OKOHEYHOT'O YCTPOHCTBA-TIOTyqaTes.

e [locne TOro, KaKk BEI3BIBAIOIIEE OKOHEYHOE YCTPOHCTBO ONpEIeNseT aApec OMHOPAHTOBOTO y3/Ia YCTPOUCTBA MOIyYaTeNss, OHO MOXKET
OpraHu30BaTh TUHAMUYECKUH TyHHeNb [PSec Kk ycTpoiicTBy momydarens.

¢ TyHHENN MeXTy OKOHEUHBIMH YCTPOICTBAMH ITOCTPOCHEI Ha OCHOBE MHOTOTO4euHOTo nHTepdeiica GRE (mGRE).

e CBsa3u MCXKAY OKOHCYHBIMU ychOfICTBaMPI YCTaHaBJIMBAKOTCA 10 3aIIPOCY BCSIKHMI pas, koraa €CTb Tpa(l)I/IK MCKIAY OKOHCUHBIMU
yCTpOﬁCTBaMH Takum 06pa30M, MaKCThl MOTYT O6XOI[I/ITB KOHIICHTPATOP U UCIIOJIB30BaTh TYHHEJIb OT OAHOI'O OKOHEYHOI'O ychOﬁCTBa K



JIpyromy.

Crenyromye onpeaeneHns OTHOCITCS K HaOOpy MpaBuilL.

¢ NHRP — sBiiseTcsa NpoTOKOJIOM KIMEHTa U CEPBEPA, /1€ KOHLIEHTPATOP SBJISAETCA CEPBEPOM, & OKOHEYHOE YCTPOMCTBO KJIMEHTOM.
Konnentparop conepxut NHRP-0a3y naHHBIX aapecoB MyOIMYHBIX HHTEPEHCOB KaxI0r0o HanpasieHus. Kaxnoe okoHeqHOe
YCTPOWCTBO PETHCTPHPYET HACTOSIIINI afpec IPH Iepe3arpysKe, ¥ OTChUIaeT 3arpockl B 6a3y nanHsix NHRP o HacTosmux agpecax
OKOHEYHBIX YCTPOMCTB, 9YTOOBI CO3JaTh MPSMBIC TYHHEIH.

¢ TyuuenbHbIi nHTEpdetic MGRE no3ponseT onnoMy GRE nuTepdeiicy moaepuBaTh HECKOIbKO TyHHeNeH [PSec, a Takke yrnporaer
pa3Mep U CIIOKHOCTh KOH(PUTYpaLUH.

Ipumeuanue. [Ipu TOCTHIKEHHUH ONPEIEICHHOTO IPEIBAPUTEIILHO HACTPOSHHOTO ITeproAa Oe3/1eiCTBHS B TYHHEISAX MEKITY OKOHEYHBIMH
YCTPOHCTBaMH, MapIIPYTH3ATOP ICAKTUBUPYET 3TH TYHHEIH 151 cOepexeHrs pecypcoB (comoctaBieHue 6e3omacHocTr IPSec [SA]).

Mpumeuanne. [Tpodmne Tpaduka nomken cienoBats npasmry 80-20%: 80% Tpaduka cocTouT u3 Tpadhruka OKOHETHOTO YCTPOHCTBA K
KOHIIEHTPATopy, a 20% - 3T0 TpahuK MEKTy OKOHEIHBIMH yCTPOHCTBAMH.

Ycii0BHBIE 0003HAYECHHUS

Bosee nompoOHbIe CBEACHNUS O IPUMEHSEMBIX B JOKYMEHTE 0003HAUYCHHUSIX CM. B IOKyMEHTE Y CJIOBHbIE 0003HAUCHUSI, HCTIOIB3yEMBIC B
TexHU4IecKol qokymenTanuu Cisco.

Hacrpoiika
B sTOM paznene npuBoanTCs HHGOPMANHS M0 HACTPOIKe (DYHKINH, ONMICAHHBIX B JAHHOM JOKyMEHTE.

Ipumeuanue. [onomTHATENBHYO HHOOPMAIIHMIO O KOMAH/aX, UCTIONB3YEMBIX B JAHHOM JOKyMEHTE, MOKHO ITOIy4IHTh B pa3znene Cpencrsa
IMOMCKa KOMaH/q (TOJ‘ILKO JJIS 3apErUCTPUPOBAHHBIX KJIPIeHTOB).

CereBoii rpaguk

B nanHOM TOKYMEHTE HCIOBb3YEeTCs CeTh, H300paykeHHAsl Ha CIICAYIOIIEH cxeMe.

209.168.202.128/24 2.2.2.0/24
B -5
sv9-3
1.1.1.0/24 225
oy~
sv9-2 3.3.3.0/24
3

Kondpurypauuu

B 1aHHOM TOKYMEHTE MCIIOJIBb3YIOTCS CIEAYIONIAE KOHPUTYpaIIHH.



¢ KoHdurypamus KoHIIEHTpaTopa - MapuipyTu3aropa (sv9-2)

¢ KoHdurypanus okoHeuHOT0 ycTpoiicTra #1 (sv9-3)

¢ Kondurypanust okoHeuHOTro ycTpoicTBa #2 (sv9-4)

Kondurypanusi KoHIleHTpaTOpa - MapLpyTusaropa (sv9-2)

sv9-2#show run
Building configuration...

Current
1

configuration 1827 bytes

12.3
config

version
service
service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

!

hostname sv9-2

!

boot-start-marker

boot-end-marker

!

enable password cisco

!

aaa new-model

subnet-zero

no
ip
1
!
no
!
ip
1

ip domain lookup
ssh break-string

!-—- CospaTe NOMMTUKY NPOTOKOJA YHNPAaBJIEHUSI

| p—

1

crypto isakmp policy 10

hash md5

authentication pre-share

!l -—- JJo6aBuTe OMHAMMYECKME NPEIBAaPUTEJIEHEE
!'-—— mapmpyTmuzaTopoB VPN.

crypto isakmp key ciscol23 address 0.0.0.0
|

(ISAKMP) pist nepBOyM (asel COIviaCOBaHMS.

KJoYaMm acconmuanmy 6e301acHOCTH MHTepHeT

obupe KJIoYM OJIsS BCEeX yIaJIeHHEIX

0.0.0.0

!--- Coszmare moimMTHKy BTOPONM (aszbl OIS HENOCPENCTBEHHO WMYPOBaHMS JAHHEIX.

crypto ipsec transform-set strong esp-3des esp-md5-hmac

!--- Cosmare npopmne IPSec, xoTOpeni OyneT OMHAMUYHO IIPUMEHSITHCS K

!'-—— rynnesnsm GRE nosepx IPSec.

crypto ipsec profile cisco

set security-association lifetime seconds 120

set transform-set strong
1
1
1
1

1
!

no voice hpi capture buffer

no voice hpi capture destination
l

1

1

1

1

1

1

!l -—- Coszpgare mabmnox TyHHessS GRE,

KOTOPEY! BynmeTrT HNPpUMMEHEH KO

!l -—- BcemM gmHaAMMYECKM CO3IaHHBEIM TyHHejsM GRE.



interface TunnelO

ip address 192.168.1.1 255.255.255.0
no ip redirects

ip mtu 1440

ip nhrp authentication ciscol23

ip nhrp map multicast dynamic

ip nhrp network-id 1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile cisco
1

I -—- 570 mcxomsmmit mHTEpPENC.

interface FastEthernet0/0

ip address 209.168.202.225 255.255.255.224
duplex auto

speed auto

1

! --- 5710 BxoOmsumyi mMHTEpPOErC.

interface FastEthernet0/1

ip address 1.1.1.1 255.255.255.0
duplex auto

speed auto

1

interface BRI1/0

no ip address

shutdown

1

interface BRI1/1

no ip address

shutdown

1

interface BRI1/2

no ip address

shutdown

1

interface BRI1/3

no ip address

shutdown

!

! ——— BRIOYMTE OPOTOKOJI MAapUWPyTHU3aLMM Ha HOPUEeM M OTIPAaBKY
! -—- mmHamMmyeckux OOCHOBJIEHMI O UACTHEX CETSIX.

router eigrp 90

network 1.1.1.0 0.0.0.255

network 192.168.1.0

no auto-summary

1

ip http server

no ip http secure-server

ip classless

ip route 0.0.0.0 0.0.0.0 10.66.79.193

line con O

exec-timeout 0 0
transport preferred all
transport output all
escape-character 27
line aux 0

transport preferred all
transport output all
line vty 0 4

password cisco

login

transport preferred all
transport input all
transport output all

1

1

end



Konpurypanus okoHeuynoro ycrpoiicrsa #1 (sv9-3)

sv9-3#show run
Building configuration...

Current configuration : 1993 bytes
1

version 12.3

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

1

hostname sv9-3

1

boot-start-marker

boot system flash:c3725-ik9s-mz.123-3.bin
boot-end-marker

1

!

no aaa new-model

ip subnet-zero

no ip domain lookup

ip ssh break-string

! -—- Cospmare nommruxky ISAKMP njs nepBoOy (pasbl COIviaCOBaHMM.

crypto isakmp policy 10

hash md5

authentication pre-share

- ﬂOﬁan/fTb AOVMHaM4YeCKyre IpenBapuTesibHEBIe OﬁLUMe KJIOYM OJId BCeX yIOaJIeHHEBEIX
!'--- mapmpyTusaTopos VPN ¥ KOHLEHTPUPYOUMX MapIPYTH3aTOPOB.

crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0
|

1

!--- CospmaTe nmommTuKy BTOPOM (asbl O HENOCPEeICTBEHHO MHUOPOBAHMS IAHHEBIX .

crypto ipsec transform-set strong esp-3des esp-md5-hmac

1

!-——- Cosmare npopmne IPSec, KOTOpEn OyneT IMHAMUYHO NPUMEHSITLCSI K
!'--- rynHenam GRE nosepx IPSec.

crypto ipsec profile cisco

set security-association lifetime seconds 120
set transform-set strong

1

1

1

1

1

!

no voice hpi capture buffer

no voice hpi capture destination

!

!

fax interface-type fax-mail

!

1

1

1

1

!-—- Cozpmare mabnoH TyHHEeJsT GRE, KOTOPEW OyneT HNPUMEHEH KO
!l -—- Bcem OgmHAMMYECKM COB3HAHHEIM TYyHHejsaM GRE.

interface Tunnel0

ip address 192.168.1.2 255.255.255.0
no ip redirects

ip mtu 1440

ip nhrp authentication ciscol23



ip nhrp map multicast dynamic

ip nhrp map 192.168.1.1 209.168.202.225
ip nhrp map multicast 209.168.202.225
ip nhrp network-id 1

ip nhrp nhs 192.168.1.1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile cisco

1

!l -—- 5710 mcxomsmpi mHTEpPENC.

interface FastEthernet0/0

ip address 209.168.202.131 255.255.255.224
duplex auto

speed auto

1

! -—— S57mo0 Bxomaumi MHTEpderc.

interface FastEthernet0/1

ip address 2.2.2.2 255.255.255.0
duplex auto

speed auto

1

interface BRI1/0

no ip address

shutdown

1

interface BRI1/1

no ip address

shutdown

1

interface BRI1/2

no ip address

shutdown

1

interface BRI1/3

no ip address

shutdown

!

! -—— BKJIOUMTE HOPOTOKOJ MAPUPYTWU3ALMNA HA HOPUEM M OTIPABKY
! ——— mgmHamMmyeckux OOHOBJIEHMI O YACTHEIX CETSIX.

router eigrp 90
network 2.2.2.0 0.0.0.255
network 192.168.1.0

no auto-summary

1

ip http server

no ip http secure-server
ip classless
ip route 0.0.

0.0 0.0.0.0 209.168.202.225
ip route 3.3.3.0 25

.255.255.0 TunnelO

0
5

dial-peer cor custom
1
1

1
!

line con O

exec-timeout 0 O
transport preferred all
transport output all
escape-character 27
line aux O

transport preferred all
transport output all
line vty 0 4

login

transport preferred all
transport input all
transport output all

1

1

end



Kondurypanust okoHedHoro ycrpoiicrsa #2 (sv9-4)

sv9-4#show run
Building configuration...

Current configuration : 1994 bytes

1

version 12.3

service timestamps debug datetime msec
service timestamps log datetime msec
no service password-encryption

1

hostname sv9-4

1

boot-start-marker
boot system flash:c2691-ik9s-mz.123-3.bin
boot-end-marker

1

|

no aaa new-model

ip subnet-zero

1

!

no ip domain lookup
1

ip ssh break-string
1

1

1

! -—- Cospmare nommruxy ISAKMP njs nepBoOy (passl COIviaCOBaHMM.

crypto isakmp policy 10

hash md5

authentication pre-share

== ﬂOﬁaBMTb AVMHaMmu4YeCcKyre IpenBapuTesibHEBIe oémne KJIOYM OJId BCeX yHOaJIeHHEBEIX
! -—— mapmpyTmnzaTopoB VPN M KOHIEHTPUPYRIMX MapIpPyTU3aTOPOB.

crypto isakmp key ciscol23 address 0.0.0.0 0.0.0.0
1
!

!-—- CospmaTe mommTuky BTOPOM (ashsl Ojasd HENOCPEeICTBEHHO MHUOPOBaHMS IAHHEBIX.

crypto ipsec transform-set strong esp-3des esp-md5-hmac

1

!--- Cosmare npopmne IPSec, KOTOpEn: OyneT IOMHAMUYHO IPUMEHSITHLCS K
!'--- rynHenam GRE nosepx IPSec.

crypto ipsec profile cisco

set security-association lifetime seconds 120
set transform-set strong

1

1

1

1

1

!

no voice hpi capture buffer

no voice hpi capture destination

!

|

1

|

|

1

|

! -—- Cospmare mabnoH TyHHessT GRE, KOTOPEW OymeT HNPUMMEHEH KO
!--- BcemMm ngmHamMmyecky CO3OAHHEIM TyHHeJsIM GRE.

interface TunnelO

ip address 192.168.1.3 255.255.255.0
no ip redirects

ip mtu 1440

ip nhrp authentication ciscol23



ip nhrp map multicast dynamic

ip nhrp map 192.168.1.1 209.168.202.225
ip nhrp map multicast 209.168.202.225
ip nhrp network-id 1

ip nhrp nhs 192.168.1.1

tunnel source FastEthernet0/0

tunnel mode gre multipoint

tunnel key 0

tunnel protection ipsec profile cisco

1

!l -—- 5710 mcxomsmpi mHTEpPENC.

interface FastEthernet0/0
ip address 209.168.202.130 255.255.255.224
duplex auto

speed auto

1

interface Serial0/0

no ip address

shutdown

clockrate 2000000

no fair-queue

1

! -—— 5710 BxoOmsaumy MHTEpderc.

interface FastEthernet0/1

ip address 3.3.3.3 255.255.255.0

duplex auto

speed auto

1

interface Serial0O/1

no ip address

shutdown

clockrate 2000000

1

interface ATM1/0

no ip address

shutdown

no atm ilmi-keepalive

1

! -—- BKJIOYMTE NPOTOKOJI MapUPyTH3aLMyM Ha HOPUEeM M OTIPABKY
! -—— gmHammyeckux OOCHOBJIEHMI! O YACTHEIX CETSIX.

router eigrp 90
network 3.3.3.0 0.0.0.255
network 192.168.1.0

no auto-summary

1

ip http server

no ip http secure-server
ip classless
ip route 2.2.2

.0 255.255.255.0 TunnelO
ip route 0.0.0.0 0O

5
.0.0.0 209.168.202.225

dial-peer cor custom
1
1

1
!

line con O

exec-timeout 0 0
transport preferred all
transport output all
escape-character 27
line aux O

transport preferred all
transport output all
line vty 0 4

password cisco

login

transport preferred all
transport input all
transport output all

1

1

end



IIposepka
B sTom paznene npusenena uHGopMaIys, KOTOPYIO MOXKHO UCIIONIB30BaTh AJIs MPOBEPKU MPAaBUIBHOCTH PaOOTHI KOH(GUTYpaLuy.

Hekoropsle komanas! show nonnepsxuBatorcst IHTepIpeTaTOpoM BEIXOJHBIX AAHHBIX (TObKO U1 3aperHCTPHPOBAHHBIX KIHEHTOB); 3TO MO3BOJISET
BBIITOJIHATH aHaJIM3 BbIXOAHBIX JaAHHBIX KOMaH/IbI show.

¢ show crypto engine connection active — oroOpakaeT o0Iee KOIUIECTBO 3aMM(POBAHHBIX U PACIIH(POBAHHBIX ITAKETOB I SA.

¢ show crypto ipsec sa — 0TOOpa)kaeT CTATUCTUKY MO AKTUBHBIM TYHHEIISIM.

¢ show crypto isakmp sa — otroOpaxaer cocrossaue ISAKMP SA.

Ilouck n YCTPaAHCHHE HECIMOJAT0K
B 3TOM pasnese onuchIBacTCs MPOLECC yCTPAHEH s HEMOIaA0K KOHPUTYpALHH.

Komanabl ycTpaHeHust HemoJIaiok
IIpumeuanue. [Ipexxne uem npuMeHITs KoMaHas debug, 03HaAKOMBTECH ¢ pa3feroM BaxkHble cBeneHns 0 KomaHaax Debug.

¢ debug crypto ipsec — oroOpaxaet codbitus I[PSec.
¢ debug crypto isakmp — BeijaeT coobmenus o coobITusax oomena kroyamu B MaTepHere (IKE, Internet Key Exchange).

¢ debug crypto engine — oToOpaxkaeT HHGOPMAIHIO OT KPHUITOrPahUIECKOTO MOJTYJISL.

JlomonHuTeNbHEIE CBeeHus 00 ycTpaHeHun HercnpaBHocTell [PSec cM. B OCHOBHBIX CBEJICHUAX 00 YCTpaHEHHH HeucnpaBHocTed B [P-
6e30I1acHOCTH U 00 UCIOJIb30BaHUN KOMaHJ OTJIAAKH.

I[Ipumep 0TIaT0YHBIX BHIXOTHBIX JAHHBIX

¢ Ornagounsie nanasie NHRP

o Ormanounsie manusie ISAKMP u cormacosanus IPSec

Oraanounblie nanubie NHRP

B cienyromux BBIXOAHBIX JAaHHBIX OTIaAKK 1okasaH 3anpoc NHRP u otBet npeoOpazoBanust NHRP. Otiaiounsie qaHHbIE ObLIH ITOJTYYEHBI C
OKOHEYHBIX YCTPOUCTB sV9-4 1 sv9-3, a Takke ¢ KOHILIEHTpaTopa sv9-2.

sv9-4#show debug
NHRP:
NHRP protocol debugging is on

sv9-4#ping 2.2.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 4/4/4 ms



sv9-4#

*Mar 1 02
*Mar 1 02
*Mar 1 02
*Mar 1 02

:06:01.
:06:01.
:06:01.
:06:01.

667:
671:
675:
679:

Tunnel IP addr 209.

*Mar 1 02:06:01.679:
packet size: 84
*Mar 1 02:06:01.679:
*Mar 1 02:06:01.679:
*Mar 1 02:06:01.679:
*Mar 1 02:06:01.683:
*Mar 1 02:06:03.507:

Tunnel IP addr 209.

*Mar 1 02:06:03.507:
packet size: 84
*Mar 1 02:06:03.507:
*Mar 1 02:06:03.507:
*Mar 1 02:06:03.511:
packet size: 132
*Mar 1 02:06:03.511:
*Mar 1 02:06:03.511:

event nbma src:2009.

NHRP: Sending packet to NHS 192.168.1.1 on TunnelO
NHRP: Sending packet to NHS 192.168.1.1 on TunnelO
NHRP: Sending packet to NHS 192.168.1.1 on TunnelO
NHRP: Encapsulation succeeded.

168.202.225

NHRP: Send Resolution Request via TunnelO,

src: 192.168.1.3, dst: 192.168.1.1

NHRP: 84 bytes out Tunnell

NHRP: Sending packet to NHS 192.168.1.1 on TunnelO
NHRP: Sending packet to NHS 192.168.1.1 on TunnelO
NHRP: Encapsulation succeeded.

168.202.225
NHRP: Send Resolution Request via TunnelO,

src: 192.168.1.3, dst: 192.168.1.1

NHRP: 84 bytes out Tunnell

NHRP: Receive Resolution Reply via TunnelO,
NHRP: netid in = 0, to us =1

NHRP: No need to delay processing of resolution

168.202.130 nbma dst:209.168.202.131

sv9-3#

05:31:12: NHRP: Sending packet to NHS 192.168.1.1 on TunnelO

05:31:12: NHRP: Sending packet to NHS 192.168.1.1 on TunnelO

05:31:12: NHRP: Sending packet to NHS 192.168.1.1 on TunnelO

05:31:12: NHRP: Encapsulation succeeded. Tunnel IP addr 209.168.202.225

05:31:12: NHRP: Send Resolution Request via TunnelO, packet size: 84

05:31:12: src: 192.168.1.2, dst: 192.168.1.1

05:31:12: NHRP: 84 bytes out Tunnell

05:31:12: NHRP: Sending packet to NHS 192.168.1.1 on TunnelO

05:31:12: NHRP: Receive Resolution Request via TunnelO, packet size: 104

05:31:12: NHRP: netid in =1, to us =0

05:31:12: NHRP: Delaying resolution request nbma src:209.168.202.131
nbma dst:209.168.202.130 reason:IPSEC-IFC: need to wait for IPsec SAs.

05:31:12: NHRP: Receive Resolution Reply via TunnelO, packet size: 112

05:31:12: NHRP: netid in = 0, to_us =1

05:31:12: NHRP: Resolution request is already being processed (delayed).

05:31:12: NHRP: Resolution Request not queued.
Already being processed (delayed).

05:31:12: NHRP: Sending packet to NHS 192.168.1.1 on TunnelO

05:31:13: NHRP: Process delayed resolution request src:192.168.1.3
dst:2.2.2.2

05:31:13: NHRP: No need to delay processing of resolution event

nbma src:209.168.202.131

svO-2#
*Mar 1 06:
TunnelO
*Mar 1 06:
TunnelO
*Mar 1 06:
TunnelO ->
*Mar 1 06:03:40.182:
packet size: 84
*Mar 1 06:03:40.182:
*Mar 1 06:03:40.182:
event nbma
*Mar 1 06:03:
*Mar 1 06:03:
*Mar 1 06:03:
*Mar 1 06:03:
*Mar 1 06:03:

03:
->
03:
->
03:

40.174:
TunnelO
40.174:
TunnelO
40.178:
TunnelO

40.
40.
40.
40.
40.

182:
182:
182:
182:
182:

Tunnel IP addr 2009.

*Mar 1 06:03:40.182:
packet size: 104
*Mar 1 06:03:40.182:
*Mar 1 06:03:40.182:
*Mar 1 06:03:40.182:

TunnelO -> TunnelO
*Mar 1 06:03:40.182:
packet size: 84
*Mar 1 06:03:40.182:
*Mar 1 06:03:40.182:
event nbma
*Mar 1 06:03:
*Mar 1 06:03:
*Mar 1 06:03:
*Mar 1 06:03:

40.182:
40.182:
40.182:
40.182:

Tunnel IP addr 209.

*Mar 1 06:03:40.182:
packet size: 112

src:2009.

src:2009.

nbma dst:209.168.202.130

NHRP: Forwarding packet within same fabric
NHRP: Forwarding packet within same fabric
NHRP: Forwarding packet within same fabric
NHRP: Receive Resolution Request via TunnelO,
NHRP: netid in = 1, to us =0

NHRP: No need to delay processing of resolution

168.202.225 nbma dst:209.168.202.130

NHRP: nhrp rtlookup yielded TunnelO

NHRP: netid out 1, netid in 1

NHRP: nhrp_cache_ lookup comp returned 0x0
NHRP: calling nhrp forward

NHRP: Encapsulation succeeded.

168.202.131
NHRP: Forwarding Resolution Request via TunnelO,

src: 192.168.1.1, dst: 2.2.2.2

NHRP: 104 bytes out TunnelO

NHRP: Forwarding packet within same fabric
NHRP: Receive Resolution Request via TunnelO,
NHRP: netid in = 1, to us =0

NHRP: No need to delay processing of resolution

168.202.225 nbma dst:209.168.202.131

NHRP: nhrp rtlookup yielded TunnelO

NHRP: netid out 1, netid in 1

NHRP: nhrp_cache_lookup comp returned 0x63DE9498
NHRP: Encapsulation succeeded.

168.202.131

NHRP: Send Resolution Reply via TunnelO,



*Mar 1 06:03:40.186: src: 192.168.1.1, dst: 192.168.1.2

*Mar 1 06:03:40.186: NHRP: 112 bytes out TunnelO

*Mar 1 06:03:40.186: NHRP: Forwarding packet within same fabric
TunnelO -> TunnelO

*Mar 1 06:03:42.010: NHRP: Receive Resolution Request via TunnelO,
packet size: 84

*Mar 1 06:03:42.010: NHRP: netid in = 1, to us = 0

*Mar 1 06:03:42.010: NHRP: No need to delay processing of resolution
event nbma src:209.168.202.225 nbma dst:209.168.202.130

Oraanounsie 1anabie ISAKMP u cornacoBanus IPSec

B crienyrommx BIXOAHBIX TaHHBIX oTiIaaku okazansl ISAKMP u cormacoBanue [PSec. Otinanounbie JaHHbIE OBUTH TOTYYEHBI ¢ OKOHEYHBIX
yCTpoiicTB sv9-4 u sv9-3.

sv9-4#ping 2.2.2.2

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 2.2.2.2, timeout is 2 seconds:
Success rate is 100 percent (5/5), round-trip min/avg/max = 1/2/4 ms
sv9-44#
*Mar 1 02:25:37.107: ISAKMP (0:0): received packet from 209.168.202.131
dport 500 sport 500 Global (N) NEW SA
*Mar 1 02:25:37.107: ISAKMP: local port 500, remote port 500
*Mar 1 02:25:37.107: ISAKMP: insert sa successfully sa = 63B38288
*Mar 1 02:25:37.107: ISAKMP (0:12): Input = IKE MESG FROM PEER,
IKE MM EXCH
*Mar 1 02:25:37.107: ISAKMP (0:12): Old State = IKE READY
New State = IKE_R MM1

*Mar 1 02:25:37.107: ISAKMP (0:12): processing SA payload.
message ID = 0

*Mar 1 02:25:37.107: ISAKMP (0:12): processing vendor id payload

*Mar 1 02:25:37.107: ISAKMP (0:12): vendor ID seems Unity/DPD but
major 157 mismatch

*Mar 1 02:25:37.107: ISAKMP (0:12): vendor ID is NAT-T v3

*Mar 1 02:25:37.107: ISAKMP (0:12): processing vendor id payload

*Mar 1 02:25:37.107: ISAKMP (0:12): vendor ID seems Unity/DPD but
major 123 mismatch

*Mar 1 02:25:37.107: ISAKMP (0:12): vendor ID is NAT-T v2

*Mar 1 02:25:37.107: ISAKMP: Looking for a matching key for
209.168.202.131 in default : success

*Mar 1 02:25:37.107: ISAKMP (0:12): found peer pre-shared key
matching 209.168.202.131

*Mar 1 02:25:37.107: ISAKMP (0:12) local preshared key found

*Mar 1 02:25:37.107: ISAKMP : Scanning profiles for xauth

*Mar 1 02:25:37.107: ISAKMP (0:12): Checking ISAKMP transform 1
against priority 10 policy

*Mar 1 02:25:37.107: ISAKMP: encryption DES-CBC

*Mar 1 02:25:37.107: ISAKMP: hash MD5

*Mar 1 02:25:37.107: ISAKMP: default group 1

*Mar 1 02:25:37.107: ISAKMP: auth pre-share

*Mar 1 02:25:37.107: ISAKMP: life type in seconds

*Mar 1 02:25:37.107: ISAKMP: life duration (VPI) of 0x0 Ox1l 0x51 0x80
*Mar 1 02:25:37.107: ISAKMP (0:12): atts are acceptable.

Next payload is 0

*Mar 1 02:25:37.115: ISAKMP (0:12): processing vendor id payload

*Mar 1 02:25:37.115: ISAKMP (0:12): vendor ID seems Unity/DPD but
major 157 mismatch

*Mar 1 02:25:37.115: ISAKMP (0:12): vendor ID is NAT-T v3

*Mar 1 02:25:37.115: ISAKMP (0:12): processing vendor id payload

*Mar 1 02:25:37.115: ISAKMP (0:12): vendor ID seems Unity/DPD but
major 123 mismatch

*Mar 1 02:25:37.115: ISAKMP (0:12): vendor ID is NAT-T v2

*Mar 1 02:25:37.115: ISAKMP (0:12): Input = IKE_MESG_INTERNAL,
IKE_PROCESS_MAIN MODE

*Mar 1 02:25:37.115: ISAKMP (0:12): Old State = IKE R MM1
New State = IKE R MM1

*Mar 1 02:25:37.115: ISAKMP (0:12): constructed NAT-T vendor-03 ID

*Mar 1 02:25:37.115: ISAKMP (0:12): sending packet to 209.168.202.131
my port 500 peer port 500 (R) MM SA SETUP

*Mar 1 02:25:37.115: ISAKMP (0:12): Input = IKE MESG INTERNAL,
IKE_PROCESS COMPLETE

*Mar 1 02:25:37.115: ISAKMP (0:12): 0Old State = IKE R MM1
New State = IKE_R MM2



*Mar 1 02:25:37.123: ISAKMP

dport 500 sport 500 Global

(0:12) : received packet from 209.168.202.131
(R) MM SA SETUP

*Mar 1 02:25:37.123: ISAKMP (0:12): Input = IKE MESG FROM PEER,
IKE MM EXCH

*Mar 1 02:25:37.123: ISAKMP (0:12): O0ld State = IKE R MM2
New State = IKE R _MM3

*Mar 1 02:25:37.123: ISAKMP (0:12): processing KE payload.
message ID = 0

*Mar 1 02:25:37.131: ISAKMP (0:12): processing NONCE payload.
message ID = 0

*Mar 1 02:25:37.131: ISAKMP: Looking for a matching key for
209.168.202.131 in default success

*Mar 1 02:25:37.131: ISAKMP (0:12): found peer pre-shared key matching
209.168.202.131

*Mar 1 02:25:37.131: ISAKMP: Looking for a matching key for
209.168.202.131 in default success

*Mar 1 02:25:37.131: ISAKMP (0:12): found peer pre-shared key
matching 209.168.202.131

*Mar 1 02:25:37.135: ISAKMP (0:12): SKEYID state generated

*Mar 1 02:25:37.135: ISAKMP (0:12): processing vendor id payload

*Mar 1 02:25:37.135: ISAKMP (0:12): vendor ID is Unity

*Mar 1 02:25:37.135: ISAKMP (0:12): processing vendor id payload

*Mar 1 02:25:37.135: ISAKMP (0:12): vendor ID is DPD

*Mar 1 02:25:37.135: ISAKMP (0:12): processing vendor id payload

*Mar 1 02:25:37.135: ISAKMP (0:12): speaking to another IOS box!

*Mar 1 02:25:37.135: ISAKMP:received payload type 17

*Mar 1 02:25:37.135: ISAKMP:received payload type 17

*Mar 1 02:25:37.135: ISAKMP (0:12): Input = IKE MESG INTERNAL,
IKE PROCESS MAIN MODE

*Mar 1 02:25:37.135: ISAKMP (0:12): Old State = IKE R MM3
New State = IKE R MM3

*Mar 1 02:25:37.135: ISAKMP (0:12): sending packet to 209.168.202.131
my port 500 peer port 500 (R) MM KEY EXCH

*Mar 1 02:25:37.135: ISAKMP
IKE PROCESS COMPLETE

*Mar 1 02:25:37.135: ISAKMP
New State = IKE_R MM4
*Mar 1 02:25:37.147: ISAKMP

dport 500 sport 500 Global

*Mar 1 02:25:37.151: ISAKMP
IKE MM EXCH

*Mar 1 02:25:37.151: ISAKMP
New State = IKE R _MM5

*Mar 1 02:25:37.151: ISAKMP
message ID = 0

*Mar 1 02:25:37.151: ISAKMP

*Mar 1 02:25:37.151: ISAKMP
message ID = 0

*Mar 1 02:25:37.151: ISAKMP
protocol 1 spi 0, message

*Mar 1 02:25:37.151: ISAKMP

bring down
remote 209.

existing phase

*Mar 1 02:25:37.151: ISAKMP
209.168.202.131

*Mar 1 02:25:37.151: ISAKMP

*Mar 1 02:25:37.151: ISAKMP

IKE PROCESS MAIN MODE
*Mar 1 02:25:37.151: ISAKMP
New State IKE R MM5

(0:12) : Input = IKE MESG INTERNAL,
(0:12) : 0ld State = IKE_R MM3
(0:12) : received packet from 209.168.202.131

(R) MM KEY EXCH

(0:12) : Input = IKE MESG_FROM PEER,

(0:12) : Old State = IKE_R MM4

(0:12) : processing ID payload.

(0:12) : peer matches *none* of the profiles
(0:12) : processing HASH payload.

(0:12) : processing NOTIFY INITIAL CONTACT
ID = 0, sa = 63B38288

(0:12): Process initial contact,

1 and 2 SA's with local 209.168.202.130

168.202.131 remote port 500

(0:12) : SA has been authenticated with
(0:12) : peer matches *none* of the profiles
(0:12) : Input = IKE MESG INTERNAL,

(0:12): 0ld State = IKE R MM5

*Mar 1 02:25:37.151: IPSEC(key engine): got a queue event...

*Mar 1 02:25:37.151: ISAKMP

(0:12): SA is doing pre-shared key

authentication using id type ID IPV4 ADDR

*Mar 1 02:25:37.151: ISAKMP
next-payload 8

type 1

addr 209.168.202.130
protocol 17

port 500

length 8

*Mar 1 02:25:37.151: ISAKMP
*Mar 1 02:25:37.155: ISAKMP

my port 500 peer port 500
*Mar 1 02:25:37.155: ISAKMP
IKE PROCESS COMPLETE
*Mar 1 02:25:37.155: ISAKMP
New State

*Mar 1 02:25:37.155: ISAKMP

(12) : ID payload

(12): Total payload length: 12

(0:12) : sending packet to 209.168.202.131
(R) MM KEY EXCH

(0:12) : Input

IKE MESG INTERNAL,

(0:12) : 0ld State = IKE R MM5

IKE Pl COMPLETE

(0:12) : Input = IKE MESG INTERNAL,



IKE PHASEl COMPLETE
*Mar 1 02:25:37.155: ISAKMP (0:12): Old State = IKE_P1 COMPLETE
New State = IKE P1 COMPLETE

*Mar 1 02:25:37.159: ISAKMP (0:12): received packet from 209.168.202.131
dport 500 sport 500 Global (R) QM IDLE

*Mar 1 02:25:37.159: ISAKMP: set new node -1682446278 to QM IDLE

*Mar 1 02:25:37.159: ISAKMP (0:12): processing HASH payload.
message ID = -1682446278

*Mar 1 02:25:37.159: ISAKMP (0:12): processing SA payload.
message ID = -1682446278

*Mar 1 02:25:37.159: ISAKMP (0:12): Checking IPSec proposal 1

*Mar 1 02:25:37.159: ISAKMP: transform 1, ESP 3DES

*Mar 1 02:25:37.159: ISAKMP: attributes in transform:

*Mar 1 02:25:37.159: ISAKMP: encaps is 1

*Mar 1 02:25:37.159: ISAKMP: SA life type in seconds

*Mar 1 02:25:37.159: ISAKMP: SA life duration (basic) of 120

*Mar 1 02:25:37.159: ISAKMP: SA life type in kilobytes

*Mar 1 02:25:37.159: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0xO0
*Mar 1 02:25:37.159: ISAKMP: authenticator is HMAC-MD5

*Mar 1 02:25:37.159: ISAKMP (0:12): atts are acceptable.

*Mar 1 02:25:37.163: IPSEC(validate proposal request): proposal part #1,

(key eng. msg.) INBOUND local= 209.168.202.130, remote= 209.168.202.131,

local proxy= 209.168.202.130/255.255.255.255/47/0 (type=1),

remote proxy= 209.168.202.131/255.255.255.255/47/0 (type=1),

protocol= ESP, transform= esp-3des esp-md5-hmac ,

lifedur= 0s and 0Okb,

spi= 0x0(0), conn_id= 0, keysize= 0, flags= 0x2

*Mar 1 02:25:37.163: IPSEC(kei proxy): head = TunnelO-head-0,
map->ivrf = , kei->ivrf =

*Mar 1 02:25:37.163: IPSEC(kei proxy): head = TunnelO-head-0,
map->ivrf = , kei->ivrf =

*Mar 1 02:25:37.163: ISAKMP (0:12): processing NONCE payload.
message ID = -1682446278

*Mar 1 02:25:37.163: ISAKMP (0:12): processing ID payload.
message ID = -1682446278

*Mar 1 02:25:37.163: ISAKMP (0:12): processing ID payload.
message ID = -1682446278

*Mar 1 02:25:37.163: ISAKMP (0:12): asking for 1 spis from ipsec

*Mar 1 02:25:37.163: ISAKMP (0:12): Node -1682446278,
Input = IKE MESG _FROM PEER, IKE QM EXCH

*Mar 1 02:25:37.163: ISAKMP (0:12): Old State = IKE_QM READY
New State = IKE QM SPI_STARVE

*Mar 1 02:25:37.163: IPSEC(key engine): got a queue event...

*Mar 1 02:25:37.163: IPSEC(spi_response): getting spi 3935077313
for SA from 209.168.202.130 to 209.168.202.131 for prot 3

*Mar 1 02:25:37.163: ISAKMP: received ke message (2/1)

*Mar 1 02:25:37.415: ISAKMP (0:12): sending packet to 209.168.202.131
my port 500 peer port 500 (R) OM IDLE

*Mar 1 02:25:37.415: ISAKMP (0:12): Node -1682446278,
Input = IKE MESG_FROM IPSEC, IKE SPI REPLY

*Mar 1 02:25:37.415: ISAKMP (0:12): Old State = IKE QM SPI STARVE
New State = IKE_QM R QM2

*Mar 1 02:25:37.427: ISAKMP (0:12): received packet from
209.168.202.131 dport 500 sport 500 Global (R) QM IDLE

*Mar 1 02:25:37.439: ISAKMP (0:12): Creating IPSec SAs

*Mar 1 02:25:37.439: inbound SA from 209.168.202.131 to
209.168.202.130 (f/1i) 0/ O

(proxy 209.168.202.131 to 209.168.202.130)

*Mar 1 02:25:37.439: has spi OxEA8C83Cl and conn_id 5361 and flags 2

*Mar 1 02:25:37.439: lifetime of 120 seconds

*Mar 1 02:25:37.439: lifetime of 4608000 kilobytes

*Mar 1 02:25:37.439: has client flags 0x0

*Mar 1 02:25:37.439: outbound SA from 209.168.202.130 to
209.168.202.131 (£/1) 0/ 0 (proxy 209.168.202.130 to 209.168.202.131)

*Mar 1 02:25:37.439: has spi 1849847934 and conn_id 5362 and flags A

*Mar 1 02:25:37.439: lifetime of 120 seconds

*Mar 1 02:25:37.439: lifetime of 4608000 kilobytes

*Mar 1 02:25:37.439: has client flags 0xO0

*Mar 1 02:25:37.439: ISAKMP (0:12): deleting node -1682446278 error
FALSE reason "quick mode done (await)"

*Mar 1 02:25:37.439: ISAKMP (0:12): Node -1682446278,
Input = IKE MESG FROM PEER, IKE QM EXCH

*Mar 1 02:25:37.439: ISAKMP (0:12): Old State = IKE OM R QM2
New State = IKE QM PHASE2 COMPLETE

*Mar 1 02:25:37.439: IPSEC(key engine): got a queue event...

*Mar 1 02:25:37.439: IPSEC(initialize sas): ,

(key eng. msg.) INBOUND local= 209.168.202.130, remote= 209.168.202.131,

local proxy= 209.168.202.130/0.0.0.0/47/0 (type=1),

remote proxy= 209.168.202.131/0.0.0.0/47/0 (type=1),

protocol= ESP, transform= esp-3des esp-md5-hmac ,

lifedur= 120s and 4608000kb,

spi= O0xEA8C83C1(3935077313), conn_id= 5361, keysize= 0, flags= 0x2

*Mar 1 02:25:37.439: IPSEC(initialize sas): ,



(key eng. msg.) OUTBOUND local= 209.168.202.130, remote= 209.168.202.131,

local proxy= 209.168.202.130/0.0.0.0/47/0 (type=1),

remote proxy= 209.168.202.131/0.0.0.0/47/0 (type=1),

protocol= ESP, transform= esp-3des esp-md5-hmac ,

lifedur= 120s and 4608000kb,

spi= O0x6E42707E(1849847934), conn id= 5362, keysize= 0, flags= OxA

*Mar 1 02:25:37.439: IPSEC(kei proxy): head = TunnelO-head-0,
map->ivrf = , kei->ivrf =

*Mar 1 02:25:37.439: IPSEC(kei proxy): head = TunnelO-head-0,
map->ivrf = , kei->ivrf =

*Mar 1 02:25:37.439: IPSEC(add mtree): src 209.168.202.130,
dest 209.168.202.131, dest _port 0

*Mar 1 02:25:37.439: IPSEC(create_sa): sa created,

(sa) sa_dest= 209.168.202.130, sa_prot= 50,

sa_spi= O0xEA8C83C1(3935077313),

sa_trans= esp-3des esp-md5-hmac , sa conn id= 5361

*Mar 1 02:25:37.439: IPSEC(create_sa): sa created,

(sa) sa_dest= 209.168.202.131, sa prot= 50,

sa_spi= 0x6E42707E (1849847934),

sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 5362

svI-44#

*Mar 1 02:25:55.183: ISAKMP (0:10): purging node 180238748
*Mar 1 02:25:55.323: ISAKMP (0:10): purging node -1355110639
sv9o-44#

sv9-3#

05:50:48: ISAKMP: received ke message (1/1)
05:50:48: ISAKMP (0:0): SA request profile is (NULL)
05:50:48: ISAKMP: local port 500, remote port 500
05:50:48: ISAKMP: set new node 0O to QM IDLE
05:50:48: ISAKMP: insert sa successfully sa = 62DB93DO0
05:50:48: ISAKMP (0:26): Can not start Aggressive mode, trying Main mode.
05:50:48: ISAKMP: Looking for a matching key for 209.168.202.130
in default : success
05:50:48: ISAKMP (0:26): found peer pre-shared key
matching 209.168.202.130
05:50:48: ISAKMP (0:26): constructed NAT-T vendor-03 ID
05:50:48: ISAKMP (0:26): constructed NAT-T vendor-02 ID
05:50:48: ISAKMP (0:26): Input = IKE MESG FROM IPSEC, IKE SA REQ MM
05:50:48: ISAKMP (0:26): Old State = IKE READY New State = IKE I MMI1

05:50:48: ISAKMP (0:26): beginning Main Mode exchange

05:50:48: ISAKMP (0:26): sending packet to 209.168.202.130 my port 500
peer port 500 (I) MM NO STATE

05:50:48: ISAKMP (0:26): received packet from 209.168.202.130 dport 500
sport 500 Global (I) MM NO_STATE

05:50:48: ISAKMP (0:26): Input = IKE MESG FROM PEER, IKE MM EXCH

05:50:48: ISAKMP (0:26): Old State = IKE I MMl New State = IKE I MM2

05:50:48: ISAKMP (0:26): processing SA payload. message ID = 0
05:50:48: ISAKMP (0:26): processing vendor id payload
05:50:48: ISAKMP (0:26): vendor ID seems Unity/DPD
but major 157 mismatch
05:50:48: ISAKMP (0:260): vendor ID is NAT-T v3
05:50:48: ISAKMP: Looking for a matching key for 209.168.202.130
in default : success
05:50:48: ISAKMP (0:26): found peer pre-shared key
matching 209.168.202.130
05:50:48: ISAKMP (0:26) local preshared key found
05:50:48: ISAKMP : Scanning profiles for xauth
05:50:48: ISAKMP (0:26): Checking ISAKMP transform 1 against
priority 10 policy
05:50:48: ISAKMP: encryption DES-CBC
05:50:48: ISAKMP: hash MD5
05:50:48: ISAKMP: default group 1
05:50:48: ISAKMP: auth pre-share
05:50:48: ISAKMP: life type in seconds
05:50:48: ISAKMP: life duration (VPI) of 0x0 Ox1 0x51 0x80
05:50:48: ISAKMP (0:26): atts are acceptable. Next payload is 0
05:50:48: ISAKMP (0:26): processing vendor id payload
05:50:48: ISAKMP (0:26): vendor ID seems Unity/DPD
but major 157 mismatch
05:50:48: ISAKMP (0:26): vendor ID is NAT-T v3
05:50:48: ISAKMP (0:26): Input = IKE MESG INTERNAL,
IKE PROCESS MAIN MODE
05:50:48: ISAKMP (0:26): Old State = IKE I MM2
New State = IKE I MM2

05:50:48: ISAKMP (0:26): sending packet to 209.168.202.130 my port 500
peer_ port 500 (I) MM SA SETUP

05:50:48: ISAKMP (0:26): Input = IKE MESG INTERNAL, IKE PROCESS COMPLETE

05:50:48: ISAKMP (0:26): Old State = IKE I MM2 New State = IKE I MM3



05:50:48: ISAKMP (0:26): received packet from 209.168.202.130 dport 500
sport 500 Global (I) MM SA SETUP

05:50:48: ISAKMP (0:26): Input = IKE MESG FROM PEER, IKE MM EXCH

05:50:48: ISAKMP (0:26): Old State = IKE_I MM3 New State = IKE I_MM4

05:50:48: ISAKMP (0:26): processing KE payload. message ID = 0
05:50:48: ISAKMP (0:26): processing NONCE payload. message ID = 0
05:50:48: ISAKMP: Looking for a matching key for 209.168.202.130
in default : success
05:50:48: ISAKMP (0:26): found peer pre-shared key
matching 209.168.202.130
05:50:48: ISAKMP: Looking for a matching key for 209.168.202.130
in default : success
05:50:48: ISAKMP (0:26): found peer pre-shared key
matching 209.168.202.130
05:50:48: ISAKMP (0:26): SKEYID state generated
05:50:48: ISAKMP (0:26): processing vendor id payload
05:50:48: ISAKMP (0:26): vendor ID is Unity
05:50:48: ISAKMP (0:26): processing vendor id payload
05:50:48: ISAKMP (0:26): vendor ID is DPD
05:50:48: ISAKMP (0:26): processing vendor id payload
05:50:48: ISAKMP (0:26): speaking to another IOS box!
05:50:48: ISAKMP:received payload type 17
05:50:48: ISAKMP:received payload type 17
05:50:48: ISAKMP (0:26): Input = IKE MESG INTERNAL,
IKE _PROCESS MAIN MODE
05:50:48: ISAKMP (0:26): Old State = IKE I MM4
New State = IKE I MM4

05:50:48: ISAKMP (0:26): Send initial contact

05:50:48: ISAKMP (0:26): SA is doing pre-shared key authentication
using id type ID IPV4 ADDR

05:50:48: ISAKMP (26): ID payload

next-payload : 8

type : 1

addr : 209.168.202.131

protocol : 17

port : 500

length : 8

05:50:48: ISAKMP (26): Total payload length: 12

05:50:48: ISAKMP (0:26): sending packet to 209.168.202.130 my port 500
peer_port 500 (I) MM KEY EXCH

05:50:48: ISAKMP (0:26): Input = IKE MESG INTERNAL,
IKE PROCESS COMPLETE

05:50:48: ISAKMP (0:26): Old State = IKE I MM4
New State = IKE_I MM5

05:50:48: ISAKMP (0:26): received packet from 209.168.202.130 dport 500
sport 500 Global (I) MM KEY EXCH

05:50:48: ISAKMP (0:26): Input = IKE MESG FROM PEER,
IKE MM EXCH

05:50:48: ISAKMP (0:26): Old State = IKE_I_ MM5
New State = IKE_I MM6

05:50:48: ISAKMP

(0:26) : processing ID payload. message ID = 0
05:50:48: ISAKMP (

(

(

0:
0:26) : processing HASH payload. message ID = 0
05:50:48: ISAKMP (0:26): SA has been authenticated with 209.168.202.130
05:50:48: ISAKMP (0:26): peer matches *none* of the profiles
05:50:48: ISAKMP (0:26): Input = IKE MESG INTERNAL,
IKE_PROCESS_MAIN MODE
05:50:48: ISAKMP (0:26): Old State = IKE I MM6
New State = IKE I MM6

05:50:48: ISAKMP (0:26): Input = IKE MESG INTERNAL,
IKE PROCESS COMPLETE

05:50:48: ISAKMP (0:26): Old State = IKE I MM6
New State = IKE P1 COMPLETE

05:50:48: ISAKMP (0:26): beginning Quick Mode exchange,
M-ID of -1682446278

05:50:48: ISAKMP (0:26): sending packet to 209.168.202.130 my port 500
peer port 500 (I) OM IDLE

05:50:48: ISAKMP (0:26): Node -1682446278, Input = IKE MESG_INTERNAL,
IKE_INIT QM

05:50:48: ISAKMP (0:26): Old State = IKE QM READY
New State = IKE_QM I QM1

05:50:48: ISAKMP (0:26): Input = IKE MESG_ INTERNAL,
IKE PHASEl COMPLETE

05:50:48: ISAKMP (0:26): Old State = IKE Pl COMPLETE
New State = IKE P1 COMPLETE

05:50:48: ISAKMP (0:26): received packet from 209.168.202.130 dport 500
sport 500 Global (I) QM IDLE
05:50:48: ISAKMP (0:26): processing HASH payload.



message ID = -1682446278
05:50:48: ISAKMP (0:26): processing SA payload.
message ID = -1682446278
05:50:48: ISAKMP (0:26): Checking IPSec proposal 1
05:50:48: ISAKMP: transform 1, ESP 3DES
05:50:48: ISAKMP: attributes in transform:
05:50:48: ISAKMP: encaps is 1
05:50:48: ISAKMP: SA life type in seconds
05:50:48: ISAKMP: SA life duration (basic) of 120
05:50:48: ISAKMP: SA life type in kilobytes
05:50:48: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0xO0
05:50:48: ISAKMP: authenticator is HMAC-MD5
05:50:48: ISAKMP (0:26): atts are acceptable.
05:50:48: IPSEC(validate proposal request): proposal part #1,
(key eng. msg.) INBOUND local= 209.168.202.131,
remote= 209.168.202.130,
local proxy= 209.168.202.131/255.255.255.255/47/0 (type=1),
remote proxy= 209.168.202.130/255.255.255.255/47/0 (type=1),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 0s and 0Okb,
spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x2
05:50:48: IPSEC(kei proxy): head = TunnelO-head-0,

map->ivrf = , kei->ivrf =

05:50:48: IPSEC(kei proxy): head = TunnelO-head-0,
map->ivrf = , kei->ivrf =

05:50:48: ISAKMP (0:26): processing NONCE payload.
message ID = -1682446278

05:50:48: ISAKMP (0:26): processing ID payload.
message ID = -1682446278

05:50:48: ISAKMP (0:26): processing ID payload.
message ID = -1682446278
05:50:48: ISAKMP (0:26): Creating IPSec SAs
05:50:48: inbound SA from 209.168.202.130 to
209.168.202.131 (f/1i) 0/ 0
(proxy 209.168.202.130 to 209.168.202.131)
05:50:48: has spi 0x6E42707E and conn_id 5547 and flags 2
05:50:48: lifetime of 120 seconds
05:50:48: lifetime of 4608000 kilobytes
05:50:48: has client flags 0xO0
05:50:48: outbound SA from 209.168.202.131 to 209.168.202.130
(£/1) 0/ 0 (proxy 209.168.202.131 to 209.168.202.130)
05:50:48: has spi -359889983 and conn_id 5548 and flags A
05:50:48: lifetime of 120 seconds
05:50:48: lifetime of 4608000 kilobytes
05:50:48: has client flags 0x0
05:50:48: IPSEC(key engine): got a queue event...
05:50:48: IPSEC(initialize sas): ,
(key eng. msg.) INBOUND local= 209.168.202.131,
remote= 209.168.202.130,
local proxy= 209.168.202.131/0.0.0.0/47/0 (type=1),
remote proxy= 209.168.202.130/0.0.0.0/47/0 (type=1),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 120s and 4608000kb,
spi= O0x6E42707E(1849847934), conn_id= 5547, keysize= 0, flags= 0x2
05:50:48: IPSEC(initialize sas): ,
(key eng. msg.) OUTBOUND local= 209.168.202.131,
remote= 209.168.202.130,
local proxy= 209.168.202.131/0.0.0.0/47/0 (type=1),
remote proxy= 209.168.202.130/0.0.0.0/47/0 (type=1),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 120s and 4608000kb,
spi= OxEA8C83C1(3935077313), conn_id= 5548, keysize= 0, flags= OxA
05:50:48: IPSEC(kei proxy): head = TunnelO-head-0,

map->ivrf = , kei->ivrf =
05:50:48: IPSEC(kei proxy): head = TunnelO-head-0,
map->ivrf = , kei->ivrf =

05:50:48: IPSEC (add mtree): src 209.168.202.131, dest 209.168.202.130,
dest_port 0

05:50:48: IPSEC(create_sa): sa created,

(sa) sa_dest= 209.168.202.131, sa prot= 50,

sa_spi= 0x6E42707E (1849847934),

sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 5547

05:50:48: IPSEC(create_sa): sa created,

(sa) sa _dest= 209.168.202.130, sa prot= 50,

sa_spi= OxEA8C83C1(3935077313),

sa_trans= esp-3des esp-md5-hmac , sa conn_id= 5548

05:50:48: ISAKMP (0:26): sending packet to 209.168.202.130 my port 500
peer port 500 (I) QM IDLE

05:50:48: ISAKMP (0:26): deleting node -1682446278 error FALSE reason ""

05:50:48: ISAKMP (0:26): Node -1682446278, Input = IKE MESG_FROM_PEER,
IKE QM EXCH

05:50:48: ISAKMP (0:26): Old State = IKE QM I QM1
New State = IKE QM PHASE2 COMPLETE



05:50:49: ISAKMP (0:21): purging node 334570133
sv9-34#
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