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BBenenue

B manHOM IOKyMEHTE NIPHUBENICH PIMEp HACTPOMKH MapIIpyTH3AIUN | TIepeapecaliiy I SK3eMIUTIpa BUPTyalbHOH gacTHOI cetn (VPN) ¢
TyHHeIbHBIM nHTepdericom GRE.

IIpenBapuresbHbIE YCJIOBUS

TpedoBaHust
Hepez[ MMPOBEACHUEM HaCTpOﬁKH y6eﬂI/ITeCI>, YTO BBIITOJIHAKOTCA CIICAYIOIIUEC YCIIOBHUA!
Hcnonb3oBanue JAAHHOTO IOKYMCHTA Tpe6yeT HaJin4yus CJICAYIOINX 3HAHMM:

¢ Hacrpoiika MHOIOIIPOTOKOJIBHON KOMMYTAIMH [0 METKaM
¢ BupTyanbHBIE YacTHBIE CETH HA OCHOBE MHOTOIIPOTOKOJIFHOW KoMMyTarmu 1o Metkam (MPLS)

¢ GRE- tynHens [P-ucrounnka u HazHaueHue wieHcTBa VRF

I/ICHOJII)3yeMI)Ie KOMITIOHECHTBI

CaeneHus, cofepxKamuecs B JaHHOM JJOKyMEHTe, KacaroTcs mporpamMMHoro obecneuenust Cisco 10S Bepcun 12.3(4)T1 na MapimpyTu3aTopax
cepuu 3725.

Hcnonesyiite Cisco Feature Navigator II (tonsxo nns sapeructpuposannbix nosssosareneii) U Haiinnte ¢yHknnio GRE Tunnel IP Source and
Destination VRF Membership 1151 mosryueHus JOMONIHUTEIBHBIX CBEJCHUH 0 TPEOOBaHUSIX K alllIapaTHOMY U TPOrPaMMHOMY OOECIICUCHHIO.

CBezieHus, IPE/ICTaBICHHBIE B JAHHOM JOKYMEHTE, OBUTH ITOTyUCHEI Ha TECTOBOM 00OPYIOBAaHHUH B CIICIIHANBHO CO3IaHHBIX JIAOOPATOPHBIX
ycnoBusx. [Ipu HammcaHUM JAHHOTO TOKYMEHTA HCIIOIb30BAINCH TONBKO JAHHBIE, TOTYYEHHBIH OT YCTPOICTB ¢ KOH(PHUTYpanHeH o
ymormdanuio. B paboueit ceTr He0OXOIMMO IIOHUMATH MOCIICICTBUS BEIITOJTHEHUS BCEX KOMAHI.



YciaoBHbIC 0003HAYCHUSA

I[OHOJIHI/ITCJH)HBIC CBCACHUS 06 yCJIOBHLIX 0603Ha‘ICHI/I$IX CM. B pasnene yCJIOBHI)Ie O603Ha‘IeHI/I$I JJIs1 HpaKTI/I'-IeCKI/IX peKOMeH}IaHI/Iﬁ KOMITAaHUHN
Cisco.

Hacrtpoiika

B 3TOM pasnene npHBOAATCS CBEIEHHS O HACTPOIKe (DyHKIMIA, ONMCAaHHBIX B TAHHOM JJOKyMEHTE.
Hacrpoiika npoBoguTcs cieryronmmM 00pa3oMm:
¢ R1-CE u R2-CE pacnonoxxenst B VRF BLUE.

¢ RI-CE Takxe pacrnonoxxeHo B VRF GREEN c nomomrsto ucnons3oBanust GRE-tynnemns B R3-PE.

R1-CE ucnonp3yer cTaTH4eCcKHil MapIIpyT y371a ceTH st noaxiarodeHust k R3-PE (Ha3HaueHne TyHHEN), 9YTO TapaHTUPYET OTCYTCTBHE
pexypcuBHoit MapmpyTu3anuu 11 GRE-TyHHens (agpec momydarens TyHHEIS JOCTaBISIETCS Yepe3 TyHHEIb).

VRF BLUE u VRF GREEN npunaexar 18yM pa3inyHbIM KOMIAHUAM, U MEXAY HUMH HET yTeuku MapupyToB. Kpome Toro, cimcok
yrpasiieHus 10cTynoM Ha uaTepdeiice mexny R1-CE u R2-CE mMoxeT Hcnosib30BaThes TONBKO 1ist paspeniens GRE-Tpaduka Mexay HUMU.

Mpumeuanne. s moucka JONOTHATENHFHON HHPOPMAIIUK O KOMaHaX U3 JAHHOTO JIOKYMeHTa ucroib3yite cpenctBo Command Lookup Tool
(TOJ’ILKO JIs1 3apETUCTPUPOBAHHBIX HOJ'II:?,OBaTeJ'Ieﬁ) .

Cxema ceTH

B nanrOM JOKYMEHTE HUCIIOJB3YCTCA CICAYIOMIAas CXeMa CETH:

PucyHok 1 — ®u3nyeckasi TONOJOTHS CeTH

Interface Tunnel0 _ Interface Tunnel0
S — L —

10 10.10.1/24

10.10.10.2/24

EI]JI]
100.100.100.5/24 40 -'ll.'l 40.4/24
E0/0
100.100. 10044‘24 40.40.40.6/24

R5-CE R4-PE R6-CE

PucyHok 2 — Jlornueckasi TONOJIOrusi MAPIIPYTH3ALUH U Mlepeagpecalini BUPTYaIbHOI YaCTHOI ceTn



Kondurypauun

B maHHOM TOKyMEHTE HCTIONB3YIOTCS CICAYIOIIe KOHPHUTYPaiH:

e R3-PE
e R4-PE
¢ RI-CE
¢ R2-CE
e R5-CE

¢ R6-CE

R3-PE (oxoHe4HAasi TOUKA TYHHeJIs)

R3-PE# show running-config
IllocTpoeHue KOHQUTypaLUMUK. . .

no ip domain lookup

1

ip vrf blue

rd 1:1

route-target export 311:311
route-target export 411:411

1

ip vrf green

rd 2:2

route-target export 322:322
route-target export 422:422

1

ip cef

1

interface TunnelO

ip vrf forwarding green

ip address 200.200.200.3 255.255.255.0
tunnel source Ethernet0/0
tunnel destination 10.10.10.1
tunnel vrf blue

! -—— Tywmuesnes W 0 sgBjasercs yacTeio VRE GREEN; OOHAKO OH MCHOJB3YEeT HABHAYEHMUE TYHHEJIS
!'-—— u mcxomHele anzpeca m3 TaGJMIB MapLPyTU3ALNA
!-—- VRF BLUE, m3-3a mMCHojb30BaHms koMaHns tunnel vrf blue

interface Ethernet0/0
ip vrf forwarding blue
ip address 20.20.20.3 255.255.255.0

! -—- IHogkmnwuyenmnme x cerm VRF BLUE m x ceTm VRF GREEN
!l -—— ¢ nomompio GRE-TyYyHHEJIE .

1
interface Ethernetl/0




ip address 30.30.30.3 255.255.255.0
tag-switching ip

1

router bgp 1

no bgp default ipv4-unicast

bgp log-neighbor-changes

neighbor 30.30.30.4 remote-as 1

1

address-family vpnv4

neighbor 30.30.30.4 activate
neighbor 30.30.30.4 send-community extended
exit-address-family

1

address-family ipv4 vrf green
redistribute connected

no auto-summary

no synchronization
exit-address-family

1

address-family ipv4 vrf blue
redistribute connected

no auto-summary

no synchronization
exit-address-family

1

ip classless

ip route vrf blue 10.10.10.1 255.255.255.255 20.20.20.2

!--- Crarmuyeckmr MapmpyT y3ja ceTu IOjas OOeCHeYeHMs I'apaHTuy TOI'O0, YTO OymeT OTCYyTCTBOBATH
! -—- pexypcrBHasS MapHpyTU3aLMUI.

no ip http server
1

end

R4-PE

R4-PE# show running-config

[IocTpoeHre KOHQUI'ypaUuUuU. . .

no ip domain lookup

1

ip vrf blue

rd 1:1

route-target export 411:411
route-target export 311:311
1

ip vrf green

rd 2:2

route-target export 422:422
route-target export 322:322
1

ip cef

1

interface Ethernet0/0

ip address 30.30.30.4 255.255.255.0
tag-switching ip

1

interface Ethernetl/0

ip vrf forwarding green

ip address 100.100.100.4 255.255.255.0
1

interface Ethernet2/0

ip vrf forwarding blue

ip address 40.40.40.4 255.255.255.0
1

router bgp 1

no bgp default ipvé4-unicast

bgp log-neighbor-changes

neighbor 30.30.30.3 remote-as 1

1

address-family vpnvé

neighbor 30.30.30.3 activate

neighbor 30.30.30.3 send-community extended



exit-address-family

1

address-family ipv4 vrf green
redistribute connected

no auto-summary

no synchronization
exit-address-family

1

address-family ipv4 vrf blue
redistribute connected

no auto-summary

no synchronization
exit-address-family

1

ip classless

end

R1-CE (Tunnel Endpoint)

R1-CE# show running-config
[locTpoeHre KOHQUI'ypauuUu. . .

no ip domain lookup

1
ip cef

1

interface TunnelO

ip address 200.200.200.1 255.255.255.0
tunnel source Ethernet0/0

tunnel destination 20.20.20.3

!'-—— Jcrounmx TyHHENS M anpec Ha3HAYEeHMsS PAacCHOJIOKEHE B
!--— VRF BLUE gmns obecnedyeHms CpeAcTBa Hepenadyy HaHHBIX Oyisg ceTu VRE GREEN

1
interface Ethernet0/0

description Connection to R2-CE router
ip address 10.10.10.1 255.255.255.0

ip access-group 100 in

ip access-group 100 out

!--- I'pynma pocryna paspemaeT nepenaydy TOJBKO GRE-IAaKeTOB yepe:s
!--- cers R2-CE. OpgHako, ZnaHHBE ceTey R1-CE copmepxarTcs B
! --- GRE-nakerax.

1
!
ip classless

ip route 0.0.0.0 0.0.0.0 TunnelO
ip route 20.20.20.3 255.255.255.255 10.10.10.2

!l -—— Crarmueckwsi mMapmpyT y3ja ceTu njs obecrnedeHms IapaHTuy TOI'0, Y4TO OyneT OTCyTCTBOBATH
! -——- pekypcuBHasS MapHmpyTHU3aLMI.

no ip http server
1

access-list 100 permit gre host 10.10.10.1 host 20.20.20.3
access-1list 100 permit gre host 20.20.20.3 host 10.10.10.1

!I'-—— Mexny OKOHEUHBIMM TOYKAMM pas3pelanTCs TOJLKO GRE-NakKeTH.

|

end

R2-CE



R2-CE# show running-config

IIocTpoeHre KOHQUI'ypauuu. . .

no ip domain lookup

1

ip cef

1

interface Ethernet0/0

description Connection to R1-CE router
ip address 10.10.10.2 255.255.255.0

ip access-group 100 in

ip access-group 100 out
1

interface Ethernetl/0

ip address 20.20.20.2 255.255.255.0
1

ip classless

ip route 0.0.0.0 0.0.0.0 20.20.20.3

no ip http server
1

access-list 100 permit gre host 10.10.10.1 host 20.20.20.3
access-list 100 permit gre host 20.20.20.3 host 10.10.10.1

!l -—— Mexny OKOHEYHEIMM TOUKaMM pPas3peualnTcs TOJIBKO GRE-IaKeTHl.

end

RS5-CE

R5-CE# show running-config

[locTpoeHMe KOHQUI'ypauunu. . .

no ip domain lookup

interface Ethernet0/0

ip address 100.100.100.5 255.255.255.0
1

!

ip classless

ip route 0.0.0.0 0.0.0.0 100.100.100.4

no ip http server
1

end

R6-CE

R6-CE# show running-config

[locTpoeHre KOHQUI'ypauuu. . .

no ip domain lookup

|

interface Ethernet0/0

ip address 40.40.40.6 255.255.255.0
1

1

ip classless

ip route 0.0.0.0 0.0.0.0 40.40.40.4

no ip http server
1



end

IIposepka
B nanHOM pasnene coziepkaTcsi CBECHHsI O MPOBEPKE PabOThI KOH(UTYPALIUH.

Hexoropsie komanast show nmognepskuBatorcs cpeactsom Output Interpreter Tool (tonbko mus saperucTpupoBanHbIx nosb3oBateseii), YT0 MO3BOJISET
MPOCMAaTPUBATh PE3YNIBTATHI BEITOJIHEHHSI KOMaHABl show.

e show ip route, show ip route vrf — 3Ta KOMaHIa UCNIONIB3YETCSl HA OKOHEYHOM TOUYKE TYHHEIIS sl IPOBEPKU JOCTHKUMOCTH Ha3HAYECHUS
TyHHENS. DTO TapaHTHUPYeT JOCTIKIMOCT TYHHEIFHOTO HHTepdelica.

4 plng — 9Ta KOMaHJia UCIOJIb3YCTCS U3 OKOHCYHOT'O YCTPOﬁCTBa CE JJIA IPOBEPKU JOCTHIKUMOCTU TYHHCIIS U3 CE.

¢ show ip bgp vpnv4 all labels — sTa kOMaHaa ucnosb3yercs Ha ycTpoiictBax PE miis npocmorpa metok VPN, pacnipenenseMbIx ass
kaxxaoro npedukca yepe3 BGP-npoTtokon qpyrum ycrpoiicteam PE.

R3-PE# show ip route vrf blue 10.10.10.1

Routing entry for 10.10.10.1/32

Known via "static", distance 1, metric O
Routing Descriptor Blocks:

* 20.20.20.2

Route metric is 0, traffic share count is 1

R3-PE# show ip route vrf green

Routing Table: green

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

C 200.200.200.0/24 is directly connected, TunnelO
100.0.0.0/24 is subnetted, 1 subnets
B 100.100.100.0 [200/0] via 30.30.30.4, 01:11:45

R3-PE# show interfaces tunnel 0

TunnelO is up, line protocol is up

Hardware is Tunnel

Internet address is 200.200.200.3/24

MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 20.20.20.3 (Ethernet0/0), destination 10.10.10.1
Tunnel protocol/transport GRE/IP, key disabled, sequencing disabled
Tunnel TTL 255

Checksumming of packets disabled, fast tunneling enabled

Last input 00:44:05, output 00:26:16, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue: 0/0 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

105 packets input, 11964 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
83 packets output, 10292 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 output buffer failures, 0 output buffers swapped out

R3-PE# show ip bgp vpnv4 all labels



Network Next Hop In label/Out label
Route Distinguisher: 1:1 (blue)

20.20.20.0/24 0.0.0.0 16/aggregate (blue)
Route Distinguisher: 2:2 (green)

100.100.100.0/24 30.30.30.4 nolabel/16

200.200.200.0 0.0.0.0 17/aggregate (green)

R4-PE# show ip route vrf blue

Routing Table: blue

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

20.0.0.0/24 is subnetted, 1 subnets
B 20.20.20.0 [200/0] via 30.30.30.3, 01:14:05

R4-PE# show ip route vrf green

Routing Table: green

Codes: C - connected, S - static, R - RIP, M - mobile, B - BGP
D - EIGRP, EX - EIGRP external, O - OSPF, IA - OSPF inter area
N1 - OSPF NSSA external type 1, N2 - OSPF NSSA external type 2
E1 - OSPF external type 1, E2 - OSPF external type 2
i - IS-IS, su - IS-IS summary, L1 - IS-IS level-1, L2 - IS-IS level-2
ia - IS-IS inter area, * - candidate default, U - per-user static route
o - ODR, P - periodic downloaded static route

Gateway of last resort is not set

B 200.200.200.0/24 [200/0] via 30.30.30.3, 01:14:10
100.0.0.0/24 is subnetted, 1 subnets
C 100.100.100.0 is directly connected, Ethernetl/0

R1-CE# show ip route 20.20.20.3

Routing entry for 20.20.20.3/32

Known via "static", distance 1, metric 0
Routing Descriptor Blocks:

* 10.10.10.2

Route metric is 0, traffic share count is 1

R1-CE# show interfaces tunnel 0

TunnelO is up, line protocol is up

Hardware is Tunnel

Internet address is 200.200.200.1/24

MTU 1514 bytes, BW 9 Kbit, DLY 500000 usec,

reliability 255/255, txload 1/255, rxload 1/255

Encapsulation TUNNEL, loopback not set

Keepalive not set

Tunnel source 10.10.10.1 (Ethernet0/0), destination 20.20.20.3
Tunnel protocol/transport GRE/IP, key disabled, sequencing disabled
Tunnel TTL 255

Checksumming of packets disabled, fast tunneling enabled

Last input 00:26:57, output 00:26:57, output hang never

Last clearing of "show interface" counters never

Input queue: 0/75/0/0 (size/max/drops/flushes); Total output drops: 0
Queueing strategy: fifo

Output queue: 0/0 (size/max)

5 minute input rate 0 bits/sec, 0 packets/sec

5 minute output rate 0 bits/sec, 0 packets/sec

83 packets input, 10292 bytes, 0 no buffer

Received 0 broadcasts, 0 runts, 0 giants, 0 throttles

0 input errors, 0 CRC, 0 frame, 0 overrun, 0 ignored, 0 abort
106 packets output, 12088 bytes, 0 underruns

0 output errors, 0 collisions, 0 interface resets

0 output buffer failures, 0 output buffers swapped out

R5-CE# ping 200.200.200.1

Type escape sequence to abort.
Sending 5, 100-byte ICMP Echos to 200.200.200.1, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 40/54/80 ms

R5-CE# ping 200.200.200.3

Type escape sequence to abort.



Sending 5, 100-byte ICMP Echos to 200.200.200.3, timeout is 2 seconds:

Success rate is 100 percent (5/5), round-trip min/avg/max = 20/36/72 ms

Ycerpanenue HenoJIaA0K

Jlns 9T0# KOHGUTYpaIuy OTCYTCTBYIOT CBEICHUS 00 YCTPAaHEHUH HEMOTAI0K.

IosicHenust

Hxecnenyromme mpeaynpexIeHust OTHOCSTCS K HACTPOIKe 3ToH GpyHKIUH. [y moncka CBeeHHH 00 OMMMOKaxX MOXHO HCIOIB30BATH CPEACTBO
Bug Toolkit (TOJ‘ILKO JUIS 3aPETUCTPUPOBAHHBIX HOJILSOBaTeJ]eI‘/'I).

o CSCea81266 (tomsko mist 3apeructpupoanmex noms3osateneii) — ycTpaHuMo (R) GRE — Ilocie BeinosiHeHus: komausl clear ip route *
npeKpaniaercs nepegada Tpaguka.

e CSCea81266 (ronbko s 3aperucTpupoBanubIx Monbosateneiit) — ycTpaHuMo (R) Heynaercst ycraHOBUTH cBsi3b ¢ [P-agpecom nokanbpHOTO
unrepdetica GRE-tynnens.

e CSCdx57718 (tonsko ans 3apeructpupoBanHbIx nosssosareneit) — ycrpaaumo (R) Ilponcxoant mortepst [P-naxera B GRE-rynnene, korna CEF
OTKJIIOUEH Ha HCXOAsIeM uHTepderice.

I[OHO.]'IHHTCJILHLIQ CBCACHUA

e Crpanuna noaaep:xkku texnosoruu MPLS
e TexHuueckasi noAaep:KKa U JoKyMeHTauusi — cucremsbl Cisco
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