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Oo0mme cBeaeHus

B sTom JAOKYMCHTC COACPIKKUTCA OIMMCAHNC 3HAYKOB U YCIIOBHBIX 0003HaYEHUI JUJIL BBIICIICHUA TEKCTAa U KOMaH/I.

IIpenBapurenbHble YCJI0BUS

TpedoBanust

Jlnst TaHHOTO IOKYMEHTa HET 0COOBIX TPEOOBAHHIA.

Hcnosb3yeMbie KOMIIOHEHTbBI

JlaHHBIH TOKYMEHT HEe OTpaHUYEH OTACIbHBIMH BEPCHSIMH MPOTPAMMHOTO U alapaTHOTO 00eCeYeHusI.
YcaoBHbIE 0003HAYEHHS

I[J'IH JaHHOT'O IOKYMEHTA HET 0COOBIX YCJIOBHBIX 0003HaYCHHUH.

OO01me yc/I0BHbIE 0003HAYECHMS

Texkcr
° HOJ’Iy)KPlpHI)IM lllpl/l(l)TOM BBIACIAIOTCA DJICMCHTHI, KOTOpI)Ie T10JIB30BATECIIb JOJIKCH BBOAUTH NN BI)I6I/IpaTI>, Haan/IMep KOMaH/JbI MECHIO,
KHOIIKM U KOMAaH/bI.
e KypcuBoM noKa3aHO BBIICIECHUE.

¢ VYrioBble CKOOKH (>) 0003HAYAIOT MOPSI0K BEIOOPA OMINI MEHIO B TpaduyeckoM nutepdeiice momap3oparens (GUI), nanpumep File >
Print.



¢ Brixogubie gaHHbie yeTporcTB Cisco 0TOOpaXKarTCs APYruM mprudToM, HapuMep:

3524x1# show running-config
Building configuration...

Current configuration:

!

version 12.0

no service pad

service timestamps debug uptime
service timestamps log uptime
no service password-encryption

!
e CooOmieHus 00 OMMOKaX TaKkKe 0TOOpaXArOTCs IPYTUM MIPUPTOM, HAPUMED:

MapurpytusaTop, TOBTOPHO 3aIyIIEHHBIH ¢ MoMOIbI0 KoMaHAas! reload, BergaeT coobmenne CucremMa nepemsyia B pexuM ROM B
pesysbTarTe nepesarpy3Ku , a MapOIpyTH3aTOP, TOBTOPHO 3AITyIICHHBIH C TOMOIIBIO IUKIIA BEIKIIOUCHNUS/BKITIOYCHHS, BEIIACT
coolmieHue CrcremMa rnepeumsia B pexuMm ROM MHocjie BKJIOUEHUS B CEThb.

O0pa3bl

* A Buumanue: BuuManue o3Hadaet YUTaTrcJib, 6y,Z[B OCTOPO?KCH. B Takoit CUTyallU MOXKCT OBITH CIIEIaHO 4YTO-TO, YTO MOTJIO
IPUBECTU K NOBPEIKIACHUTIO O60pyZ[0BaHI/IH HJIK TOTEPE AaHHBIX.

o él Hpenynpexnenue: IlpenynpexaeHue o3HadaeT onacHocTs. CIIOXKUBIIASCA CUTyalusl MOKET IIPUBECTU K TpaBMaM. [Ipexne uem
HauMHATh paboTy ¢ 000pyAOBaHHEM, HEOOXOIMMO 03HAKOMHTHCS C BO3MOXKHBIMHU OMACHOCTSIMH, CBSI3aHHBIMH C HCIIOJIb30BaHUEM
9JIEKTPOCXEM, U CTAaHJAPTHBIMH MepaMU IpeAyNPEeKICHUS HECUACTHBIX ciay4aeB. /it mpocMoTpa mepeBoia NpeaynpeskaeHus nepeianTe
k nokymeHTy CoorBercTBus 1 6e3omacHocTh (Regulatory Compliance and Safety), koTopblii mocTaBseTCsi BMECTE C YCTPOHCTBOM.

BbIxoj o3HayaeT, 4To BBl mokupaete web-caiit Cisco. ITOT 3HAYOK MOSBIISIECTCS TPH OTKPBHITHUA WEb-CTPAHHIIBI, HE SBJISIONICHCS YaCThIO
cuctembl Cisco; B Takux cirydasx kommanus Cisco He HECeT OTBETCTBEHHOCTH 3a cojiepkanue web-crpanuil. CChUIKH Ha BHEIIHUE IS
Cisco.com web-calfTeI OTKPBIBAIOTCS B OTIEIFHOM OKHE Opay3epa.

Komanabl nporpammuoro odoecneuenus Cisco IOS/CatOS

B pykoBozcTBe 10 KoManaam s komans Cisco I0S® u CatOS nenons3yioTes Takke Clieaylomue 0603uadenns. JUis momydenms
JonoHUTENbHON nHpopManuu o npuHATHIX B Cisco IOS obo3naueHusx oopatutech k pazaeny O mokymenranuu [10 Cisco 10S.

¢ BeprukansHas uepTa (| ) OTAENACT anbTepPHATUBHBIC, B3aUMOHCKIIIOYatoIue mapamerpsl. [Ipumep. req-qos {best-effort | controlled-load
| guaranteed-delay}

¢ B kBagpaTHbIX ckoOKkax ([ |) comepikarcst HeoOs3aTenbHbIe dNieMeHThI. [Ipumep. [no] ip route-cache [cbus]

e Ourypnbie ckoOKH ({ }) 03HAYAIOT HEOOXOTUMOCTE BBIOOpA. [IprmMep. access-list number [ {permit | deny} ]

¢ Ourypnsle ckOOKH BHYTpH KBaapaTHBIX ([ { }]) 03Ha4ualoT He0OOXOAUMOCTH BEIOOpa MEXIY HEOOS3aTeIbHBIMU dJIEMEHTAMHU.

¢ VriioBEIe CKOOKH (< >) ITOKA3bIBAIOT APaMETPHI B KOHTEKCTE, He JOIYCKAIOMIeM KypCHBa, a TaKKe CHMBOJIBHBIE CTPOKH, KOTOPBIE BBOJUT
TI0JTE30BATENh U KOTOPBIC HE 0TOOpaXKaroTCs Ha IKpaHe (HarpuMep, mapoib).

e Iloay:kupHblii IIPpU@T 03HAYaET KOMAH/bI U KIIOUEBBIE CIIOBA.

L4 KprHBOM BBIZCJICHBI ITOJIB30BATCIIBCKHUE NIEPEMECHHBIC.

IIpumepsl KOHUTYypauuu



B npumepax koH(GUTYpaIuy UCIIOIB3YIOTCS 0000IIEHHbIE IMEHA MapIIPyTH3aTOPOB, IMEHA XOCTOB, MMEHA T0JIb30BaTeseH, naposu u IP-
anpeca. OHU TOJDKHBI OBITH 3aMENICHBI UMEHAMH, TIAPOJISIMU M aIpecaMi, COOTBETCTBYIOIIUMH Balllei KOMITAHUH.

Buumanue: He UCTIONB3YHTE B KaUeCTBE 3HAYCHUS MMapaMeTPOB COUETaHMs username cisco wim password cisco . Viconb3oBanne B kKadyecTBe
TapoJIsl UM UMEHH TI0JIb30BATENs CJIOBa "'cisco”, a TakxKe Jr000ro APYroro MpoCTOro Mapois SBISETCS YIpo30H it 6€30IacHOCTH.

¢ lImena mapupytuzaTopoB: MapuipytuzatopX, nasX U Tak jaajee.

¢ Howmepa Tenedona: 555nnnn

e [P-anpeca: IP-agpeca cCOOTBETCTBYIOT IPOTOKOILY OIpeAeneHus afapecoB yacTHoi cetu RFC 1918 .

Tpu 610ka IP-anpecos peseprupytorcss Komuterom mo ¢ poseiM anpecam B MatepreTe (IANA) w1 yacTHBIX moncerei MHTepHETA!

o 10.0.0.0 - 10.255.255.255 (10/8 prefix)
o 172.16.0.0 - 172.31.255.255 (172.16/12 prefix)
o 192.168.0.0 - 192.168.255.255 (192.168/16 prefix)

B nmpuMepax KOH(l)I/IpraI_II/II/I 9acCTO MPUBOAATCA KOMMECHTapHH. KOMMCHTapI/II/I BBIACJISIOTCA KYPCUBOM U CHHHUM LBETOM. Oun

HPEJOCTABIAIOT AOMOJHUTEIbHYIO HHPOPMALHIO 00 UCTIONB3yeMbIX KOMaH/IaX U BBIXOJHBIX JaHHBIX KOH(HUTyparuu. KomMmenTapuu
KOH(UTYPAaIMH BBITVIIAAT CICAYIOIM 00pa3oM:

!'-—- Onpemenmre comepxarenbHER! Tpadgmux IPSec.

!-—- K sTo03i CcTpoke oTHOCHMTCS Tpadpux B cermeHrte LAN 3a nBymMs PIX.

!I--- K He’t Takxe oTHOCMTCs Tpagux SNMP/syslog Mmexny cepBepoM SNMP/syslog
!-—— u ceTeBEMM yCcTpoMCcTBaMm, PAaCIOJOXEHHEIMM B cerMeHTe Ethernet za PIX 515.

access-list 101 permit ip 172.18.124.0 255.255.255.0 10.99.99.0 255.255.255.0

JlonosiHUTE/IbHBIE CBEICHUS
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