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JlonoJIHUTeIbHBIE CBEICHUS

BBenenue

B 1aHHOM TOKYMEHTE COICPIKATCS UACH U MPEATIOKEHHUS 110 YCTPAHCHHUIO HEHCIIPABHOCTEH MPH UCIIOIBb30BAHMH MOIYJISI aIalITHBHON 3aIUTHI
(ASA) cepun Cisco ASA 5500 u ycrpotictsa 3amutsl cepun Cisco PIX 500. Koria npuioxeHus Wi CeTeBbIe HCTOYHUKH HE pabOTaIOT HITH
HEIOCTYIHBI, HanboJiee BEPOSTHON NMPUYHHOM cOos siBisitoTcst OpanaMayaspsl (PIX wmn ASA). Ipu momonu tectupoBanus ASA win PIX
AJIMHHUCTPATOP MOXKET ONPENEIHUTS, siBisiercs 1u ASA/PIX npr4nHOi mpoOieMsl.

Cwm. paznen PIX/ASA: YcraHoBIIeHNE TOAKITIOUSHNS W YCTpaHEHHE HETIOIAI0K MOKIIIOYEHHS depe3 yCTpoHCcTBO 3amuThl Cisco Ui MOTydeHHs
JIOTIONHUTENFHON HHopManuu 00 uaTepderice A yCTpaHeHHUs HEMONAI0K YCTPOUCTB 3amuThl Cisco.

IIpumeuanue: B nannom noxymente paccmarpuBaercss ASA u PIX. TTocne ycrpanenust Henonanok Ha ASA mmu PIX MoxxeT noTpe6oBaThCs
JIOTIOJIHUTENIFHOE YCTPaHEHNE HEeTIONa 0K Ha IPYTUX YCTPOUCTBAX (MapIIpyTU3aTOPBI, KOMMYTAaTOPHI, CEPBEpPHI U T.1.). B 1aHHOM 1OKyMeHTe
paccmarpuBaetcs ASA u PIX.

IIpeanBapuresbHbIE YCJIOBUS

TpeboBanus

Jlst JTaHHOTO IOKYMEHTa HeT 0COOBIX TpeOOBaHH.

Hcnosb3yeMbie KOMIIOHEHTbI

CaezieHus, cofepKammecs B JaHHOM JJOKyMeHTe, ocHOBaHBI Ha Cisco ASA 5510 ¢ OC

Jlanuble A1t JOKYMEHTa ObLIH IIOYYEHBI B CIIEIHAIBHO CO3MAHHbBIX JIADOPATOPHBIX yCIoBusaX. [Ipu HanucaHuK JaHHOTO TOKyMEHTa
HCIIOJIb30BAJIUCH TOJIBKO YCTPOMCTBA C MyCTOH (cTaHAapTHOM) KoHpurypauueii. Eciu Bamia ceth paboTaeT B peabHbIX YCIOBUSX, YOSAUTECH,
YTO BBl [IOHUMAETE MOTCHIUAIBHOE BO3ACHCTBIE KaXKI01 KOMAH/IBL.

ConyTcTBYIOIIME MPOAYKTHI



DTOT AOKYMEHT MOXKET TaK)Ke HCIONb30BaThCs CO CIAEIYIOUIMMU BEPCHAMHU 000pyI0BaHUS U IPOTPAMMHOI0 00eCTIeUeHus

e OCPIX 6.3
e OCASAuPIX7.0u7.1

¢ Firewall Services Module (FWSM) 2.2, 2.3 u 3.1

HpnMeanne: Onpe;[eneHHLIe KOMAaH/IbI U CHHTAKCHUC MO]"yT N3MCHATHCA B 3aBUCUMOCTH OT BepCI/II/I HpOFpaMMHOFO O6eCHe‘IeHI/I${.
Yci10BHBIE 0003HAYECHHUS

Bouee mopoOHy0 HHPOpMAIIHIO O TPUMEHSIEMBIX B IOKyMeHTe 0003HaueHusx cM. B TokyMeHTe Cisco Technical Tips Conventions (Y cnoBHbIe
0003HaYCHHUS, ICTIONB3yeMbIe B TEXHIUECKOH fokyMeHTarmu Cisco).

Oo0mme cBeaeHus

B npumepax cuantaercs, uro ASA wm PIX ycranosnensl. Hactpoiika ASA/PIX MoxkeT OBITE OTHOCHTENBHO NMPOCTOH (TONIBKO 50 CTpok
KOH(UTYPAIIH) WIH CIOKHOH (COTHH I THICSIH CTPOK KOH(pHUTyparwn). [Tons30BaTeny (KIMEHTHI) WK CePBEPHI MOTYT OBITH B O€30IIaCHOM
ceT (BHyTpH) Wi B HeGe3omacHoi cetn (DMZ unu cHapyxw).

172.22.1.0/24 192.168.1.0/24
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Internet Host
192.168.1.50

Cisco Router —1
1722211

ASABS10

ASA 3amyckaetcs B JTaHHOU KoH(purypamuu. JlanHas KOHPUTypaus urpaet poJib dTaJIOHHOM.

HauyanbHas kongurypamus ASA

ciscoasa#show running-config
Saved

ASA Version 7.2(1)

1

hostname ciscoasa

enable password 8Ry2YjIyt7RRXU24 encrypted
names

!

interface Ethernet0/0

nameif outside

security-level 0

ip address 172.22.1.160 255.255.255.0
1

interface Ethernet0/1

nameif inside

security-level 100

ip address 192.168.1.1 255.255.255.0
1

interface Ethernet0/2

nameif dmz

security-level 50

ip address 10.1.1.1 255.255.255.0
1

interface Management0/0

shutdown

no nameif



no security-level
no ip address
1
passwd 2KFQnbNIdI.2KYOU encrypted
ftp mode passive
access-list outside acl extended permit tcp any host 172.22.1.254 eg www
access-list inside acl extended permit icmp 192.168.1.0 255.255.255.0 any
access-list inside_acl extended permit tcp 192.168.1.0 255.255.255.0 any eq www
access-list inside acl extended permit tcp 192.168.1.0 255.255.255.0 any eq telnet
pager lines 24
mtu outside 1500
mtu inside 1500
mtu dmz 1500
no asdm history enable
arp timeout 14400
global (outside) 1 172.22.1.253
nat (inside) 1 192.168.1.0 255.255.255.0
static (inside,outside) 192.168.1.100 172.22.1.254 netmask 255.255.255.255
access-group outside acl in interface outside
access-group inside acl in interface inside
timeout xlate 3:00:00
timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
timeout sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
timeout sip 0:30:00 sip media 0:02:00 sip-invite 0:03:00 sip-disconnect 0:02:00
timeout uauth 0:05:00 absolute
no snmp-server location
no snmp-server contact
snmp-server enable traps snmp authentication linkup linkdown coldstart
telnet timeout 5
ssh timeout 5
console timeout 0O
1
class-map inspection default
match default-inspection-traffic
1
!
policy-map type inspect dns preset dns map
parameters
message-length maximum 512
policy-map global policy
class inspection_default
inspect dns preset_dns_map
inspect ftp
inspect h323 h225
inspect h323 ras
inspect netbios
inspect rsh
inspect rtsp
inspect skinny
inspect esmtp
inspect sglnet
inspect sunrpc
inspect tftp
inspect sip
inspect xdmcp
1
service-policy global policy global
prompt hostname context
Cryptochecksum:d41d8cd98£00b204e9800998ecf8427e
: end

IIpodsema

IMonb3oBarens obpamaercs B UT-otnen u coobmmaer, uto npuinoxenue X Oonbine He padoTaeT. MIHIMAEHT HanpaBisieTcst a AIMHUHUCTPATOPY
ASA/PIX. AnMUHHCTpaTOp UMEET HeJJOCTATOYHO 3HAHHUH O TAHHOM KOHKpeTHOM nprinoxeHud. [Tpu momormn ASA/PIX agmuHUCTpaTOp
BBIICHSCT, KaKHe IMTOPTHI ¥ MIPOTOKOIIBI HCIIONB3YeT NPIIIOKEHHE X, a TaKXKe, YTO MOXKET ABJIATHCS MPUINHOM MPOOIEMBL.

Pemenne
AnmuaucTpaTopy ASA/PIX TpebyeTcs HOIyYHTh OT IOJIB30BATENSI Kak MOXKHO OO0JIbIIe CBeCHM. [10e3HbIe CBeICHNS BKITFOYAOT:

¢ Ucxonusrit [P-anpec—OOBIYHO 3TO paboyasi CTaHIUS WM KOMITBIOTED TIOIb30BaTEeIIs.



i IP-az[pec HaSHaquHﬂ—IP-az[pec CCPBEPpaA, K KOTOPOMY MNBITACTCA MOAKIKOYHUTHCA ITOJIB30BATCIIb UJIW ITPUIIOKCHHC.

e [IopThl U IPOTOKOJIBI, UCIIOJIb3YEMbIE IPUIOKEHUEM

YacTo ynayeit MOXHO CUHTATh, €CIIH aAMUHUCTPATOPY YAACTCS MOTYIUTh OTBET Ha XOTS OBl OMH M3 dTHX Bompocos. Hampumep,
aJIMUHHCTPATOPY HE YIaJIOCh MOJyYUTh HUKakuX cBefeHuil. [IpocMoTp coobuienuii cuctremuoro xxypaaia ASA/PIX siBrsieTcs OTINYHBIM
peleHreM, HO aAIMUHUCTPATOPY TPYAHO OOHAPYKHUTH IPOOIJIEMY, €CIIM OH HE 3HAET, YTO €My UCKaTh.

Ilar 1 — Onpenenenne IP-agpeca nonb3oBarens

Cy1iecTByeT MHOXKECTBO crioco0oB omnpenaerneHus [P-anpeca nonb3oBarens. JJanubiil fokymeHT otHocuTcst K ASA u PIX, mosTomy B naHHOM
npumepe ucronbzyercst ASA u PIX ms onpenenenus IP-anpeca.

IMone3oBarens meITaeTes cBA3aTbes ¢ ASA/PIX. JlanHast cBsI3b MOKET ocymecTBIATECS 1o mpotokoiry ICMP, Telnet, SSH wmu HTTP.
BpIOpaHHbII TPOTOKOI TOJKEH HMETh OTPaHHUCHHYIO akTUBHOCTh HAa ASA/PIX. B manHOM nipuMepe MmoJIb30BaTelb BBHITIONHSAET MPOBEPKY CBSA3U
¢ BHYTpeHHUM HHTepdeticom ASA.

AIMUHUCTPATOPY TPeOYyeTCs YCTAHOBUTH OJUH MM HECKOJIBKO M3 CICAYIOIINX MapaMeTPOB, a 3aTeM MPUHSATH 3a[pOC MMOJIb30BATEIS Ha
BHyTpeHHeM uHTepdeiice ASA.

¢ CucTeMHBIIi JKypHAJI

Y6enurecs, 4To BeACHUE KypHaNa BKIIOYeHO. JloIKeH ObITh YCTaHOBIIEH YPOBEHb BeleHUs xypHana debug. XXypnan moxer
OTIPABIISITECS B HECKOJILKO MeCT. B nanHOM mpuMepe ucrnoinbiyetcs 0ydep xypHana ASA. B paboueii cpenie MOXeT moTpedoBaThCs
BHEILIHUU CepBeP KypHaJa.

ciscoasa(config) #logging enable
ciscoasa (config) #logging buffered debugging

IMTonb30BaTens MPOBEPSET CBSI3b C BHYTPpeHHNM HHTepdeticom ASA (ping 192.168.1.1). OToOpaxkaioTcs clIeayronye BEIXOIHbIC JaHHBIC.

ciscoasa#show logging
!I-—— Output is suppressed.

$ASA-6-302020: Built ICMP connection for faddr 192.168.1.50/512
gaddr 192.168.1.1/0 laddr 192.168.1.1/0

$ASA-6-302021: Teardown ICMP connection for faddr 192.168.1.50/512
gaddr 192.168.1.1/0 laddr 192.168.1.1/0

!-—- The user IP address is 192.168.1.50.

o dynknus 3axpara ASA

AIMUHHCTpATOPY HEOOXOIMMO CO3/aTh CIIMCOK JAOCTYIA, KOTOPHIi onpeenseT, kakoil Tpaguk ASA tpeOyercs 3axBaThIBaTh. Ilocie
CO3JIAHUS CIIMCKA JOCTyNa KOMaH/a capture ICHIONb3yeT CHICOK JOCTYyIa U MPUMEHSET ero K HHTepdeicy.

ciscoasa(config) #access-list inside_test permit icmp any host 192.168.1.1
ciscoasa(config) #capture inside_interface access-list inside_test interface inside

ITonp30BaTeNh MPOBEPSIET CBSA3b C BHYTPeHHUM HHTEepdericoM ASA (ping 192.168.1.1). OToOpaxkaroTcst CIEAYIOIINE BRIXOIHBIE TAaHHBIC.

ciscoasa#show capture inside_ interface
1: 13:04:06.284897 192.168.1.50 > 192.168.1.1: icmp: echo request
!'--- The user IP address is 192.168.1.50.

Ipumeuanue: /st 3arpy3ku ¢aiina 3axBara B CUCTEMY, TaKylo Kak ethereal, MOXKHO HCIIOIB30BaTh CIIEAYIONIHHI CIIOCO0.



!--- Open an Internet Explorer and browse with this https link format:

https://[<pix_ip>/<asa_ip>]/capture/<capture name>/pcap

e Oraaaka

Komanzaa debug icmp trace ucnons3yercs amst 3axsara ICMP-tpaduka nonb3oBaress.

ciscoasa#debug icmp trace

IMonb3oBaTens MpOBEPSET CBI3b C BHYTpeHHUM HHTepdeticom ASA (ping 192.168.1.1). Ha koHCOMNM 0TOOpakaroTcs CIeAyIONIHe
BBIXO/IHBIE JAHHbIE.

ciscoasa#
!-—- Output is suppressed.

ICMP echo request from 192.168.1.50 to 192.168.1.1 ID=512 seqg=5120 len=32
ICMP echo reply from 192.168.1.1 to 192.168.1.50 ID=512 seg=5120 len=32
!-—- The user IP address is 192.168.1.50.

Jnst otknroueHus: debug icmp tracencnonb3yiite oJlHy U3 TUX KOMaH/I:

o no debug icmp trace
o undebug icmp trace

o undebug all, Undebug allunu un all

Kaxxnprit 13 3TUX BapuaHTOB IOMOTAaeT aIMUHHUCTPATOPY ONpeAeNnuTh ncxoaubiil [IP-anpec. B nannom npumepe ucxonunsiii [P-agpec
nonb3oBatesss — 192.168.1.50. AAMHUHHACTPATOP TOTOB y3HATh OOJIBIIIE O MPHIIOKEHUN X U ONPENEITUTh TPUIHHY TPOOIEMBI.

Ilar 2 — Onpexnenenne NPUYMHBI POOIEMBbI

Bbraronaps uapopmanun, mony4eHnoi Ha Illare 1 JaHHOrO JOKYMEHTa aIMHHHCTPATOP 3HACT HCTOYHHK CEaHCa IPHIOKEHU X.
AJIMHHHUCTPATOP TOTOB Y3HATH OOJBIIIE O MPUIOKCHUH X U HAYaTh IIOMCK NPHYHUHBI TPOOIIEMBI.

Anmvunncrpatopy ASA/PIX Heo0xoaumo moarotoBuTh ASA IS IPOBEPKH OJJHOTO M3 MEPEUHCIEHHBIX Mpeanonoxkenuid. Korma
aJIMUHHCTPATOpP FOTOB, I10JIb30BATENb 3aIlyCKacT NpUIoKeHHe X U OrpaHUYMBAET JPYTYIO AEATEIbHOCTD, IIOCKOIbKY JOIOIHUTEIbHbIE NEHCTBUS
MOJTB30BATENs MOTYT BBECTH B 3a0iyx/eHne aaMHHEACTpaTopa ASA/PIX.

o Ha6uronaiite 3a co00IIEHUSIMH CHCTEMHOT0 ;KypHaJia.

Haiinure ncxonusiii IP-anpec nons3zoBatens, onpenenennsiid Ha llare 1. [Tonp3oBarens 3amyckaeT npuwiokenue X. Aqmuauctparop ASA
BBINOJNHAET KoMaHay show logging u mpocMaTpuBaeT BEIXOJHBIE JAHHBIE.

ciscoasa#show logging
!-—- Output is suppressed.

$ASA-7-609001: Built local-host inside:192.168.1.50

$ASA-6-305011: Built dynamic TCP translation from inside:192.168.1.50/1107
to outside:172.22.1.254/1025

$ASA-6-302013: Built outbound TCP connection 90 for outside:172.22.1.1/80
(172.22.1.1/80) to inside:192.168.1.50/1107 (172.22.1.254/1025)

JKypHan mokassiBaet, uto IP-aapecom HazHaueHus siBisietcs 172.22.1.1, ucnons3yercst mpotokoa TCP, mopt naznauenuss — HTTP/80, a
TpaduK OTHpaBIIETCS Ha BHEIIHUHA HHTEpdeiic.



e U3menuTe GPUIBTPHI 3aXBaTa.

Komanna access-list inside_test ncronp3oBanack paHee 1 UCIOJIB3YETCS 3/1€Ch.

ciscoasa(config) #access-list inside test permit ip host 192.168.1.50 any
!-—— This ACL line captures all traffic from 192.168.1.50

!-—- that goes to or through the ASA.

ciscoasa(config) #access-list inside test permit ip any host 192.168.1.50 any
!--- This ACL line captures all traffic that leaves
!-—- the ASA and goes to 192.168.1.50.

ciscoasa(config) #no access-list inside_ test permit icmp any host 192.168.1.1
ciscoasa(config) #clear capture inside_ interface

!--- Clears the previously logged data.

!--- The no capture inside interface removes/deletes the capture.

INonb3oBaTens 3amyckaer npunoxenue X. 3areM agMuHUCTpaTop ASA BeinonHseT koManny show capture inside_interface u
IIPOCMAaTPUBAET BBIXOAHBIC IaHHBIE.

ciscoasa(config) #show capture inside interface
15:59:42.749152 192.168.1.50.1107

1
S
2
S
3
S

3820777746:3820777746 (0)

win 65535

15:59:45.659145 192.168.1.50.1107

3820777746:3820777746 (0)

win 65535

15:59:51.668742 192.168.1.50.1107

3820777746:3820777746(0)

win 65535

> 172.22.1.1.80:
<mss 1460,nop,nop, sackOK>
> 172.22.1.1.80:
<mss 1460, nop, nop, sackOK>
> 172.22.1.1.80:
<mss 1460, nop, nop, sackOK>

3axBaTEIBaCMBII Tpa(bm( NpeaOCTaBIACT aAMUHUCTPATOPY HEMHOT'O TTOJIC3HOM I/IH(I)OpMaI_[I/II/IS

o Anpec HazHaueHus—172.22.1.1

o Homep nopra—=_80/http

o IIporokon—TCP (o6parure BHIMaHMe Ha hirar "'S" wtu syn)

Kpome Toro, agMHHHCTPATOP TaKXkKe 3HACT, YTO Tpadh¥UK JaHHBIX NMPIIOKEHUS X He JocTuract ASA.

Ecnu BbIxoaHble JaHHbIE OBIIM BEIXOJHBIMU AaHHBIMH KoMaHAbl show capture inside_interface , Tpadguk npunoxxenus 1160 He
nocturaer ASA, mubo GuibTp 3axBaTa He ObUT HACTPOCH IS 3aXBaTa Tpaduka:

ciscoasa#show capture inside_interface
0 packet captured
0 packet shown

B sTOM cityuae aAMHHHCTPATOPY CiIEAYET IPOBEPUTH KOMITBIOTED IOJIb30BATENS M BCE MapLIPYTU3aTOPhI M JPYTUE CETEBBIC YCTPOUCTBA
Ha ITyTU MEXy KOMIIBIOTEPOM I0JIb30BaTess u ASA.

Ipumeuanue: Korna tpaduk nocrymnaer Ha uHTepdeiic, komaHaa capture 3anuchbiBaeT JaHHbIC, IEPE TeM, KaK KaKkas-T100 MOJUTHKA
6e3omacHoctu ASA npoananusupyet tpaduk. Hanpumep, CIUCOK JOCTyma OTKIIOHSIET BeCh BXOASIIUHI Tpaduk Ha untepderice. Komanaa
capture Bce paBHO OyzeT 3anuceiBaTh Tpaduk. [TomuTrka 6e3omacHoCcTH ASA 3aTeM OyZeT aHAIU3UPOBAaTh TpahHK.

e Oraaaka

AI[MI/IHI/ICTpaTOp HC 3HAKOM C IIPHUJIOKCHUEM X, 1 [IO2TOMY HE 3HACT, KAKHC CJ'[y)K6BI OTJIAAKU CJIICAYCT BKIIIOYUTH, YTOOBI HCCICA0BAaTh
TPUJIOKEHUEC X. OTHa}IKa MOXKET OKa3aTbCs Hqu)(I)eKTI/IBHBIM CPE€ACTBOM YCTPAaHCHU HENOJIAI0OK HA JTaHHOM JTarle.

IMTpu momommu nomyderno# Ha [llare 2 nHpopMary aqMuHECTpaTOp ASA TIOITYyYHI HEMHOTO IIeHHOH HH(pOpMaIy. AJAMIHACTPATOP 3HALT, YTO
Tpaduk nocTynaer Ha BHyTpeHHHH nHTepdeiic ASA, 3HaeT ncxoansiii [P-aapec, [P-anpec Ha3HaAUEHNS U HCIIOIB3YEMYIO TIPHIIOKEHHEM X
ciryx0y (TCP/80). W3 cucteMHOro0 XKypHaia aIMHHICTPATOP TAKKe 3HAET, UTO CBS3b ObLIa N3HAYATIBHO pa3pellcHa.

IITar 3 — IIpoBepka U MOHUTOPHMHT TpaduKa NPHI0KEHUS



AnvunncTpatop ASA X09eT IPOBEPUTH, UYTO TpaduK NprIoxkeHus X nokumaeT ASA, a Takke OHAOIIONATh 32 OTBETHBIM TPA(HUKOM OT
cepBepa MpUIIoKeHus X.

o Hab6uronaiite 3a co00IIEHUSIMH CHCTEMHOT0 ;KypHaJia.

Ot¢msTpyiiTe COOOIIEHNS CHCTEMHOTO XypHasa 1o ucxoxuHomy [P-aapecy (192.168.1.50) wn IP-anpecy Hasnawenns (172.22.1.1). B
KOMaHHOM CTpoKe KOMaHa QIIBTPAIIH COOOIIEHHI CHCTEMHOT0 XKypHasa BRI uT kKak show logging | include 192.168.1.50 nmu
show logging | include 172.22.1.1. B narroM npumepe komanga show logging ncrons3yercs 6e3 punpTpanun. Berxomansre fanHbIE
MOAABIIAIOTCSA, YTOOBI YIIPOCTUTD YTECHUE.

ciscoasa#show logging
!-—— Output is suppressed.

$ASA-7-609001: Built local-host inside:192.168.1.50

$ASA-7-609001: Built local-host outside:172.22.1.1

$ASA-6-305011: Built dynamic TCP translation from inside:192.168.1.50/1107
to outside:172.22.1.254/1025

$ASA-6-302013: Built outbound TCP connection 90 for outside:172.22.1.1/80
(172.22.1.1/80) to inside:192.168.1.50/1107 (172.22.1.254/1025)
$ASA-6-302014: Teardown TCP connection 90 for outside:172.22.1.1/80

to inside:192.168.1.50/1107 duration 0:00:30 bytes 0 SYN Timeout
$ASA-7-609002: Teardown local-host outside:172.22.1.1 duration 0:00:30
$ASA-6-305012: Teardown dynamic TCP translation from inside:192.168.1.50/1107
to outside:172.22.1.254/1025 duration 0:01:00

$ASA-7-609002: Teardown local-host inside:192.168.1.50 duration 0:01:00

Coo01eH s CHCTEMHOTO JKypHaJla YKa3bIBalOT Ha TO, YTO MOJIKIIOUEHHEe ObITO 3aKPHITO M3-3a TaliM-ayTa cuHxpoHuzamu (SYN). 310
TOBOPHT aIMHUHHUCTPATOPY O TOM, YTO OTBETHI CEpPBEpa NPUIIOKEeHHUS X He ObLIH moy4deHbl ASA. OKOHYaHUS COOOIICHUS CUCTEMHOTO
JKypHasia MoryT u3MeHsAThcs. CM. pazzien ASA CucreMHbie COOOLICHHS IS TTOTyUEHHS IOTIOJTHUTENBHBIX CBEJACHUN O COOOIICHHSIX
CHCTEMHOT0 )KypHaJa.

e Co3spaiiTe HOBBIH (uIbLTP 3axBaTAa.

U3 panee 3axBaueHHOTO TpaduKa U COOOMECHNH CHCTEMHOT0 KypHalla a MAHUCTPATOP 3HAET, UTO MPUIIOKEHHE X TOJDKHO MOKUAATh ASA
4yepe3 BHENIHNUN HHTepQeiic.

ciscoasa(config) #faccess-list outside test permit tcp any host 172.22.1.1 eq 80
!-—- When you leave the source as 'any', it allows
!-—- the administrator to monitor any network address translation (NAT).

ciscoasa(config) #access-list outside_ test permit tcp host 172.22.1.1 eq 80 any
!-—— When you reverse the source and destination information,
!-—- it allows return traffic to be captured.

ciscoasa (config) #capture outside_interface access-list outside test interface outside

[Monp30BaTen0 HEOOXOAUMO 3aIYCTHTH HOBBIH C€aHC TPH MOMOIIH npriioxeHus X. [locie Toro, Kak mojib30BaTeNnb HAaYHET HOBBIN CeaHC
npuIoxKeHus X, afMUHACTpaTopy ASA HeoOX0IUMO BEIMONHUTE KoMaHay show capture outside_interface na ASA.

ciscoasa (config) #show capture outside_interface

3 packets captured
1: 16:15:34.278870 172.22.1.254.1026 > 172.22.1.1.80:

S 1676965539:1676965539(0) win 65535 <mss 1380, nop, nop, sackOK>
2: 16:15:44.969630 172.22.1.254.1027 > 172.22.1.1.80:

S 990150551:990150551 (0) win 65535 <mss 1380, nop,nop, sackOK>
3: 16:15:47.898619 172.22.1.254.1027 > 172.22.1.1.80:

S 990150551:990150551(0) win 65535 <mss 1380, nop,nop, sackOK>

3 packets shown

JlaHHas KOMaH[a MOKaXeT TpadHK, MOKUIAOIINA BHEITHII HHTEp(deiic, HO He OKaXXeT OTBETHBIN Tpaduk oT cepBepa 172.22.1.1.
JlaHHBIH 3aXBaT 0TOOpaXkaeT aHHBIC, KOTOPHIC MOKUAAIOT ASA.

e Hcnoas3yiite mapamerp packet-tracer.
W3 npenpinymux pa3iesnoB aiMUHICTpaTop ASA y3HAI T0CTaTOYHO, YTOOBI BOCIIONB30BaThCs B ASA mapameTpoM packet-tracer.

IMpumevanue: ASA moaaepkuBaeT komanay packet-tracer naunnas ¢ sepcun 7.2.



ciscoasa#fpacket-tracer input inside tcp 192.168.1.50 1025 172.22.1.1 http
!--- This line indicates a source port of 1025. If the source

!-—- port is not known, any number can be used.

!-—- More common source ports typically range

I-—- between 1025 and 65535.

Phase: 1

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:
MAC Access list

Phase: 2

Type: ACCESS-LIST
Subtype:

Result: ALLOW

Config:

Implicit Rule
Additional Information:
MAC Access list

Phase: 3

Type: FLOW-LOOKUP

Subtype:

Result: ALLOW

Config:

Additional Information:

Found no matching flow, creating a new flow

Phase: 4

Type: ROUTE-LOOKUP
Subtype: input
Result: ALLOW

Config:

Additional Information:

in 172.22.1.0 255.255.255.0 outside
Phase: 5

Type: ACCESS-LIST

Subtype: log

Result: ALLOW

Config:

access-group inside acl in interface inside

access-list inside acl extended permit tcp 192.168.1.0 255.255.255.0 any eq www
Additional Information:

Phase: 6

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 7

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 8

Type: NAT

Subtype:

Result: ALLOW

Config:

nat (inside) 1 192.168.1.0 255.255.255.0

match ip inside 192.168.1.0 255.255.255.0 outside any
dynamic translation to pool 1 (172.22.1.254)
translate hits = 6, untranslate hits = 0

Additional Information:

Dynamic translate 192.168.1.50/1025 to 172.22.1.254/1028

using netmask 255.255.255.255

Phase: 9

Type: NAT

Subtype: host-limits

Result: ALLOW

Config:

nat (inside) 1 192.168.1.0 255.255.255.0



match ip inside 192.168.1.0 255.255.255.0 outside any
dynamic translation to pool 1 (172.22.1.254)
translate hits = 6, untranslate hits = 0

Additional Information:

Phase: 10

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 11

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 12

Type: IP-OPTIONS
Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 13

Type: CAPTURE

Subtype:

Result: ALLOW

Config:

Additional Information:

Phase: 14

Type: FLOW-CREATION

Subtype:

Result: ALLOW

Config:

Additional Information:

New flow created with id 94, packet dispatched to next module

Phase: 15

Type: ROUTE-LOOKUP

Subtype: output and adjacency

Result: ALLOW

Config:

Additional Information:

found next-hop 172.22.1.1 using egress ifc outside
adjacency Active

next-hop mac address 0030.a377.£f854 hits 11

!-—- The MAC address 1is at Layer 2 of the OSI model.
!-—- This tells the administrator the next host
!-—- that should receive the data packet.

Result:

input-interface: inside
input-status: up
input-line-status: up
output-interface: outside
output-status: up
output-line-status: up
Action: allow

HaubGonee BayKHBIMU BBIXOHBIMHU JJaHHBIMUA KOMaH bl packet-tracer siBysercs mocnequss ctpoka Action: allow.

Tpu mapametpa Ha [llare 3 moka3pIBAIOT aIMUHHUCTPATOPY, UYTO ASA He SBIIAETCS NPUINHON MPoOdIIeM ¢ npriioxkenneM X. Tpaduk mpuiioKeHus
X mokunaer ASA u ASA He noirydaeT OTBET OT cepBepa NPUIIOKEHHS X.

Yro paapme?

CymiecTByeT MHOXECTBO KOMIIOHEHTOB, KOTOPBIE 00ECIIEYNBAIOT HOPMAJIbHYIO paboTy IpHiIokeHHs X. DTH KOMIIOHEHTHI BKITFOUArOT
[0JIb30BATENBCKUI KOMIIBIOTED, KIIUEHT MPUIOKEHUS X, IOJIUTUKY MaplIPYTH3aLluU U AOCTYyNa U cepBep npunoxenus X. B npeasinymem
IpUMepe MBI T0Ka3and, 9T0 ASA mpuHIMaeT 1 nepecsutaet Tpaduk npunoxkenus X. Teneps npobieMy ciienyeT nepeaats aiMHHACTPATOPaM
cepBepa U MprIoxkeHus X. ATMUHUCTPATOPHI JOJDKHBI IIPOBEPHUTH, YTO CIIYKOBI MIPIIIOKEHHUS pab0TaI0T, IPOCMOTPETh BCE JKyPHAIIBI Ha CEpPBEpe
U TIPOBEPHUTH, YTO TPA(HK MOTB30BATEIS, TOIYIACTCA CEPBEPOM H IPHIOKEHHEM X.
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