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Ipumep koudurypauuu tynneas IPsec "JIBC-JIBC" mexny
PIX/ASA 7.x Security Appliance u mapmipyruzartopom 10S

Copep:xanue

Oo01ue cBeaeHus
IpenBapuTenbHbIe YCIOBUS
TpeboBanus
Hcnonb3yembie KOMIIOHEHTBI
VcioBHbIE 0003HAYEHHS
ba3oBrbIe cBeeHusA
Hacrpoiika
Cxema cetn
Hacrpoiika
Hacrpoiika ¢ nomomsio ASDM
IIpoBepka
IMouck n ycTpanenue HeucnpaBHOCTeH
Komanaps! fuarHocTuku
JlonmoJIHATEIbHbIE CBEIeHHS

Oo0mue cBeaeHust

B nanHOM nokymeHTe onmcaH croco0 HacTpoiiku TyHHeNs [Psec mexxay PIX Security Appliance Hauunas ¢ Bepcuu 7.x i Adaptive Security
Appliance (ASA) ¢ 0IHOI BHYTPEHHEH CEThIO0 U MapIIPYTHU3aTOpoM 2611, B kKoTOpoM paboTaeT kpuntorpadudeckuit oopas. s ynpoiieHus
UCIIOJIB3YIOTCS CTATHYECKUE MApIIPYTHI.

JlononuurensHble cBefeHus o HacTpolike TyHHens "JIBC-JIBC" mexnay mapuipyTtuzaropoM u PIX cm. B nokymente Hacrpoiika IPsec - Mexay
Mapuipytusaropom u PIX.

JonomauTtensHbIe cBeAeHHs 0 HacTpoiike TyHHens "JIBC-JIBC" mexny 6panamayspom PIX u kornerTparopom Cisco VPN 3000 cm. B
nokymente [Tpumep HacTpoiiku TyHHens [Psec "JIBC-JIBC" mexxy xornerTparopoM Cisco VPN 3000 u 6panamayspom PIX.

JomnonaurensHelie cBenenus o Hactpoiike TyHHens "JIBC-JIBC" mexnay PIX u konnentparopom VPN cMm. B nokymente [Ipumep HacTpoiiku
tyHHens [Psec mexny PIX u konuentparopom VPN.

YroOs1 OoubIe y3HATH 0 TOM, Kak TyHHenu "JIBC-JIBC" mexay ycrpoiictBamu PIX Taroke mo3Bosnstor kimmeHtaM VPN momydats gocTyn K
npomexyTogHsM PIX wepe3 xonmenTpatop PIX, cMm. mokyment [Ipumep HacTpoHkn yCOBEpPIICHCTBOBAHHOM CBsI3M OKOHEUHBIX PIX/ASA 7.x ¢
kiuentamu depe3 VPN ¢ ncrions3oBanneM ayrentudukammu TACACS+.

IIpenBapurebHbIE YCJIOBUS

TpedoBaHust

Jlns TaHHOTO JOKYMEHTa HEeT 0COOBIX TpeOOBaHMIA.

I/ICHOJ11>3yeM])Ie KOMIIOHCHTBI



CBeneHus1, coziepkaliyecs B JaHHOM JIOKyMEHTE, IPHBE/ICHBI HAa OCHOBE CIIE/IYIOIINX BEPCUii IPOrPaMMHOTO U allapaTHOr0 00ECIIeUeHUsL:
¢ PIX-525 ¢ mporpammHbIM oOecniedenreM PIX Bepcun 7.0

e Mapupyrtuzarop Cisco 2611 nox ynpasnenuem onepannonnoit cucremsl Cisco IOS® Release 12.2(15)T13

JanHble 7151 JOKyMEHTa OBbUIM IOJTyYeHBI B CHIEMAIILHO CO3JJAaHHBIX Ja00opaTopHBIX yClIoBUsX. [Ipu HanmMcaHuu TaHHOTO JOKyMEHTa
HCIOJIb30BAIUCH TOJIBKO YCTPOMCTBA C IMyCTOM (CTaHAapTHOMN) KoH(uUrypanuei. B paboueii ceTr HEOOXOMMO U3yUUTh MOTCHIIMATBHOE
BO3/EICTBHE BCEX KOMAH/.

YciaoBHBIE 0003HAYEHHSA

JlomonHuTENBHEIE CBEICHHS 00 yCIOBHBIX 0003HAYCHHUSAX CM. B IoOKyMeHTe TexHuueckue pekomeHaanuu Cisco. Y ciioBHbIe 0003HAUEHUS.

ba3oBble cBeIeHUs

B PIX komanzs! access-list u nat 0 ucnosns3yrorcst coemecTHo. Korma nonb3oBatens B cetu 10.1.1.0 momyyaet noctym x cetu 10.2.2.0,
HCIIOJIB3YETCs CITUCOK JIOCTYMA AJis pa3penieHus mmdposanus tpaduka cetu 10.1.1.0 6e3 npeobpazoBanus cereBbix aapecos (NAT). B
MapIIpyTH3aTope KOMaHbl route-map u access-list ucronp3yrores ans pasperienus mmdposanus tpaduka cetu 10.2.2.0 6e3 NAT. Onnako
KOT'JIa T€ YK€ CaMbI€ MOJIb30BATENIN HAMPABIISIFOTCS B JIF000€E JIpyroe MecTo, ux aapec npeodpasyercs B 172.17.63.230 nocpencrtsom
npeobpaszoBanust aapecos moptos (PAT).

Hroxe npuBeneHs! KoMaHABI KOHGUTYpanny, Tpedyemsle st PIX Security Appliance, 9To0s! Ut Tpaduka TyHHeNs He Ucoib3oBaiock PAT, a
qutst Tpaduka B Mateprer PAT ncnons3oBanocs

access-list nonat permit ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
nat (inside) 0 access-list nonat
nat (inside) 1 10.1.1.0 255.255.255.0 0 O

Hacrpoiika
B 3TOM pasnene npUBOAATCS CBEAECHHS O HACTPOIKe (DyHKIUIA, ONMCAaHHBIX B TAHHOM JJOKYMCHTE.

Mpumevanue. {1 moucka TOMOTHUTENFHON HHGOPMALIMU O KOMaHJaX B JAaHHOM AOKyMeHTe ucnonb3yite yruiauty Command Lookup Tool (
TOJIBKO IS 3apETUCTPUPOBAHHBIX HOHBSOB&TeHeﬁ).

CxeMa ceTn

B naHHOM TOKYMEHTE MCIOB3YeTCs ClIeAYIomas KOHPHUTypaLus CeTH:



17217.63.224/28

101141 229 230

10.2.21

Headquarters PIX ) Branch Router

Headquarters LAN

10.1.1.0/24 Branch LAN

10.2.2.0/24

Hacrpoiika

JlaHHbBIC IPIMEPBI HACTPOIKK PUBEACHBI T HHTep(eiica KOMaHIHOM CTPOKH. Eciu BBl IpeIoYnTaeTe BBINOIHATH HACTPOUKY HPH MOMOIIN
ASDM, cm. pazaen Hactpoiika ¢ momomsio Adaptive Security Device Manager (ASDM) gaHHOTO TOKyMEHTA.

e [lentpanpubiii PIX

¢ MapuipyTH3aTop moapa3aeineHus

HenTpanbuseri PIX

HQPIX (config) #show runPIX Version 7.0(0)102
names

1

interface Ethernet0

description WAN interface

nameif outside

security-level 0

ip address 172.17.63.229 255.255.255.240

]

interface Ethernetl

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
1

interface Ethernet2
shutdown

no nameif

no security-level
no ip address

1

interface Ethernet3
shutdown

no nameif

no security-level
no ip address

1

interface Ethernet4
shutdown

no nameif

no security-level
no ip address

1

interface Ethernetb
shutdown

no nameif

no security-level
no ip address

1

enable password 8Ry2YjIyt7RRXU24 encrypted
passwd 2KFQOnbNIdI.2KYOU encrypted



hostname HQPIX

domain-name cisco.com

ftp mode passive

clock timezone AEST 10

access-list 100 extended permit ip any any

access-list 150 extended permit ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
access-list nonat extended permit ip 10.1.1.0 255.255.255.0 10.2.2.0 255.255.255.0
pager lines 24

logging enable

logging buffered debugging

mtu inside 1500

mtu outside 1500

no failover

monitor-interface inside

monitor-interface outside

asdm image flash:/asdmfile.50073

no asdm history enable

arp timeout 14400

nat-control

global (outside) 1 interface

nat (inside) 0 access-list nonat

nat (inside) 1 10.1.1.0 255.255.255.0

access-group 100 in interface inside

route outside 0.0.0.0 0.0.0.0 172.17.63.230 1

timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02
sunrpc 0:10:00 h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00
sip 0:30:00 sip media 0:02:00

timeout uauth 0:05:00 absolute

aaa-server TACACS+ protocol tacacs+

aaa-server RADIUS protocol radius

aaa-server partner protocol tacacs+

username cisco password 3USUcOPFUiMCO4Jk encrypted

http server enable

http 10.1.1.2 255.255.255.255 inside

no snmp-server location

no snmp-server contact

snmp-server community public

snmp-server enable traps snmp

crypto ipsec transform-set avalanche esp-des esp-md5-hmac
crypto ipsec security-association lifetime seconds 3600
crypto ipsec df-bit clear-df outside

crypto map forsberg 21 match address nonat

crypto map forsberg 21 set peer 172.17.63.230
crypto map forsberg 21 set transform-set avalanche
crypto map forsberg interface outside

isakmp identity address

isakmp enable outside

isakmp policy authentication pre-share

isakmp policy encryption 3des

isakmp policy hash sha

isakmp policy group 2

isakmp policy 1 lifetime 86400

isakmp policy 65535 authentication pre-share
isakmp policy 65535 encryption 3des

isakmp policy 65535 hash sha

isakmp policy 65535 group 2

isakmp policy 65535 lifetime 86400

telnet timeout 5

ssh timeout 5

console timeout 0O

tunnel-group 172.17.63.230 type ipsec-121
tunnel-group 172.17.63.230 ipsec-attributes

pre-shared-key *
1

1
1
1
1

class-map inspection default
match default-inspection-traffic
1

!

policy-map asa _global fw policy
class inspection_default
inspect dns maximum-length 512
inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sglnet

inspect sunrpc



inspect tftp

inspect sip

inspect xdmcp

inspect http

1

service-policy asa_global fw policy global
Cryptochecksum:3a5851£7310d14e82bdf17e64d638738
: end

SV-2-8#

MapmpyTu3aTop noapasaeaeHus

BranchRouter#show runBuilding configuration...

Current configuration : 1719 bytes

1

! Last configuration change at 13:03:25 AEST Tue Apr 5 2005
! NVRAM config last updated at 13:03:44 AEST Tue Apr 5 2005
1

version 12.2

service timestamps debug datetime msec

service timestamps log uptime

no service password-encryption

1

hostname BranchRouter

1

logging queue-limit 100

logging buffered 4096 debugging

1

username cisco privilege 15 password 0 cisco
memory-size iomem 15

clock timezone AEST 10

ip subnet-zero

1

1

!

ip audit notify log

ip audit po max-events 100

1

1

1

crypto isakmp policy 11

encr 3des

authentication pre-share

group 2

crypto isakmp key ciscol23 address 172.17.63.229
1

1

crypto ipsec transform-set sharks esp-des esp-md5-hmac
i

crypto map nolan 11 ipsec-isakmp

set peer 172.17.63.229

set transform-set sharks

match address 120

no voice hpi capture buffer

no voice hpi capture destination
1

!

mta receive maximum-recipients 0
1

1

1

!

interface Ethernet0/0

ip address 172.17.63.230 255.255.255.240
ip nat outside

no ip route-cache

no ip mroute-cache



half-duplex

crypto map nolan

1

interface Ethernet0/1

ip address 10.2.2.1 255.255.255.0

ip nat inside

half-duplex

1

ip nat pool branch 172.17.63.230 172.17.63.230 netmask 255.255.255.0
ip nat inside source route-map nonat pool branch overload
no ip http server

no ip http secure-server

ip classless

ip route 10.1.1.0 255.255.255.0 172.17.63.229

1

1

1

access-list 120 permit ip 10.

2.2.0 0.0.0.255 10.1.1.0 0.0.0.255
access-list 130 deny ip 10.2.2.0 0.0.0.255 10.1.1.0 0.0.0.255
access-list 130 permit ip 10.2.2.0 0.0.0.255 any

!
route-map nonat permit 10
match ip address 130

1

call rsvp-sync
1
1

mgcp profile default
!

dial-peer cor custom
1

!

1

1

!

line con O

line aux O

line vty 0 4

login

1

1

end

Hacrpoiika ¢ nomombio ASDM

B sToM npumepe koHHUTYpamu mokaszaH cocod HacTpoiiku PIX ¢ ncnons3oBanmem rpaduaeckoro narepdetica moms3osarenss ASDM. TIK ¢
HurepHer-o603peBatenem u [P-agpecom 10.1.1.2 mogkmoueH k BHyTperHeMy nHTepdeiicy PIX el. IIpoBepsTe, uTobs! B PIX ObIT BKITIOUECH
http.

B nanHO# npouierype 1eMOHCTpHpYeETCsl HacTpoka neHTpanbHoro PIX mpu momorm ASDM.

1. Moaxmounte 1K k PIX u BeOepuTe crioco 3arpy3ku.



Cisco SYSTEMS

s Cisco ASDM 5.0 Eew

Ciseo ASDM 5.0 provides an intuitive graphical yser interface that makes it easy to s&t up,
configure and manage your Cisco Security Appliances,

Ciseo ASDM runs a5 either & local application or & Java Applat. k

When you run Cisco ASDM as a local application, it connecks to your Secunty Appltance from
your deskiop via S5L. Running Cisco ASDM as an application has these advantages:

» Upgrades of the local spplication are performed sutomatically,
® Tou can invoke ASDM from desktop shortcuts, No browser is required.
& One desktop shortout allows you bo connect to multiple Secunty Appliances.

Download ASDM Launcher and Start ASDM

‘ou can run Cisco ASDM as a Java applet that is dynamically downloaded from the device to
which you connect,

Copyrght @ 2005 Cisco Systems, Inc. All rights reserved.

ASDM 3arpyxaet ¢ PIX cymecTByolyto KOHGUTYpaIHIo.
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5. Bwioeputre VPN > General > Tunnel Group v BKJIIOYHTE TPYIIY TyHHEJICH.
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6. Buioepure VPN > IKE > Global Parameters u sxmounte IKE Ha BHerHeM nHTepdeiice.
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7. Bwioepute VPN > IKE > Policies, a 3atem BoiGepute nonutuku IKE.
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9. Beioepute VPN > IPsec > Tunnel Policy, a 3aTeM BrIOEpHTE MOTUTHKY TYHHEJS.
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10. Bribepure VPN > IPsec > Transform Sets, a 3atem BbiOepuTe Habop npeoOpa3oBaHHI.
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11. Beibepute Routing > Routing > Static Route, a 3aTeM BbIOepUTE CTATUYECKUI MapIIPYT JI0 MIIH03a-MapuipyTu3aTopa. B nanHoM
MpUMepe [Tl YIPOILEHUS CTATUYECKHUI MapIIPyT YKa3bIBaeT Ha yJIANCHHBIN paBHONPaBHEIH y3ei1 VPN.
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Bocnone3yiiTecs JaHHBIM Pa3enoM A HPOBEPKU MPABUILHOCTH (DYHKIIMOHUPOBAHMS Balleil KOH(DUTYPALHH.

VYrunura Output Interpreter Tool (tomsko s 3apernctpuposanmsix momssosareneit) (OIT) moguepxuBaer HekoTopbie kKomaHabl show. Mcnonbsyiite OIT
JUTS IPOCMOTPA aHAJIMTHYCCKUX TAHHBIX 110 BEIXOJHBIM JaHHBIM KOMaH[bI show.

w i — 0TOOpaXkaeT CBA3M OE30MaCHOCTH, COOTBETCTBYIOILME BTOPOMY DTAIly.
¢ show crypto ipsec sa 0 §]

¢ show crypto isakmp sa — oToOpaxcaeT CBsI31 O€30MACHOCTH, COOTBETCTBYIOIIUE IIEPBOMY ITaILy.

Ilouck 1 ycTrpaHeHue HEMCIIPABHOCTEH
ASDM MOXHO HCIIONIB30BaTh JUIsl BKIIFOUEHHUS PErHCTPAlllH, a TAaKXKe IS IPOCMOTpPA JKypHAJIOB.
¢ YroObl BKIIOYUTH peructpanmio, Beioepure Configuration > Properties > Logging > Logging Setup, ycranosute aaxok Enable

Logging u Haxkmute kHOTIKY Apply.

o Jlnst mpocMoTpa XypHanoB BeiOepute Monitoring > Logging > Log Buffer > On Logging Level, 3atem Betoepute Logging Buffer u
Ha)XMHTE KHOTIKY View.

KoMmaHabl AMATHOCTHKH

Yrunura Output Interpreter Tool (ronbko mis 3apeructpuposannbix nonssosareneit) (OIT) momaepxkuBaet HekoTopbie kKoMan bl show. Vcmonsayiire OIT
JUTSL IPOCMOTpPA aHAJTUTUYECKUX JAHHBIX 110 BBIXOIHBIM JAaHHBIM KOMaHbl show.

Ipumeuanue: [Tepen ucnons3oBanueM komana debug o3HaKOMbTECH CO cTaThel BaxkHas nHGOpMALUsI 0 KOMaHAAX OTIAAKH.

¢ debug crypto ipsec — oroOpaxaer cornacoanus IPSec Ha stamne 2.
¢ debug crypto isakmp — orobpaxaer coriacosanust [ISAKMP na stane 1.

¢ debug crypto engine — orobpaxaeT 3amudpoBaHHbII TpaduK.



e clear crypto isakmp — ynanser cBsi3u 6e30nacHOCTH Ha 3tarne 1.
¢ clear crypto sa — yzaasser cBsi3u 0€30MacHOCTH Ha JTare 2.

¢ debug icmp trace — noxa3sbiBaer, gocturatot Jin PIX ICMP-3anpocs! ot xocToB. JIJist BBIITOJIHEHUS 3TOH OTIAAKH 100aBbTE KOMaHy
access-list, aTo65! paspenmts ICMP B Bammei koHGHUTYpan.

¢ logging buffer debugging — oToOpaskaeT ycTaHOBJIEHHbIE COSAUHEHMS U OTKa3bl B MIOJKIIOUECHUU K XOCTaM, KOTOpbIe HCIOIb3YIOT PIX.
Hudopmanus xpanutcs B 0ydepe xxypraia PIX. Ero MoxkHO MpOCMOTPETh MPH MOMOIIU KoMaH s show log.

JlonosiHUuTEIbHAsA HHOpMaus

e I1O 6panamayspa Cisco PIX

e CnpaBo4yHUK 10 KoMaHaaM Opanamayspa Cisco Secure PIX
¢ [Ipumeuyanusi no npoaykram desonacuoctu (Briarovas PIX)
¢ Jloxkymentsl RFC

¢ TexHuueckasi nogaep:kka u foxkymenranus - Cisco Systems
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