vl
CISCO

Ipumep korndurypauuu PIX/ASA 7.x ¢ TpeMst BHyTPEHHUMH CETIAMU
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Hcnonb3yeMble KOMITIOHEHTBI
Jpyras mpoIyKIys 3TOr0O TUIa
VYcnoBHbIe 06003HaYEHHSA
Hacrpoiika
Cxema ceTH
Kon¢wuryparm
IIposepka
Ilouck n ycTpaHeHHe HeuCNIPaBHOCTeH
Komangp! noucka U yCTpaHeHHs HEUCIIPaBHOCTEH
IIponenypa noucka U ycTpaHEHUs] HEUCIIPABHOCTEH
JlonoJIHUTeIbHbIE CBEICHUS

Oo0mue cBeaenus

B manHOM nOKyMeHTe mpuBeneH npuMep kKoHpurypanun ot PIX Security Appliance Bepcun 7.x unn Adaptive Security Appliance (ASA) 5500
C TpeMsI BHYTPEHHIMH CeTAMH IIpH oMoy uHTepdeiica komangaoi crpoku (CLI) mmu Adaptive Security Device Manager (ASDM) Bepcun
5.x. J{yst ynpoIIeHHns UCIIONB3YIOTCS CTATUYECKUE MapIIPYTHI.

Ipumeuanne. Hekotopsie napametpsl B ASDM HaunHas ¢ Bepcuu 5.2 MOTYT oTiiH4aThest OT napamerpoB ASDM 5.1. JlonomHUTEIbHBIC
cBelieHHs cM. B IokyMeHTe JlokymenTanust ASDM.

IIpexBapuTebHbBIE YCJIOBHUS

TpedoBanust
[Ipu nobaBnennu 6onee OAHONM BHYTPEHHEN CETH, KOTOphIe HaxosaTcs 3a OpanaMayspom PIX, HeoOXoarMO NOMHHTE CleAyoLIee:

¢ PIX He MOXeT MaplIpyTU3UPOBATH MMAKETHI;
¢ PIX He moanepKuBaeT BTOPUYHYIO aJpecaliyio;

¢ 3a PIX HEoOX0MMO HCIIOTB30BaTh MapIIPYTH3ATOP, KOTOPBIHM OyZeT 00ecreunBaTh MapIIpyTH3AMUIO MEXKITy UMEFOIIEHCsl CEThIO M BHOBD
100aBIISIEMOH CETHIO;

o [II;1r030M MO YMOTYAHHUIO ISl BCEX Y3JIOB JIOJDKSH OBITh BHYTPEHHUI MapIIpyTH3aTOP;
¢ Ha BHyTpeHHeM MapuipyTu3aTope 100aBbTe MapUIPYT MO YMOIYAHUIO, KOTOPKIHA yKa3biBaeT Ha PIX;

¢ Vmanmmure K3II IPOTOKOINA pa3penieHus anapecoB (ARP) Ha BHyTpeHHEM MapIIpyTH3aTOpe.

Yro6s1 mo3Boruts ASDM HacTpouTh yeTpoicTBo, cM. Paspemenne ASDM noctyma mo HTTPS.



HCIIOJI]::!yeMLIe KOMITIOHEHTBI
CBeZ[eHI/IH, coacpKaluecsa B JaHHOM JOKYMCHTC, IIPUBCACHBI HAa OCHOBE CJICAYIOIINX Bepcm‘/i OpOrpaMMHOI0 U arrmapaTHoro obecrieueHus:

¢ PIX Security Appliance 515E ¢ I1O Bepcun 7.1;
e ASDM5.1;

¢ Mapmpytuszaropsl Cisco ¢ mporpamMubiM obecnieuerneM Cisco IOS® Release 12.3(7)T.

Ipumeuanue. XoTs KOHUTypaIHs, ONMCaHHAsA B JAaHHOM JJOKyMeHTe, mpoBepsinack Ha PIX Security Appliance, ona taxoke coBmectiMa ¢ ASA
5500.

JlaHHbIe 7151 JOKYMEHTA ObUIH MOJTyYeHBI B CIICIIUATLHO CO3JJAHHBIX JTa00paTOpHBIX yCIoBUsX. [Ipr HANMMCAHUU TAHHOTO JOKYMEHTa
HCTIOJIE30BAITUCH TOJBKO YCTPOWCTBA C MyCTOMH (CTaHmapTHOMN) KoH(UTrypaiuei. B paboueii cetn HE0OX0AUMO U3YUYHUTh MOTCHIIUATBHOE
BO3JIEHCTBHE BCEX KOMAH/I.

JApyrasi npoayKius 3T0ro TUIAa
JlaHHYI0 KOH(QHUTYPAIUIO TaKkKe MOXKHO Hcroib3oBaTh ¢ Cisco ASA Security Appliance Bepcuu 7.X.
Ycii0BHBIE 0003HAYECHUS

JlornorHUTeIbHBIE CBEICHHS 00 YCIIOBHBIX 0003HAYEHHSIX B JIOKYMEHTaX CM. B jokyMenTe Texumdueckue pekomenanuu Cisco. Y ciIoBHbIE
0003HaYEHHUS.

Hacrtpoiika
B sTom pa3acic NpuBoOAsATCA CBEACHUA O HaCTpOfIKC (byHKLIPIfI, OIMMCAaHHBIX B TAHHOM JOKYMCHTC.

Mpumeuanmne. J{71st moucka TOMOTHATEIFHON HHGOPMALIMU O KOMaH/aX B TAHHOM JOKYMEHTE UCIIONIB3yHTe cIy)eOHyo nmporpammy. Command

Lookup (tonbko st 3aperucTpupoBatHbIx nonb3oBatenei).

Cxewmbl [P-afpecaiium, KOTOpbIC UCTIONB30BAHBI B TJAHHOW KOH(PUTYpaI|K, HE TOMYCKAIOTCs Il 3aKOHHON Mapiipytu3zanuu B MHTepHeTe. 310
anpeca RFC 1918 , koTopbie HCTIOIB30BAIMCH B JIAOOPATOPHOI cperie.

CxeMma ceTn

B nannom JOKYMCEHTEC UCIIOJIB3YECTCs CICAYoIas KOH(I)I/II‘ypaI_II/IH CCTH:

|
|

RouterA

172.16.1.0/24

A : A 2
021,004 10.1.1.004 ; @@ﬂ’.
network
e RouterB
10.3.1.0i24
network

10.1.1.5124
workstation

=y



[Inro30M o ymosrganuro as y3ioB cetd 10.1.1.0 sBisierca mapipytuzatop RouterA. B mapmpytusarope RouterB no6asnen mapmpyT o
YMOITIaHHIO, KOTOPHIHM yKa3piBaeT Ha RouterA. Y mapmpytusaropa RouterA ects MapmpyT 1o yMOJTYaHUIO, KOTOPHIH YKa3bIBacT HAa BHYTPEHHUH
unaTepdeiic PIX.

Kondpurypauuu

B 1aHHOM TOKYMEHTE HCIIONB3YIOTCS CIEAYIONe KOHDUTYpaIHu:

¢ Kondurypamus RouterA;
¢ Konogwuryparmus RouterB;

¢ Kondurypamus PIX Security Appliance 7.1.

o HauanbHas 3arpy3ka u Hactpoiika PIX Security Appliance ASDM 5.1 nocpenctBoM rpadudeckoro vHTepdeiica noab30BaTes

o Hactpotika PIX Security Appliance mocpencTsoM mHTepdeiica KOMaHTHON CTPOKH

Kondurypanus RouterA

RouterA#show running-config
Building configuration...

Current configuration : 1151 bytes
1

version 12.3

service config

service timestamps debug uptime
service timestamps log uptime

no service password-encryption

1

hostname RouterA
1

interface Ethernet2/0
ip address 10.2.1.1 255.255.255.0

half-duplex
1

interface Ethernet2/1

ip address 10.1.1.2 255.255.255.0
half-duplex

1

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.1
ip route 10.3.1.0 255.255.255.0 10.1.1.3
1
l
line con
line aux

line vty
1

o O O

end
RouterA#

Koudurypanus RouterB

RouterB#show running-configBuilding configuration...Current configuration : 1132 bytes
1

version 12.3

service config

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption



!

hostname RouterB
1

interface FastEthernet0/0
ip address 10.1.1.3 255.255.255.0

speed auto
1

interface Ethernetl/0
ip address 10.3.1.1 255.255.255.0

half-duplex
1

ip classless

ip route 0.0.0.0 0.0.0.0 10.1.1.2
|

control-plane
1
1

line con O
line aux 0

line vty 0 4
1

end
RouterB#

Ecmm g mactpoiixu PIX Security Appliance HeoOxomumMo ucnonb3oBate ASDM, HO HadanbHas 3arpy3Ka yCTpOIicTBa He IPOU3BEICHA,
BBIMIOJIHUTE CIIEAYIONIUE TEHCTBHUS.
1. Boiinure B koHconb PIX.

2. W3 ounnieHHON KOH(UTYpaAlMU UCIIONB3YHTe HHTEPAKTUBHBIE 3aMPOCHI, MO3BOJIIOMUe BKI0UNTs ASDM mist ynpasnenus PIX ¢ paboueit
craniuu 10.1.1.5.

Kondurypanus PIX Security Appliance 7.1

Pre-configure Firewall now through interactive prompts [yes]? yesFirewall Mode [Routed]:
Enable password [<use current password>]: cisco
Allow password recovery [yes]?

Clock (UTC):
Year [2005]:
Month [Mar]:
Day [15]:

Time [05:40:35]: 14:45:00
Inside IP address: 10.1.1.1
Inside network mask: 255.255.255.0
Host name: 0OZ-PIX
Domain name: cisco.com
IP address of host running Device Manager: 10.1.1.5

The following configuration will be used:
Enable password: cisco
Allow password recovery: yes
Clock (UTC): 14:45:00 Mar 15 2005
Firewall Mode: Routed
Inside IP address: 10.1.1.1
Inside network mask: 255.255.255.0
Host name: OZ-PIX
Domain name: cisco.com
IP address of host running Device Manager: 10.1.1.5

Use this configuration and write to flash? yes
INFO: Security level for "inside" set to 100 by default.
Cryptochecksum: aObff9bb aa3d815f c9fd269a 3f67fef5

965 bytes copied in 0.880 secs
INFO: converting 'fixup protocol dns maximum-length 512' to MPF commands
INFO: converting 'fixup protocol ftp 21' to MPF commands
INFO: converting 'fixup protocol h323 h225 1720' to MPF commands
INFO: converting 'fixup protocol h323 ras 1718-1719' to MPF commands
INFO: converting 'fixup protocol netbios 137-138' to MPF commands
INFO: converting 'fixup protocol rsh 514' to MPF commands
INFO: converting 'fixup protocol rtsp 554' to MPF commands



INFO: converting 'fixup protocol sip 5060' to MPF commands

INFO: converting 'fixup protocol skinny 2000' to MPF commands
INFO: converting 'fixup protocol smtp 25' to MPF commands

INFO: converting 'fixup protocol sglnet 1521' to MPF commands
INFO: converting 'fixup protocol sunrpc udp 111' to MPF commands
INFO: converting 'fixup protocol tftp 69' to MPF commands

INFO: converting 'fixup protocol sip udp 5060' to MPF commands
INFO: converting 'fixup protocol xdmcp 177' to MPF commands

Type help or '?' for a list of available commands.
0Z-PIX>

HauanbHas 3arpy3ka u HacTpoiika PIX Security Appliance ASDM 5.1 nocpeacrBom rpadguyeckoro uHTepdeiica moJjb3oBareis

JIyis HacTpOWKH TpH MOMOIIHU rpaduveckoro uHTepdeiica noiap3osatens ASDM BBIMOIHUTE CIASIYIONIHE ASHCTBHS.

1. Ha paGowueii cranmuu 10.1.1.5 oTkpoiite Be6-Opaysep, uTo0kI Boconbs3oBatest ADSM (B manHOM mpumepe https://10.1.1.1).
2. Ilpm 3ampoce cepTudukara HAKMHUTE KHOIIKY yes.
3. Boiiaure ¢ HACTPOSHHBIM paHee MapojieM PeKUMa BKITFOUCHUSI.

4. Ecmm 310 nepBsiii 3amyck ASDM Ha [1K, Oyzet BeigaH 3anpoc Ha ucrnons3oBarne ASDM Launcher wimm ncnonszosanne ASDM B
KadecTBe Java-mpuinoxkenus. B nranHom npumepe BeiOupaercs u ycranasiuBaeTrcs ASDM Launcher.

5. Tlepeiigute Ha crpanuy Home ASDM u Haxkxmure kHoniky Configuration.

@& Cisco ASDM 5.1 for PTE - 10.1.1.1 —- =10] =]
Flle . Jeach Opfions Teals Wiards Help

|'~d’} ol L] O > \;{. o 3 ? Cisco Sratems

Honve Configuration Moritring Back Forwsrd | Sasrch Foafresh Sava Heilp
Devace Information Interface Status
General | Ligence | imeriere | P Avgresatiask | Une | Link [Gurentibps|
nsite [[XEET] Qup Dup
Host Marme il e w all.derault.domain realid
PrLiversion: 401 Device Uptime:  14d 6h 4m 45
AZDM Varsion: 5.9(1) Davica Tepe.  PIXS15E
Flrestvall Mode:  Roubed Contest Mode:  Single
Total Flash 16 ME: Tatal Memory: G4 MB Salect an inferfare to view ingut and cuipui Kops
WPHN Status Traffic Status
IEE Tunnels: O FSe: Tunnels: 0 i e IR
‘System HESMNCEs Status
(1] GPU Usage (persent)

MUtk o TCR: O Telal:

tirtide' Inbasface Traffie Ueage (Khpd

Bhemary Mamary Lsags (MET

Input Kbps: o M Outpert Kbp= 1
Latest ASDM Syshog Messages Eenfigus A300 Epslag Filkas
Svslog Disabled ‘_I
=gmine HA 15y =5 B 190006 5:58:50 FM UTC

6. UrtoObI HacTpouTh BHEIIHUI MHTEpdeiic, BriOepute Interface > Edit.



ﬂ_:—:ll-ﬂl'n'n ASDM 5.1 For PTX - 10L1.1.0 B .Jmil

File =ules Search Options Tools Wizards Help

=

Home:

N

Irtermaces

o U o o Q o J
Configuration  Morsioring Bock

Canflguration = interfaces

Cisee Srstins

Foy

Forveard Seanch Redresh Save

¢ FF|E N EERRE S

It Mame |Enablad E::;"" IFAEGWSS | Subne Mask z:;a“"“”” L M
Edi
Lielets

Ethemat1 Inzide Yes ioo1otd 255,255,255.0 Mo 1500

4 | i
[~ Enable frafiic bataeen i ar more intaitaces which are canfigursd with =ame secunty levels
Mpph RiesEl |
<admin= | MA(5) = £ 7111006 5:50.48 P UTC

7. Beemmte Bce naHHBICe HHTepdeiica 1 mocie 3aBepmeHust HaxxmuTe KHonky OK.

@ Edit Interface = x

Hardware Port: Ethernetd Configure Hardware Properies. ..

[¥ Enable Interface ™ Dedicate this interface to management only

Interface Mame: |Dut5ide

Security Level: |D

—|P Address
&+ Use Static IP " Cbtain Address via DHCP
IP Address: |1?2.15.1.1|
subnetMask:  [255.255.255.0 |
MTLL: |15|:||:|
Cescription:

o] 24 Cancel Help

8. B mmamorosom oxae Security Level Change raxmure xkaonky OK.

= Security Level Change . =]

A

Changing an interface's security level may cause your PIX configuration
to become invalid, causing the PR to drop legal traffic ar allow illegal
traffic to pass through. Do you still wish to procesd?




9. Urto06bI coXpaHUTH KOH(pUTypanuio nHTepdeiica, HaxxmuTe KHOKy Apply. IIpu sToM KoHpuUTypanus 3arpyxaercs B PIX.

B Cisrn ASDM 5.1 for PIC- 1001,1.1 I =] 51
File =ules Zearch Oplions Tools Wizards Halp
=1 o : Listo SvsTims
) = i w
@ | % U 0 v Q & «ad 7
Home: Configuration HMordorkg Eack e Search Fodres=n Sova Hal "
Interaces
Management| Adad
Securly Palcy Irferface anly MTU

ﬁ; | atl 017 158 155 155 ) i
M Ethimatl insida e 10010119 255 255 255 0 Ha 1500 ool I

Ga

]
Pt
Fauding
K
Global Cyjecs
Propeties
1 | i
™ Enable irafiic bebween twa or more inbarfaces which are onfigured with same secunty lavels
Apply | Reset I
<REMIn- MA M5 Il N TH A MR R e R T

10. Bo Bkmanke Features Beroeputre Security Policy, uTo05! mpocMOTpeTs CIONB3yeMOe IPAaBUIIO TIOMUTHKH Oe3omacHoCTH. B manHOM
IpUMepe UCIONB3yeTCs BHYTPEHHEE MPABHIIO 110 YMOTYAHHUIO.

=101 x|

(L3 SO0 5.1 For PIX - 10L1.1.1
Fllz Rulez Search Opfians Tools ViZards  Help

¢ [ U 0 0 Q & o 2

Horrae Comifigur ation Moriloring Forrd Search Ratragh Fave Hek

Cisto Svareus

w, (¢+2F @R IRRRES
e & Access Rules  © ABARules (O Filker Rutes  © Senice Palicy Rules

)
[Ecty Show Rules for Interface: [#1 Inerfaces S |

: Rute Source Destinalion RUlE Applied add_|
@5 * |Erabte]irelcn HostNatwork Hosthatwork  |Ta Traffic it il

Rrouting
N

Gickal Objacts

Froperies

| ]

4]
o Al raie 2 Denyafc

& Show Suremary © Show Datail
Enply I Resel Advanced.. |

<adinine A [15) || | 4| 71 106 B:01 49 FMUTE

B nannom npumepe ucnonn3yercss NAT. UtoObr HacTpouTh npaBuwiio NAT, cuumure ¢uaxox Enable traffic through the firewall

11.
without address translation (Bkiarouuts Tpaduk yepes 6panamaylp 0e3 npeodGpazoBaHus ajgpeca) U HaxMuTe KHONKy Add.



5 Cisco ASDM 5.1 For PIC- 10L1.1.1

12. Hacrpoiite Source Network (cerb-rictounnk). B nannom npumepe B kadectse [P-agpeca ucnonssyercs 10.0.0.0, a B kauecTBe Macku
ucnonszyeres 255.0.0.0.

YroOsl 3aath myan aapecoB NAT, Haxxmute kHonky Manage Pools.

ress Translation Rule

13. Beibepute BHelHui nHtepdeiic n Haxxmure kHonky Add.



§= Manage Global Address Pools . . x|

Global Address Pools

Global Address Pools are used to configure Dynamic Network Address Translation (NAT)

addresses.
Interface ] Poal ID | IP Address(es) I
inside Add

Edit

Delate

i;

oK cancel Help I

14. B paHHOM npumepe HacTpauBaroTcs myiisl afapecoB Range u PAT. Hactpoiite auanason myna aapecoB NAT u Haxkmute kHoniky OK.

lx

§% Add Global Pool Item

Interface: outside j Pool 1D |1

(* Range
" Port Address Translation (PAT)
" Part Address Translation (PAT) using the IP address of the interface

IF Address: 1721618 — 17216110
Metwork Mask (optional); |255.255.255.D
0]1% | Cancel | Help

15. UYroOs1 HacTpouTs anpec PAT, BeiOepute BHenTHMH HHTepdetic mara 13. Haxkmute kHonky OK

@ Add Global Pool Item i x|
Interface:; outside j Poal IO |1 —
" Range

% Port Address Translation (PAT)
" Port Address Translation (PAT) using the IP address of the interface

IP Address:  [172.16.1.4 o

Metwork Mask (optional); |255.255.255.D

Ok | Cancel | Help

Jns mponomkenus HaxmuTe KHonky OK.



§& Manage Global Address Pools = x|

Global Address Pools

Global Address Pools are used to configure Dynamic Metwork Address Translation (NAT)
addrasses.

Interface Pool 1D IF Address(es) |

1 17216.1.5-172.16.1.10

Edit

Delete |

Ok Cancel | Help |

16. B okne Edit Address Translation Rule Bei6epute nnenrudukarop myna Pool ID, koTopslif OyeT HCIONB30BaThCs HACTPOSHHOI CEThIO-
HUCTOYHUKOM. Haxkmute KHOTKy OK.

% Edit Address Translation Rule : x|
' Uze A Cillse Sotloy KAT

Source HostMetwork

Interface: ||-'=:.'.' ] j

IPAddress  [10.00.0
Mask: I_,-..:., 00 LI
Brovwee |

WAT Optfions...
Translate Addrass on Interface: outzide vi

Translate Address To

o -| I arece &

I_ EQrE 1Ore
e T
;IH_ original port Translzted port
o ‘iii Cynamic Address Pool: |4 vi Manage Foals... |
Pool ID Address

QK Cancel Help

17. YroOwl 3arpy3uth HacTpoeHHoe mpaBuino NAT B PIX, naxxmure kHomky Apply.
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% Cisco ASDM 5.0 For PIX - 10.1.1.1
File Rules Sesch Options Tools Wiands Halg

@ 0% i La | o 3 | q ‘ o g .? .tls:o.hs.nl:

Home  Configuration Morkoring | Back Fovwsrd | Sasrch Fedrazh

i Translation Rules " Translation Examption Rulas

b Shi RUIES Tor INirace: [ intsrfaces -] showm |
HAT
Rule onginal Teanslated _nad |

Edit

Typa Inferfane Bourge Matemrk Ceslination Nebwark Interface Addrass

il I 3|
oo Static PAT o3 Dynamic MAT 423 Ststic Policy NAT 451 Dymamic Policy HaT manags Poois... |

fgaly | Rasat |

Devica confipuralion loaded succassmily, |=admin=  MA{15) =l | |84 71 1106 7.44:00 P UTE:

18. B maHHOM mpuMepe HCHONB3YIOTCS CTaTHIECKHE MapIIpyThl. HAKMHUTE KHONKY Routing, Beibepure Static Route n maxkmure xaonky Add.

& Cisco &S00 5.1 for PIX - 1001.1,1 I_ I =]
File FHulzs Frch Cations Tools Wizards Help
) : = | 2 kisce SvsTens
@ &% U 0 0l & u 3 mm

G/ - Slatic Raute
i}
= [ 3 Bpecity statlc rautes
St E [ En- P
'ﬁg 44 Fauting Interface | IP Address  Netmask | Gatewsy IP TiEdric Tunneled f

i BB OSPF - -
- BPraey ARF: —dit
e [=e

o 3 Btalic Roue RS I

Sy, | Rosal [

sadmin=  |M&{15) ] (54 TH1/06 7:45.00 PM UTS

19. Hactpoiite MapmipyTrU3aTop o yMOI4YaHUIO ¥ HaxkmuTe KHonky OK.



E= Add Static Route

20. Haxwmure xHONKy Add 11 106aBBTE MapMIPYTHI K BHYTPEHHHUM CETAM.
= Add Static Route

linside =]

| @ add Static Route

21. TloxTBepauTe MpaBUIBHOCTh HACTPOWKU MApIIPYTOB U HAaXMUTE KHONKY Apply.



.1 For PIX - 10.1.1.1

Seerth Oplions Tools Wiizards Halp

‘Cﬂﬂﬂﬂul‘ﬂﬂl\ Moricrng

Configuration = Routing = Rouling = Btatie Route

 FF IO LRRRE S

. B

=ol

= Cosew Srevens

Hek B
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C=y 1 E-*&,hﬂ:!nura Speciy static rutss
Sacurity Poicy : B HE-PIN
% EI-*'ﬁFiouhng interface | IP Addrass Metrask | Cateway P | Metric Tunneler Ao I
B DEPF ; 3
AT H oulzide Looo 0000 1F21E1.2 1 Mo
- C#Prowy ARPs inside 10,21, 266,265 10412 Edit I
(£ FERIF
B i +ZeGtate Raute Delets I
2
Rnting
Ghosl Chiects
Properiss
. [ |
Apph Reset |
=admin= HA(15) | @R | B e e e PrUTS

Hacrpotika mpu momomy rpadudeckoro nHTepdeiica monap3oBarens ASDM 3aBepiieHa.

JlaHHyI0 KOH(UTYPAIIIO MOXKHO IIPOCMOTPETH PH TOMOIIHN HHTep(deiica KOMaHIHOHN CTPOKH:

HHurtepdeiic komanaHoi crpokn PIX Security Appliance

pixfirewall (config) #write terminalPIX Version 7.0(0)102

names
!

interface Ethernet0
nameif outside
security-level 0

ip address 172.16.1.1 255.255.255.0

interface Ethernetl

nameif inside

security-level 100

ip address 10.1.1.1 255.255.255.0
1

enable password 2KFQnbNIdI.2KYOU encrypted
passwd 2KFQnbNIdI.2KYOU encrypted
hostname 0Z-PIX

domain-name cisco.com

ftp mode passive

pager lines 24

mtu inside 1500

mtu outside 1500

no failover

monitor-interface inside
monitor-interface outside

asdm image flash:/asdmfile.50073
no asdm history enable

arp timeout 14400

nat-control

global (outside) 1 172.16.1.5-172.16.1.10 netmask 255.255.255.0

global (outside) 1 172.16.1.4 netmask 255.255.255.0
nat (inside) 1 10.0.0.0 255.0.0.0

route inside 10.3.1.0 255.255.255.0 10.1.1.3 1
route inside 10.2.1.0 255.255.255.0 10.1.1.2 1

route outside 0.0.0.0 0.0.0.0 172.16.1.2 1



timeout xlate 3:00:00

timeout conn 1:00:00 half-closed 0:10:00 udp 0:02:00 icmp 0:00:02 sunrpc 0:10:00
h323 0:05:00 h225 1:00:00 mgcp 0:05:00 mgcp-pat 0:05:00 sip 0:30:00
sip_media 0:02:00

timeout uauth 0:05:00 absolute

http server enable

http 10.1.1.5 255.255.255.255 inside

no snmp-server location

no snmp-server contact

snmp-server enable traps snmp

telnet timeout 5

ssh timeout 5

console timeout O
1

class-map inspection_ default
match default-inspection-traffic
!

!
policy-map asa_global_ fw policy
class inspection_default

inspect dns maximum-length 512
inspect ftp

inspect h323 h225

inspect h323 ras

inspect netbios

inspect rsh

inspect rtsp

inspect skinny

inspect esmtp

inspect sqlnet

inspect sunrpc

inspect tftp

inspect sip

inspect xdmcp

1

service-policy asa_global_ fw_policy global
Cryptochecksum:a0bff9bbaa3d815fc9fd269a3f67fef5
: end

Yrobsl ipocMoTpeTs B ASDM koH(HUTypaliio nHTepdeiica komanaHo#i ctpokH, Beioepute File > Show Running Configuration in New
Window.

Dptions  Taoals  Wizards Help
Refresh ASDM with the Running Configuration on the Device

Reset Device to the Factory Default Configuration...

Save Running Configuration to Flash |
Save Running Configuration to TFTR Server...

Save Running Configuration to Standhy Linit

Save Internal Log Bufferto Flash

Clear ASDM Cache
Clear Internal Log Buffar

Exit

IIpoBepka
Jlnst 370 KOH(UTYpaIMy OTCYTCTBYET MPOLEIyPa IIPOBEPKIL.
ITouck U ycTpaHeHHe HEUCIIPABHOCTEH

KomaH/bI moucka 1 ycTpaHeHHs] HeHCIIPABHOCTEH



VYrunura Output Interpreter (tonsko ans sapeructpuposannsix nonssosateneit) (OIT) moanepkuBaeT HekoTopsle KoMaH bl show. Ucnonbayiite OIT mis
MPOCMOTpa AHATUTHICCKUX JAHHBIX 110 BEIXOJHBIM JaHHBIM KOMaHAbEI show.

IIpumeuanue. [lepen ncnons3oBanneM koMan debug 03HaKOMBTECH €O cTaThel BaskHast mHpOpMansa 0 KOMaHaxX OTIAIKH.
¢ debug icmp trace — nokassiBaeT, focturarot Jiu PIX ICMP-3amnpocs! oT y310B. 115 BEIIOTHEHHS 3TOH OTIaKH 100aBbTE€ KOMaHIy

access-list, uTo0s!I paspemnts ICMP B Barmeit koHbuUryparum.

¢ logging buffer debugging — otobGpakaeT ycTaHOBICHHBIC U 3aIIpEIICHHBIC COSANHEHH C y3lIaMu, npoxoasmue yepe3 PIX. Mrpopmanms
xpaHuTcs B Oydepe xyprana PIX. Ero MoxHO mpocMoTpeTs pu moMomny komasasl show log.

IIpouenypa noucka u ycTpaHeHUs] HeHMCIIPABHOCTe
ASDM MOXHO HCIIOJI30BaTh JJI BKITFOYCHHS PETUCTPALNH, a4 TAKKE IJI1 TPOCMOTpaA JKYPHAJIOB.

1. Brioepure Configuration > Properties > Logging > Logging Setup, ycranosure ¢raxox Enable Logging u naxxmure kHOIIKYy Apply.

@ Cisco ASDM 5.1 for PIX - 10.1.1.1 E o =3
Qutions Tools Wizands Help

| T = A - : ) Eisce Sronens
¢ |4 0|0 0 Qe d i parn

Hnivae | Configuration  sankarng Foraeid Search | Refresh Save Hek Y

Fila  Ruli |

Conflguration = Fropertes = Logoing »

[w], el A -

LT i gagl.arlup Wizard i Lagaging Sehup
i B gl A, Selup
E08 e T ¥ [Enable logging! nable logging on tha filovar standby uni
mij",m [@aat-Spoating W E I Ensble | tha Failovar standiy unit
z% Egﬂ: T [~ Bend debuy messages as syslags [ Send syslogs in EMBLEM format
i BB Cerlificate Logging to Intemal Buffer
=3 i'Dgwi;B.ﬂuuass
: - Specifythe size of tha internal bumer o which Svsions will be saed. Wnen the buer s up, twill
33" B BB Deice Administal e
by B ' DHCP Serices
- mONE Client Buifar Size: | 4086 bntes
=, e
Oﬁ - g allover
Rt g Fragmeant Yol 030 Chonse 1o Save he bulter cantents befare the BUmet |3 aversitsn

- ElHistory wWelics :
é{'ﬁ 3 Il P A Save BuferTo: [ FTP Serer Configure FTP Setfings ..
Gioksl Objects | B B3 Lagain
i o .,,.“, it ; ™ Fiazn Confgure Flash Lsane

i - ZhE-Mail Setup
Properiies - Evant Lists ASDM Logaging

;—-gmmuinm Fillers Spacty he siza of the queus for syslogs intendad far viewing in ASCM.
- BERaE Limi

+- Bl sysion Sernvers Queys Bize: (100
: @ sysiop Satup
+ T3 Priority Quaus
-~ WHEEL
- EISUNRPG Sarver r

- mATCP Dptions e
e .
| [ H

2. Bsibepute Monitoring > Logging > Log Buffer > Logging Level, a 3arem B Boimanaromem crucke Beioepute Logging Buffer. Haxxmute
KHOTIKY View.

Aaply | Riesel |




=10l x|

@ I;% T‘ g \J Q o Q ? Cisee SrsTens

Hama Configuration | Mondtoring Foremsrd Searc feirazh Save Felp 5
Biontaring = Logding »
% i~ B3 Reaktime Log viewsr  Lag Buffar
Intestacas: -3
WA Click the Yiew bution below 1o display spslog messages in e loeging bufer for
ASOM a2 of now. Selecttng oesired logoing level fo see messanes & that severy
‘% of higher
Fiiing
33 Logging Level:  |Dabugging v|
Pronerfies
Logging
Wiew |
i ||

3. Tlpumep Oydepa xypHama:

#% Log Buffer =10] =|
GRmsh | Save B Clear | B ColorSatings % Creals Rule 88 Shovw Ruld) Fing: 9 [H Helo

This tabla shawes syslog massages in ASDM [0gging buffer 35 of now.

Severiy | Time | Message | Descnption

] Jul 12 2006 120811 605005 Login permifted from 1011 51136 10 insidec1 01,1 /M0 e for uger enable_1 5

(] Jul 12 2006 130841 FI500F: Device completed 251 handshake with client insids:10.1.1 51136

Jul 12 2006 130811 TI5003: S5L client inside:10.1.1.50 136 raguest 0 resume previous session

Jul 12 2006 130841 TI5001: Staring S5L handshake with clientinzid=:10.1.1 511 36 for TLS¥1 =essian.

Jul 12 2006 130811 302013 Builtinbownd TGP connection 545 for Ingide 1 0.1.9.50 136 (10.1.1.5011 26) 10 MP Identity fc:1 0.
a
1]
a

Jul 12 2006 13081 A02021: Teardown ICMP connecticn for fadedr 10.9.1 8051 2 gadds 101900 laddr 101910
Jul 12 2006 13081 302020: BuitICMP connection for @ddr 1001150512 gaddr 10011 .1/0 laddr 10.1.1.140
Jul 12 2006 1 308:1

Jul 12 2006 120808 a0z02

10001 Mo routz to 17471179143 from 10.1.1.5

]
G
]
G
]
[
B CTaardowt [CMP conneclicn o fRddr 1011 5051 2 gadds 101910 laddr 101110
G Jul 12 2006 1 30808 A02020: Built ICMP connection for addr40.1.1.5051 2 gaddr 1011 100 (addr 10.1.1.1/0
B Jul 12 2006 13:08:08 302021 Teardown ICMP cannecticn for fEddr 10,01 5051 2 gaddr 10011100 laddr 1019170
5 Jul 122006 1 3:08:08 A02020: Buit ICMP connection for addr 101,17 5512 gaddr 10011 100 1addr 10,171,700
B Jul 12 2006 13:08:07 302021 Teardown ICMP cannecticn for faddr 10,11 5051 2 gaddr 1001110 laddr 1019170
5} Jul 122006130807 A02020; Buit ICMP connection for faddr 10.1.1 5512 gaddr 101 1 /0 |addr 10,11 740
i B Jul 12 2006 13:08:068 302021 Teardown ICMP cannecticn for fEddr 10,11 551 2 gaddr 10011100 laddr 10.1.9.1J0
51
]
51
1]
5]
]
G
]
G
]
[

Jul 12 2006 1 3:08:06 A02020; Built ICMP connection fortaddr 101,71 5512 gaddr 101 1,100 laddr 10,1 1 700

Jul 12 2006 13:08:.05 CTeardowm (TP connecticn fer fEadr 10018051 2 gaddr 10015000 faddr 1011170
Jul 1220061 3:08:05 A02020; Built ICWP connection forsaddr 101,71 5512 gaddr 101 1,100 laddr 10,11 700

Jul 122006 1208:04 02021 Teardown [CMP conneclicn rof Rddr 10091 8051 2 gadds 101,900 laddr 10.1.1.1J0
Jul 12 20061 3:08:04 A02020; Built ICMP connection forsaddr 101,17 5512 gaddr 10,1 1,100 laddr 10,711,700

Jul 122006 130803 302021 Teardown [CMP connecticn for fEddr 10091851 2 gaddr 101,910 laddr 10.1.1.1J0
Jul 12 2006130803 A02020; Buit ICMP connection for faddr 101,17 50512 gaddr 10,1 1,100 laddr 10,171,700

Jul 12 2006 130802 302021 Teardown [CMP connecticn for fddr 10091851 2 gaddr 1019100 laddr 10.1.1.1J0
Jul 12 20061 308:02 A02020: Buit ICMP connection for addr 401,17 50512 gaddr 10 1,100 [addr 10,171,700

Jul 122006 120201 302021 Teardown [CMP connecticn for fddr 10.9.1.8051 2 gaddr 1019100 laddr 10.1.1.1J0
Jul 12 20061 30801 302020: Built ICKMP connection for sder 10 1.1 50512 azddr 10,1 1.1.‘|J|sﬂdr1n.'| 1,140 Llll

_r.
[~

]

(=

=

=]

B P

=

i
1

@ Emergencies O Alerts @ Critical & Errors b Wamings s Molficabions i Infarmational & Dapugging

HOHOJ’IHI/ITGJIBHBIG CBCJICHUSA

¢ YcrpoiicTea 3ammuTtsl PIX cepun 500

¢ JlokymeHTanusi 6panamayspa PIX

¢ CnpaBo4yHUK o koMaHaam PIX

¢ Ilouck u ycrpaHeHue HeucnpaBHocteil u npeaynpe:xxaenus Cisco Adaptive Security Device Manager (ASDM)
¢ Jloxymentanus RFC

¢ Texnnueckas nmogaep:kka u gokymentamnus — Cisco Systems

© 1992-2010 Cisco Systems, Inc. Bce mpaBa 3ammuineHs.



Hara reneparu PDF ¢aitna: Jan 05, 2010

http://www.cisco.com/support/RU/customer/content/9/92120/pix-3-networks.shtml



