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Hacrpoiika nporokoJsia IPsec Mme:xkay mapumipyrusaropamu (¢
npeaBapuTeJbHbIMU 00IIUMHU KJIUYaMHu) 1J1d TyYHHeJass GRE ¢
HCNOJIb30BaHMeM MeskceTeBOro 3kpana I0OS u NAT

Conep:xxanue

BBenenue
IIpeaBapuTesibHbIE YCJIOBUS
TpeboBanus
Hcnonbzyemble KOMIIOHEHTBI
VcnoBHbIE 0003HAYEHMS
ba3oBble cBeIeHUS
Hacrpoiika
Cxema ceTH
Kondurypauuu
IIpoBepka
YcrpaHeHue HenmoJIa 0K
KoManzp!l ycTpaHeHHUs HETIoJIago0K
JlomosiHATE IbHBIE CBEIECHUST

BBenenue

B 3TOM JOKyMEHTe PpUBOIUTCS 0a30Bast KoH(UTypaius MexkceTeBoro skpana Cisco IOS® ¢ ucnonb3oBanneM NAT (mpeobpa3oBaHUe CETEBBIX
azipecoB). DTa KOH(PUTYpaIHsl TO3BOJISIET HHUIIMUPOBATh Tpaduk u3 ceterd 10.1.1.x u 172.16.1.x B IHTepHeT U Ha myTH Ucmonb3oBath NAT. K
[P-tynnemo u Tpaduky IPX (MexcereBoil makeTHbIH 0OMEH) MEXTy IBYMS YaCTHBIMHU ceTsiMU nobaBistercs TyHHelnb GRE (ITporokon
TYHHEJIMPOBAHUS CETEBBIX MakeToB). Korma Ha nexoxsmuii nHTEpdeiic MapmpyTH3aTopa MOCTYNAET ITaKeT U OTIPABISETCS MO TYHHEIIO, TTAKeT
CHaYaya MHKAICyIupyercs npu nmomormu nporokosna GRE u 3atem mmdpyercs no npotokony [Psec. lpyrumu cioBamu, 10001t Tpaduk,
KOTOPBII MOXeT OBITh Iepenal no TynHemo GRE, taxoke mmgpyercs npotokoiom IPsec.

JononHuTtensHbIe cBeAeHus o HacTpolike TyHHenst GRE moBepx IPsec ¢ nucnons3oBanuem npotokona OSPF (Open Shortest Path First, mporoxon
MPEANOUTeHNs KpaTJaiiero myTy) cM. B fokyMmente Hactpoiika Tynnenst GRE no mpotokony IPSec ¢ ncnonszoBanuem npotokona OSPF.

JlononHUTENbHBIE CBEAECHHS O HACTPOMKE CETH M3 TPeX MapLIPyTU3aTOPOB C TOMOJIOTHEHN 3Be3/IbI ¢ MOMOLIBIO MpoToKona IPsec cM. B JokyMeHTe
Hactpoiika ¢ momorsto npotokona [Psec 38e31000pa3Hoil ceTn "MapuipyTH3aTOp-MapIpyTH3aTop" ¢ COSANHEHNEM MEXTY OKOHEYHBIMH
YCTpOICTBaMHu.

IIpeaBapurenbHbIe YCJI0BUSA
TpedoBanust
B naHHOM JIOKyMEHTE HE BBIABUIaeTCsl HUKAKMX 0COOBIX TpeOOBaHHUM.

I/ICHOJ'[I)3yeM])Ie KOMIIOHCHTBI

CaezieHus1, COAepIKalIrecs B TAHHOM JOKYMEHTE, KacaloTcsl CICAYIOLIMX BEPCHI POrPaMMHOIO K allapaTHOTO 00eCIeYCHHS:

¢ 10O Cisco IOS Bepcuii 12.2(21a) u 12.3(5a);



e Cisco 3725 u 3640.

JlaHHBIE AT 3TOTO JOKyMEHTa OBLIH MOTYYCHBI C MOMOIIBIO YKa3aHHBIX YCTPOHUCTB B CIICIMAIBHO CO3JAHHBIX Ta00PaTOPHBIX YCIOBUX. Bee
YCTPOKHCTBA, HCIIOIB3YEMBIE B TOM JOKYMEHTE, 3aIlyCKAINCh C YUCTOMH (3a1aHHO 10 yMordaHuio) KoHdurypanueid. Eciu cets HaxoauTcs B
KOMMEPUECKOH IKCILUTyaTalluy, IPH UCHOIb30BaHUN KaXI0H KOMaH/bI CIeIyeT aJleKBaTHO OIIEHUBATh €€ OTEHINAIbHOE BO3IEHCTBHE.

YciaoBHbIE 0003HAYEHUSA

JlonoHUTEeNbHBIE CBEACHHS O IPUMEHACMBIX 0003HAYCHHUSIX CM. B TIOKYMEHTE Y CIIOBHBIC 0003HAYCHUSI, HCIOIb3yEMbIC B TEXHHUYCCKOM
nokymeHTaruu Cisco.

Bba3oBble cBegeHus
B nanHOM pazzaene npuBOIATCS yKa3aHUS MO OCYIIECTBICHHUIO HEOOXOAMMBIX HACTPOEK.

¢ J{1st NpOBEpKH BO3MOXKHOCTH MOJKIIIOUCHHUS K VIHTepHETY, BBEAUTE B ICHCTBHE HA 000MX MapIipyTr3aTopax npotokosn NAT.

e Jlo6aBbTe k koHpurypauuu npotokoil GRE u mpotectupyiite ee. Tpaduk, He MOABEPrHYTHIA MKU(POBAHNIO, HEOOXOAUMO TepeIaBaTh
MEX/y YaCTHBIMH CETSIMH.

¢ JloGaBbTe B KOH(UTypanuio mpoTokoi IPsec u mporectupyiite ee. Tpauk Mex Iy YaCTHBIMU CETSIMH JOJDKEH OBITH 3amm(poBaH.

¢ Jlo6aBbTe K BHEIIHUM MHTEpdelicam, B CTUCOK KOHTPOJIS HCXOASIIETO TpapuKa U B CITHUCOK JOCTYIIA JUTS BXOASAIIETO Tpapuka
MesxceteBoit akpaH Cisco [0S, a 3aTeM BBIOIHUTE TECTUPOBAHKE 3TUX HACTPOCK.

¢ Ecau ucnonwzyercs Bepcust Cisco 10S panee 12.1.4, Heobxoaumo pasperuts [P-tpaduk mexay 172.16.1.x u - 10.0.0.0 B cniiicke noctyna
103. JlomomHUTENbHBIE CBEACHUS cM. B pazaenax 1o ommbkam Cisco: ID CSCdu58486 (ronbko mns saperucrpuposannbix nons3osareneii) 1 1D
CSCdmO1118 (Tonbko as 3aperucTpUPOBAHHBIX MOTL30BATENECH ).

Hacrpoiika
B sToM pasnene npuBoanTcs HHGOpMANUS 0 HACTPOIKe (hYHKINH, ONMICAHHBIX B JaHHOM JOKYMEHTE.

Ipumeuanue. /s morcka JOMOJHUTENBHON HH(OPMAIIUK O KOMaHJaX B JAHHOM JIOKYMEHTE HCIoJb3yiTe CpesicTBO MOMCKA KOMaH]I (Tomsko

JUIA 3apETUCTPUPOBAHHBIX KJ'II/IeHTOB) .

Ipumeuanne. Cxemsl [P-anpecaryn, NpuBeICHHBIC B 3TONH KOHMUTYpAIIUH, HEJTb3s UCIIOIB30BATh TS MapiipyTi3anuu B aTepHeTe. 310
anpeca RFC 1918, xoTopble HCIOTB30BAINCH B JTA00OPATOPHOI cpee.

Cxema ceTn
B 9TOM JOKYMCHTC UCIIOJIB3YIOTCA CICAYIOIINEC ITapaMETPhbl CETH.
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Kondurypauun
B 1aHHOM TOKYMEHTE MCIONb3YIOTCS CICAYIONINE KOHUTYpaIIHK:

¢ xoH(wuryparusa Daphne;

¢ xoHpurypanus Fred.

Koundurypanus Daphne

version 12.3

service timestamps debug datetime msec

service timestamps log datetime msec

no service password-encryption

1

hostname daphne

1

boot-start-marker

boot-end-marker

1

enable secret 5 $1$r2sh$XKzZR118vcIdl1ZGzhbz5C/

1

no aaa new-model

ip subnet-zero

1

l

! -—— KoH@urypaums mexcereBoro skpaHa Cisco IOS m TO, YTO HEOOXOnMMO MPOBEPUTE.
! -—— IomaBaemeni mcxomsammyt Tpaduk Ha BHEMHEM MHTepderice.

ip inspect name myfw tcp

ip inspect name myfw udp

ip inspect name myfw ftp

ip inspect name myfw realaudio
ip inspect name myfw smtp

ip inspect name myfw streamworks
ip inspect name myfw vdolive

ip inspect name myfw tftp

ip inspect name myfw rcmd

ip inspect name myfw http

ip telnet source-interface FastEthernet0/0
1

ip audit notify log

ip audit po max-events 100

no ftp-server write-enable

1

! -—— KoH@urypaumus nporokosa IPsec.

1
crypto isakmp policy 10
authentication pre-share

crypto isakmp key ciscokey address 192.168.2.2
1

crypto ipsec transform-set to_fred esp-des esp-md5-hmac
!

crypto map myvpn 10 ipsec-isakmp

set peer 192.168.2.2
set transform-set to_fred

match address 101
1
1

|
1

!--- Oguna crTopona TyHHEss GRE.

1

interface TunnelO

ip address 192.168.3.1 255.255.255.0
! -—- Tywnuesnr HeoOXOommMO CBS3aTE C QU3UMYECKUM MHTEPOErCOM.

tunnel source FastEthernet0/1



tunnel destination 192.168.2.2
! -—— BHYTpeHHSS CeThb.
interface FastEthernet0/0

ip address 10.0.0.2 255.255.255.0
ip nat inside

speed 100

full-duplex

1

! -—— BrHemHMr mHTeperic m omHa CTOpoOHa TyHHEJsS GRE.
interface FastEthernet0/1

ip address 192.168.1.1 255.255.255.0
ip access-group 103 in

ip nat outside

ip inspect myfw out

speed 100

full-duplex

crypto map myvpn

1

! --- Heobxommmo onpeneanuTs 1ys NAT.

ip nat pool ourpool 192.168.1.10 192.168.1.20 netmask 255.255.255.0
ip nat inside source route-map nonat pool ourpool overload
ip classless

ip route 0.0.0.0 0.0.0.0 192.168.1.2

! --- Heob6xomnmmo IIPUHYONUTEJIBHO HAallpaBUTHB Tpa@MK YACTHOM CeTM B TYHHEJIb.

ip route 172.16.1.0 255.255.255.0 192.168.3.2
ip http server

no ip http secure-server

1

1

!--- Becr Tpaduk, KOTOPEIN NOCTynaeT B TyHHeJL GRE, mmppyercs nporTokosioM IPsec.
! -—- Ilpyrme oneparoprl ACE He TpebynTcs.

access-1list 101 permit gre host 192.168.1.1 host 192.168.2.2
!-—— Cnmcokx pmocrTyna B nHesssx 6ez3omacHOCTHM. PaspemeHue
! -—- rpagmra nmo mporokxosam IPsec m GRE Mexny YaCTHEIMM CETSIMHA.

access-list 103 permit gre host 192.168.2.2 host 192.168.1.1
access-list 103 permit esp host 192.168.2.2 host 192.168.1.1
access-list 103 permit udp host 192.168.2.2 eq isakmp host 192.168.1.1
access-list 103 deny ip any any log

!--- Cm. paszpmen BazoBrle CBemeHus, €cyu mjs crmucka pgocryna 103 mcrnons3yercs
!-—- Bepcuss Cisco IOS panee 12.1.4.

access-list 175 deny ip 10.0.0.0 0.0.0.255 172.16.1.0 0.0.0.255
access-1list 175 permit ip 10.0.0.0 0.0.0.255 any

!'--- Ina azgpecanmm B nporTokosie NAT MCHOJNBE3yeTCsS CHMCOK JLOCTyla B MaplpyTHOIM KapTe.

route-map nonat permit 10
match ip address 175
1

1

!

line con O
exec—-timeout 0 O
line aux 0

line vty 0 4
password ww
login

!

1

end



Kondurypanus Fred

version 12.2

service timestamps debug uptime
service timestamps log uptime
no service password-encryption
1

hostname fred

1

enable secret 5 $1S$AtxD$SMycLGaJvF/tAIFXkikCesl
1

ip subnet-zero

1

!

ip telnet source-interface FastEthernet0/0
1

ip inspect name myfw tcp

ip inspect name myfw udp

ip inspect name myfw ftp

ip inspect name myfw realaudio
ip inspect name myfw smtp

ip inspect name myfw streamworks
ip inspect name myfw vdolive

ip inspect name myfw tftp

ip inspect name myfw rcmd

ip inspect name myfw http

ip audit notify log

ip audit po max-events 100

1

crypto isakmp policy 10
authentication pre-share

crypto isakmp key ciscokey address 192.168.1.1
1

!

crypto ipsec transform-set to_daphne esp-des esp-md5-hmac
]

crypto map myvpn 10 ipsec-isakmp

set peer 192.168.1.1

set transform-set to_daphne
match address 101

1

call rsvp-sync

interface TunnelO
ip address 192.168.3.2 255.255.255.0
tunnel source FastEthernet0/1

tunnel destination 192.168.1.1
1
interface FastEthernet0/0
ip address 172.16.1.1 255.255.255.0
ip nat inside
speed 100
full-duplex
1
interface Serial0/0
no ip address
clockrate 2000000
1

interface FastEthernet0/1

ip address 192.168.2.2 255.255.255.0
ip access-group 103 in

ip nat outside

ip inspect myfw out

speed 100

full-duplex

crypto map myvpn
1



!'-—— BrIXOOHEIE IOaHHEIE OOpPE3aHHl.

ip nat pool ourpool 192.168.2.10 192.168.2.20 netmask 255.255.255.0
ip nat inside source route-map nonat pool ourpool overload
ip classless

ip route 0.0.0.0 0.0.0.0 192.168.2.1
ip route 10.0.0.0 255.255.255.0 192.168.3.1
ip http server

access-list 101 permit gre host 192.168.2.2 host 192.168.1.1
access-list 103 permit gre host 192.168.1.1 host 192.168.2.2
access-list 103 permit udp host 192.168.1.1 eq isakmp host 192.168.2.2
access-list 103 permit esp host 192.168.1.1 host 192.168.2.2
access-list 175 deny ip 172.16.1.0 0.0.0.255 10.0.0.0 0.0.0.255
access-list 175 permit ip 172.16.1.0 0.0.0.255 any

route-map nonat permit 10
match ip address 175

1

1

1

dial-peer cor custom

line con O
exec—-timeout 0 O
line aux 0

line vty 0 4
password ww
login

1

end

IIpoBepka
B sToM pasnene npuseneHa nH(GoOpMAIH 0 crioco0ax NpoBEpKN HACTPOSHHOH KOH(DHUTYpaIin.

WHTepnperaTop BEIXOAHBIX JAHHBIX (Tosbko ais sapeructpuposanHbix nonssosarencii) (OIT) mognepxuBaeT HekoTopble KoMaHas! show. Mcnonb3yiite
3TOT MHTEPIPETATOP IS aHAJTHM3a BHIXOIHBIX JaHHBIX KOMaHIbI Show.

Jlnis npoBepku koHurypamuu VPN, nonpoOyiite oTnpaBuTh ¢ XocTa B ceTr 172.16.1.x 3anpoc "[CMP-3x0" Ha XOCT B yTaJICHHO# MOJCETH —
10.0.0..x. DTOT TpaduK AOHKEH NPOXOoaUTh uepe3 TyHHenb GRE u moxBeprayT mmdpopaHwuro.

Jns mposepku paborocnocobHocTH TyHHENs [Psec, ncrons3yiite komanxy show crypto ipsec sa. Crauana y6equrecs, uro Homepa SPI (service
provider interface, maTepdeiic mocraBmmKa yciryr) oTamgHsl oT 0. Takxke TODKHBI yBETHINTHCS 3HAUCHHS CUCTIMKOB pkts encrypt u pkts
decrypt.

¢ show crypto ipsec sa — mpoBepsieT COCTOSIHHE TOTOBHOCTH TyHHeNs [Psec.

¢ show access-lists 103 — mpoBepsieT MpaBUIBHOCTH PAOOTHI KOH(Uryparu MexceTreBoro skpana Cisco [10S.

¢ show ip nat translations — nposepsier npaBusHOCTE paboTEI NAT.

fred#show crypto ipsec sa
interface: FastEthernet0/1
Crypto map tag: myvpn, local addr. 192.168.2.2

local ident (addr/mask/prot/port): (192.168.2.2/255.255.255.255/47/0)



remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/47/0)
current peer: 192.168.1.1
PERMIT, flags={transport parent, }
#pkts encaps: 0, #pkts encrypt: 0, #pkts digest O
#pkts decaps: 0, #pkts decrypt: 0, #pkts verify 0
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0

local crypto endpt.: 192.168.2.2, remote crypto endpt.: 192.168.1.1
path mtu 1500, media mtu 1500
current outbound spi: 0

inbound esp sas:
inbound ah sas:

inbound pcp sas:
outbound esp sas:
outbound ah sas:

outbound pcp sas:

local ident (addr/mask/prot/port): (192.168.2.2/255.255.255.255/0/0)
remote ident (addr/mask/prot/port): (192.168.1.1/255.255.255.255/0/0)
current peer: 192.168.1.1
PERMIT, flags={origin_ is acl,parent_is transport,}
#pkts encaps: 42, #pkts encrypt: 42, #pkts digest 42
#pkts decaps: 39, #pkts decrypt: 39, #pkts verify 39
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: O
#send errors 2, #recv errors 0

local crypto endpt.: 192.168.2.2, remote crypto endpt.: 192.168.1.1
path mtu 1500, media mtu 1500
current outbound spi: 3C371F6D

inbound esp sas:
spi: OxF06835A9(4033361321)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 940, flow id: 1, crypto map: myvpn
sa timing: remaining key lifetime (k/sec): (4607998/2559)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: 0x3C371F6D(1010245485)
transform: esp-des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 941, flow_id: 2, crypto map: myvpn
sa timing: remaining key lifetime (k/sec): (4607998/2559)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:

Jlnst Toro 4ToOBI YOeAUTHCS B IPABIIIBHOCTH paboThl KOH(uUTypanun MexcereBoro skpana Cisco 10S, cHavana naiite 3Ty KOMaHmy.

fred#show access-lists 103

Extended IP access list 103
permit gre host 192.168.1.1 host 192.168.2.2 (4 matches)
permit udp host 192.168.1.1 eq isakmp host 192.168.2.2 (4 matches)
permit esp host 192.168.1.1 host 192.168.2.2 (4 matches)

3areM ¢ xocTta B ceTH 172.16.1.X momnsITaiiTech YCTAHOBUTE CB3b uepe3 Telnet ¢ yvianeHHsIM XxocToM B MuTepHeTe. CHayaga MOXKHO IIDOBEPHUTE,



npaBuibHO 11 paboTtaeT NAT. JlokanbHbli anpec 172.16.1.2 6b11 npeoOpazoBan B 192.168.2.10.

fred#show ip nat translations
Pro Inside global Inside local Outside local Outside global
tcp 192.168.2.10:11006 172.16.1.2:11006 192.168.2.1:23 192.168.2.1:23

HpI/I HOBTOpHOP’I MPOBEPKE CITMCKA JOCTYyIa MOKHO YBHUACTH, YTO B HEIr0 JUHAMHUYCCKHU no0aBiieHa CTpOKa.

fred#show access-lists 103
Extended IP access list 103
permit tcp host 192.168.
permit gre host 192.168.
permit udp host 192.168.
permit esp host 192.168.

eq telnet host 192.168.2.10 eq 11006 (11 matches)
host 192.168.2.2 (4 matches)

eq isakmp host 192.168.2.2 (4 matches)

host 192.168.2.2 (4 matches)

== N
PR e

YcTpaHeHue HEMmoJaAa0K
B stom pa3aeiie€ OIUChIBACTCA MPOLECC YCTPAaHCHHUS HEIOJIAad0K KOH(I)I/Il"ypaI.II/II/I.
Komanabl ycTpaHeHus! HENOJIAA0K

WHTepriperaTop BBIXOIHBIX TAHHBIX (Tombko /s 3apeructpuposannbix nonssosateneit) (OIT) momnepxuBaer HekoTOpbie KoMaH bl show. Mcnonb3yiite
STOT MHTEPIPETATOP JUIS aHAINM3a BBIXO/IHBIX JaHHBIX KOMaH bl Show.

Mpumeuanne. Cwm. fokymMeHT BakHbie cBenenns o komanaax Debug nepen ncrnonb3oBanneM KoMany oTiajaku debug.

Ipotoxoa NAT:

¢ debug ip nat access-list number — oto6paxxaet undopmarmio o6 IP-nmakerax, npeodpa3oBaHHbix QyHKIwend [P NAT.

IPSec:

¢ debug crypto ipsec — oroOpaxaet coobiTus IPSec.
¢ debug crypto isakmp — Brigact coobuieHus o coobiTusx oOMeHa kirouamu B IHTtepHere (IKE, Internet Key Exchange).

¢ debug crypto engine — oro6paxkaeT HHGOPMAITHIO OT KPHITOTPAYUIECKOTO MOTYIIS.

CBAC (KoHTpo/1b 10CTyIa HA OCHOBE KOHTEKCTA):

¢ debug ip inspect {protocol | detailed} — oToOpaxxaeT coobueHust 0 COOBITUAX MexkceTeBoro skpana Cisco 10S.

Cnucku aocrymna:

¢ debug ip packet (c no ip route-cache Ha unTepdeiice) — oroOpaxaer o0y HHPopMalHio 1o omiaake [P u 6e3onacHbie TpaH3aKINUU C
yCTaHOBJICHHBIMU Mapamerpamu 6ezomacHocTu [P (IPSO - IP security option).



daphnefshow version

Cisco Internetwork Operating System Software

I0S (tm) 3700 Software (C3725-ADVSECURITYK9-M), Version 12.3(5a), RELEASE SOFTWARE
Copyright (c) 1986-2003 by cisco Systems, Inc.

Compiled Mon 24-Nov-03 20:36 by kellythw

Image text-base: 0x60008AF4, data-base: 0x613C6000

ROM: System Bootstrap, Version 12.2(8r)T2, RELEASE SOFTWARE (fcl)

daphne uptime is 6 days, 19 hours, 39 minutes
System returned to ROM by reload
System image file is "flash:c3725-advsecurityk9-mz.123-5a.bin"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco 3725 (R7000) processor (revision 0.1) with 196608K/65536K bytes of memory.
Processor board ID JHY0727K212

R7000 CPU at 240MHz, Implementation 39, Rev 3.3, 256KB L2 Cache

Bridging software.

X.25 software, Version 3.0.0.

2 FastEthernet/IEEE 802.3 interface(s)

1 Virtual Private Network (VPN) Module (s)

DRAM configuration is 64 bits wide with parity disabled.

55K bytes of non-volatile configuration memory.

125952K bytes of ATA System CompactFlash (Read/Write)

Configuration register is 0x2002

fred#show version

Cisco Internetwork Operating System Software

I0S (tm) 3600 Software (C3640-JK903S-M), Version 12.2(21la), RELEASE SOFTWARE (fc2)
Copyright (c) 1986-2004 by cisco Systems, Inc.

Compiled Fri 09-Jan-04 16:23 by kellmill

Image text-base: 0x60008930, data-base: 0x615DE000

ROM: System Bootstrap, Version 11.1(20)AA2, EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

fred uptime is 6 days, 19 hours, 36 minutes
System returned to ROM by reload
System image file is "flash:c3640-jk%903s-mz.122-21la.bin"

This product contains cryptographic features and is subject to United
States and local country laws governing import, export, transfer and
use. Delivery of Cisco cryptographic products does not imply
third-party authority to import, export, distribute or use encryption.
Importers, exporters, distributors and users are responsible for
compliance with U.S. and local country laws. By using this product you
agree to comply with applicable laws and regulations. If you are unable
to comply with U.S. and local laws, return this product immediately.

A summary of U.S. laws governing Cisco cryptographic products may be found at:
http://www.cisco.com/wwl/export/crypto/tool/stqrg.html

If you require further assistance please contact us by sending email to
export@cisco.com.

cisco 3640 (R4700) processor (revision 0x00) with 124928K/6144K bytes of memory.
Processor board ID 25120505

R4700 CPU at 100Mhz, Implementation 33, Rev 1.0

Bridging software.

X.25 software, Version 3.0.0.

SuperLAT software (copyright 1990 by Meridian Technology Corp) .

TN3270 Emulation software.

2 FastEthernet/IEEE 802.3 interface (s)

4 Serial network interface(s)

4 Serial (sync/async) network interface (s)

(fcl)



1 Virtual Private Network (VPN) Module (s)

DRAM configuration is 64 bits wide with parity disabled.
125K bytes of non-volatile configuration memory.

32768K bytes of processor board System flash (Read/Write)

Configuration register is 0x2002

IIpumeuanue. Ecin 3Ta KoHOUrYypamys HacTpanBaeTcs 10 [1araMm, BEIoop koMaHas!l debug, KoTOpyro HEOOXOIUMO UCIIONB30BaTh, 3aBUCHT OT
TOTO 3Tara, Ha KOTOPOM BO3HHKAET COOM.

I[OHOJ'IHHTCJII)HLIQ CBEACHUA

¢ IIporokousl cornacoBanus [Psec / IKE
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