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JlomosHuTEeIbHBIE CBEAECHHUST

BBenenune

B 3TOM nOKYMEHTE OIicaHbI POLe Ty phl, He0OXOqUMBIe [T HacTpoikn MapmpyTu3aropa Cisco IOS® B xauecte EZVPN B NEM (pexnme
pacumpenus cet) s moakiroueHus k konneHrparopy Cisco VPN 3000. EzZVPN Phase 11 (¢a3a II) cHa0xeH HOBO# hyHKIHEH MOIepIKKH
6azoBoii korpurypanuu NAT (ipeobpazoBanne cereBbix agpecoB). EZVPN Phase I1 ocHoBana Ha mpoTokone Unity (ITO VPN-kimueHr).

VY naneHHOe yCTPOUCTBO Beeraa apisercs naunuaropom [PSec-tyrnuens. Onnako IKE (o6men ximouamu B HTepHeTe) 1 npemroxkenus [Psec
HEBO3MOKHO HacTpouth B EZVPN-knuente. VPN-KINEHT COrlIacOBBIBAET MPEJIOKEHUS C CEPBEPOM.

Nudopmaruto o Hactpoiike [Psec mexxny PIX/ASA 7.x u mapuipytuzaropom Cisco 871 ¢ momonipto Easy VPN cm. B IIpumeps! koHUTrypaluu ¢
PIX/ASA 7.x Easy VPN ¢ ASA 5500 B kauectBe cepBepa u Cisco 871 B kauectBe Easy VPN Remote.

Wudopmarmro o Hactpoiike [Psec Mexy ammaparasiv kiarerToM Cisco IOS® Easy VPN Remote u cepsepom PIX Easy VPN cm. B [Ipumepst
koH(uryparun armmaparaoro knmuenta I0S Easy VPN Remote va cepsepe PIX Easy VPN.

Nudopmarmio o HacTpoiike mapmpyTtuzatopa Cisco 7200 B kagectBe EZVPN n mapmpyTuzatopa Cisco 871 B kauectse Easy VPN Remote cm. B
[Mpumepsr koudurypamnuu cepsepa 7200 Easy VPN B 871 Easy VPN Remote.

IIpenBapurebHbIE YCJIOBUS

TpeboBanus

[epen npuMeHeHeM JJaHHON KOHpHUTYpanuu yoeaurech, uto MapmpyTtuzarop Cisco 10S nognepxkusaet ¢pynknuio EZVPN Phase 11 u umeer
BO3MOXXHOCTb MOJIKITIF0UeHHS 110 [P co CKkBO3HBIMM coeTmHeHUSIMHU 1is1 co3nanust [Psec-Tynners.

I/ICHOJ]b3yeMbIe KOMIIOHCHTbI



CBCI[GHI/IH, coacprKaluecsa B [aHHOM ITOKYMCEHTEC, KaCarOTCs CIICAYIOIUX Bepcnﬁ IpOrpaMMHOI0 U almapaTHoTro obecreueHus:

¢ [10 Cisco I0S Bepcun 12.2(8)YJ (EzVPN Phase 1)
e Konuentparop VPN 3000 Bepcuu 3.6.x

¢ Mapupyruzarop Cisco 1700

JlanHble 17151 JOKyMEHTa ObUIM IOJTy4YeHbI B CIIELIMANIHO CO3JJaHHBIX J1a00PaTOPHBIX YCIOBHIX. Bee ycTpolcTBa, HCIOIb3yeMbIE B 9TOM
JIOKYMEHTE, ObUIH 3aIlyIleHbl ¢ YUCTOH (3aaHHOM 110 YMOIYaHUI0) KoHQUrypauueid. Ecinu Bama ceTh paboTaeT B pealibHbIX YCIOBUSIX,
ybeaurech, 4TO Bbl HOHUMAETE MOTEHIUAIBHOE BO3CHCTBUE KaX10H KOMaH/IbI.

IMpumeuanne. [Jannas koHGUTYparms ObLIa MpoBepeHa ¢ momorbio MapmpyTtuzaropa Cisco 3640 ¢ I1O Cisco 10S Bepcun 12.4(8) u
koHueHtpatopa VPN 3000 Bepcun 4.7.x

Yci10BHBIE 0003HAYECHUS

BoJtee nopoOHbIe CBEACHHUS O IPUMEHSEMBIX B JOKYMEHTE 0003HAYSHHUSIX CM. B JIOKyMEHTE Y CJIOBHBIE 0003HAUCHUSI, HCITIOIb3yEMBbIC B
TexXHU4IecKol qokymeHTanuu Cisco.

Hacrpoiika konuentparopa VPN 3000

3agaua

B aTOoM pasnerne npencTaBiaeHa nHGopManusa, HeoOXoIuMast s HAaCTPOiKU KoHIeHTpaTtopa VPN 3000.
Cxema cetn

B 3TOM 1OKyMEHTE HCIIOIB3YIOTCS HACTPOIKHU CeTH, TI0Ka3aHHbIe HA JaHHOU cxeMe. MIHTepdelickl 00paTHOM METIIN UCHIONIB3YIOTCS KaK
BHyTpeHHHe nojcetH, a FastEthernet 0 mo ymomaannio s MHTEpHET.

VPN 3000
Cisco 1700 Public Interface=172 16.172.41 LAN
LAN1 Fa0=172.16.172.46 Private Interface=192.168,2 254 Cantral
192.168.254.0/24 Lo0=192.168.254.1 Subnet=192.168.2.0/24
— Lo1=192.168.253.1 P
Intarnet | \:’

LAN2
192.168.253.0/24

IHomaroBble HHCTPYKUMH
BBIMONHUTE CIICAYIOLIHE [IATrH.
1. YtoO6s1 HacTpouTh IPsec-rpymnmy amns nmons3oBareneii, Beioepute Configuration > User Management > Groups > Add u ykaxxute uMs

TPYMIIbl U apOoJib.

B nannoM nmpumepe ucnons3yeTcst UMs Tpynisl turaro u naposs tululo.



Thiz section lets yen add & grenp, Check the Inherit? o to set a field that voo want te
default ro the base grovp value. Uncheck the Inherit? hoor and enter a new value to
owertide base group valuss,

Lientity Parameters
Antribute | Value Description
Ciroup| 1 1
Name Iluran:l Eriter a uuque name for the group.
Password W Enter the password for the group.
Verify IE Werify the group's passwrord
Extarnal groups ave confipured on an external
I—_|' = authentcaton server (e.g. BADTITE). faéerna) groups
Type}inenic) are confipured on the VEM 3000 Concentrator's
Internal Database,

coes |

Cisco Svstims

2. Uro6s! Britounts IPSec u orkmounts PPTP (mpotokon TynHenmpoBanus "touka-rouka') u L2TP (mpoTokos TyHHETMpOBaHUS yPOBHS 2),
BeiOepute Configuration > User Management > Groups > turaro > General.

Crnenaiite BbIOOp 1 Haxkmute Apply.

Identity * General |

Attribute Value Inherit?
; Access Hours |-ND Fleslric:lions—;] Seld
Simultaneous Logins|[3 Entd
w Minimum Password Length|[5 Ents
Allow Alphabetic-Only & Ents
Passwords be 4

Tdle Timeout|[30

Maximum Connect Time||

qd (7T |A|[|7|A 7|72 A

Filter{|—None— =l Entd
Primary DINS|| Entg
Secondary DIVS|| Entd
Primary WINS|| Entd
Secondary WIINS | Entg
SEP Card Assignment ggg; ggi el
CFPTP
Cisco SvsTeus Twnmeling Frotocols ;Eﬁzg:.’: b pee

3. Jlnst pacummpenHo# ayTeHTrduKkaun (Xauth) ycraHoBuTe 3HaueHue ayTeHTHGUKanuu Internal, 1ms Tuna tyHHens — Remote Access 1
s [PSec SA — ESP-3DES-MDS.




Confi on | User Management | Groups | Modify ADMINI

Check the Inherit? box to set a field that you want to default to the base groug|
value to overnde base group values

Identity | General ' IPSec | Client FW | PRTP/L2TP

IPSec Parameters
Attribute Value Inherit?
IPSec SA||ESP-3DES-MDS =l F |
IKE Peer Identity = 9
Validation |1 supporied by certiicate x| [~ ’
IEE Keepalives| ¥ 7 "
Reanthentication
on Rekey 2 -
Tunnel Type||Femote Accass * M :
Remote Access Parameters|
Group Lock| ™ ¥ |
Authentication I Internal 'l 172 ;

4. Jns nposepku, uto Cisco VPN-kiuenT (CiscoVPNClient-3DES-MDS5) Haxoautcs B criicke Active Proposals aist IKE (dasza 1),
BbiOepuTe Configuration > System > Tunneling Protocols > IPSec > IKE Proposals.

Mpumeuanne. [Iponecc nposepky, uro Cisco VPN-knueHTt Haxoautces B ciucke Active Proposals s IKE (dasza 1) ana koHneHTparopa
VPN Bepcun 4.1.x 6yzaet ornudatscs. Beioepute Configuration > Tunneling and Security > IPSec > IKE Proposals.

Canfiy B Tu Protocels | IPSec | IKE Propo

Add, delete, prionhze, and configure JEE Proposals

Select an Inactive Proposal and chck Activate to make it Active, or chek Modify, Copy or D)
Select an Active Proposal and click Deactivate to make it Inactive, or chick Mowe Up or Mo
Chck Add or Copy te add a new Inactive Proposal IKE Proposals are used by Security Asso

parameters
Active Inactive
Proposals Artions Proposaly
CizcovPNChen-3DES-MDS IKE-3DES-MDA-REA
[KE-IDES-MDS icActvate IKE-IDES-SHA-DSA
IKE-IDES-MD5-DH1 o . IKE-3DE S-MDA-RSA-DY
IKE-DES-MDS Al IKE-DES-MDS-0H7
IKE-3DES-MD5-DH? Miove Up | CiscovPNClent-3DES
CigcovPHChant-3DES
dave Dawn |
.

5. TlpoBepsTe cooTBeTcTBHE MO Oe3omacHocTH [Psec (SA).

Ha mare 3 s SA IPsec ycranasnuBaercs 3uadenne ESP-3DES-MDS. Tlpu Heo0X0IUMOCTH MOXHO CO3/IaTh HOBOE, HO YOSTUTECH, UYTO
JUIS TPYIIIBI HCTIONB3yeTcs mpaBmiabHoe SA IPsec. [t ncnonezyemoro SA IPsec Heooxomumo otkimounts PFS (6e3omacHas mepechuka).
VYcranosure Cisco VPN-kiment B xauectse npeminoxenus IKE, Beiopas Configuration > Policy Management > Traffic Management >
SAs. Beenute uMs SA B TEKCTOBOM TIOJIE M C/I€TAlTE COOTBETCTBYIOIINI BEIOOD, KaK MOKAa3aHO HIKE.

IIpumeuanue. [Ipu BeIOOpe cTaHAAPTHOTO SA 3TOT U CIITYIOMINI MIAaTH SBISIOTCS HeoOs3aTeIbHBIMU. Eciy KITHEHT nMeeT ANHAMIYECKH
HasHaueHHBIH [P-anpec, He0OX0MMMO B TeKCTOBOM ToJie paBHOpanroBoro y3na IKE ucrmons3oBars 0.0.0.0. TIpoBepbTe, 4TO NpeUIoKeHHE
IKE ycranoBneno B CiscoVPNClient-3DES-MDS, xak noka3aHo B JaHHOM IIpHMEpE.




Modify a configured Secunty Association.

SA Name IESF‘GDE S-MD5
Inheritance |Fmrn Rule "I

Specify the name of this Securnity Association (3
Select the granulanty of this SA

IPSec Parameters
Authentication Algorithm | ESP/MDS/HMAC-128 = |
Encryption Algorithm m
Encapsulation Mode m
Perfect Forward Secrecy Im
Lifetime Measurement m
Data Lifetime [T00000
Time Lifetime [28800

IKE Parameters
IKE Peer |EI.IJ.I].EI
Negotiation Mode IAggresswe -]

Digital Certificate | Mone (Use Preshared Keys) =|
R . .
Certificate Transmission Entire certificate chain

# Identity certificate only

Select the packet authentication algorithm to usq
Select the ESP encryption algonthm to use
Select the Encapsulation Mode for this 54
Select the use of Perfect Forward Secrecy.
Select the hfetime measurement of the IPSec ke
Specify the data lfetime n kilobytes (KE).
Specify the tme bfetime in seconds

Specify the IEE Peer for a LAI-te-LAI IPSe
Select the IKE Negohation mode to use.
Select the Digital Certificate to use.

Choose how to send the digital certificate to the

IKE Proposal | CiscoVPMClient-3DES-MDS

3 Select the IKE Proposal to uge as IKE wihiator.

. He ycranaBnuBaiite daaxxox Allow the networks

in the list to bypass the tunnel. ITockonbky ocyiiecTBiIA€TCS NOAAEPKKA Pa3AeIbHOIO

TYHHEJIMPOBAHUs, a GYHKIUS 00X0aa He nojuepxkuBaetcs pynknneit EZVPN-kineHt.

Banner =4
/|
Aﬂuwl’aimfmd r o
Storage on Client
& Tunnel everything
Split Tunneling [ Allow the networks m list to bypass
g 17
Policy the tunnel
€ Only tunnel networks m bst
Split Tunneling - =
Nerwork List o J "

. UtoOsI mobaBuTh none3oBatens, Beioepure Configuration > User Management > Users. YkaxxuTe IMs ITOJI630BaTeIs U IapOJIh, BHECHTE

ero B rpynmny u Haxxmute Add.

overtide proup vahies.

onfiguration | Liser Management | Users | Add

This section etz you add a user. Uncheck the Inherit? bee and enter a new value to

Identity | General [ IPSec | PPTR/LZTP

Identity Parameters

Attribute | Value

Description

Username Ipu.drnu

Enter a unique username.

Password Im

Enter the user's password. The password must sahsby
the group password requirsments,

Verﬂ'}, rummw

Wenty the uzer's password,

Group|| wraro =]

Enter the group te which thiz user belongs.

IF Address|

Enter the [P address assigned to this user.

Subnet Ii
Mask

Enter the subnet tnask assigned to this user,

Cancel

Cisco SrsTins

. Bribepute Administration > Admin Sessions 1 npoBepsTe NOAKIIOYCHUE MOTb30BaTels. B pexxumve NEM, konnentparop VPN He




HazHauaeT [P-aapeca u3 mymna.

Ipumeuanue. [Tpu BEIOOpE cTaHAAPTHOTO SA 3TOT IIar ABIIETCS HEOOSI3aTEIbHBIM.

LAN-to-LAN Sessions .
Conmection N ame IF Address Pretocol Emeryption Logs Tinie [huratsem Bytes Tx Bytes Hx

Mo LAN-1-LAN Sesmon:

Remote Aooess Sesvions [

R ) Assigned IF Address . Frotecol Login Tinse Chient Type Bytes Tx
i Public IF Address WL

Enerypiion Dharation Version Bytes Rx
Mar 31 183 HIA L]
JDES-168 230 Hia 301

1%

Management Sessions [ LAl n |

adrar 17168 8% HTTP Home Mlar 11 123501 301

Addmunisinator IF Address Protocel Encryption Logim Tume Drur wtvem Artruny

9. Yt00bI cOXpaHUTh KOHDUTYpalmio, HaxxMuTe 3Ha40K Save Needed nnu Save.

Kondurypauusi Mmapmpyrusaropa

PesyabTar show version

show version

Cisco Internetwork Operating System Software

IOS (tm) C1700 Software (C1700-BK9NO3R23Y7-M), Version 12.2(8)YJ,
EARLY DEPLOYMENT RELEASE SOFTWARE (fcl)

1721-1(ADSL) uptime is 4 days, 5 hours, 33 minutes
System returned to ROM by reload
System image file is "flash:cl700-bk9no3r2sy7-mz.122-8.YJ.bin"

cisco 1721 (MPC860P) processor (revision 0x100) with 88474K/9830K bytes

16384K bytes of processor board System flash (Read/Write)

1721-1

1721-1 (ADSL) #show run

version 12.2

service timestamps debug uptime

service timestamps log uptime

no service password-encryption

1

hostname 1721-1 (ADSL)

!

! -—- VYrkaxwure nuMs KOHQUIypalmu,

!--- xoropas Oymer Ha’HayeHa IOJs MHTEepderica.

crypto ipsec client ezvpn SJVPN
! -—- YnpaBiieHme TyHHEJIEM; IIO YyMOJIYAHMI YyCTAHOBJIEH aBTOMAaTUYECKUIN DEXMUM.

connect auto

!l -—— Jms rpynmnel v napoJib OJIKHEl COBHNANATEH C yYKAB3aHHEIMM IJIS KOHI[eHTpaTopa VPN.

group turaro key tululo
!'-—— Pexwmmv, BEIOpaHHER B KadyeCTBE PAaCIMPEHMS CETH.

mode network-extension

! -—— KoweuHnrnt yszesn TyHHess (IP-anpec nybamyHOIO mHTepderica KoHIeHTparopa VPN) .

peer 172.16.172.41

1

interface Loopback0

ip address 192.168.254.1 255.255.255.0
! --- Hacrporire mHTEepderic obpaTHOM CBS3U
!--- B kauvecTBe BHYTPEeHHEIrO MHTepderica.

ip nat inside
! -—— YkaseBaerT mMmsa koHQuryparnmu Cisco EzVPN Remote,

! -—- xorTopas HazHavaeTcs njis BHYTPEHHEero uHTepderica.

crypto ipsec client ezvpn SJVPN inside



!

interface Loopbackl

ip address 192.168.253.1 255.255.255.0

ip nat inside

crypto ipsec client ezvpn SJVPN inside

|

interface FastEthernet0

ip address 172.16.172.46 255.255.255.240

! -—- Hacrporire muHTepdperic FastEthernet
!--- B kavecTBe BHemHero uHTepderica.

ip nat outside

!-—- VkasrBaerT mmMsa xoHQurypaumu Cisco EzVPN Remote,
! --- xoTopoe HazHavaeTcs nOJjs NEepBOI'O BHEMHEI'O MHTepderica, HOCKOJBKY
! --- outside nHTEpderic misa mMHTepderica He yKas3aH.
I ——— [lo ymomuyaHMo yCTaHOBJIEH outside.

crypto ipsec client ezvpn SJVPN

1

!--- Vrkaxwure napamerp overload c nomomen xomanHAe ip nat

! -—— B pexume 1106aJBHON KOHYUIYPALIAMA,

YyTOORE BKJIOYMTE

! -—- npeobpaszsoBaHme ceTeBrX anpeconB (NAT) azmpeca BHYTPEHHEI'O MCTOYHMKA,
! -—— yro mozBosmMT HeckosmbkmuM IIK mMcnonb30BaTh ommH IP-ampec.

ip nat inside source route-map EZVPN interface FastEthernet0 overload

ip classless

ip route 0.0.0.0 0.0.0.0 172.16.172.41

1

access-1list 177 deny
access-list 177 deny
access-list 177 permit ip 192.
access-list 177 permit ip 192.

1

route-map EZVPN permit 10
match ip address 177

1

!

line con O
line aux O
line vty 0 4
password cisco
login

1

no scheduler allocate

end

IIpoBepka

ip 192.
ip 192.

168.
168.
168.
168.

254.
253.
253.
254.

O O O O

O O O O

o O O O

O O O O

.255
.255
.255
.255

192.168
192.168
any
any

L2,
2.

0 0.0.0.
0 0.0.0.

Hcrions3yiiTe 3TOT pa3men A IpOBEpKU MPAaBUIBHON pabOTHI KOH(PUTYypaUiL.

CpenctBo MHTEpnpeTaTop BEIXOAHBIX JaHHBIX (Tomsko ans sapernctpuposanmsix kmentos) (OIT) moanepKuBaeT HEKOTOpbIE KOMaH bl show.

Ucnomnwayiite OIT mis mpocMoTpa aHanM3a BEIXOAHBIX JaHHBIX KOMaH bl Show.

[Mocne HacTpoiiku 0boux ycTpoiicTs, Mapmpytusatop Cisco 3640 mbitaetcs ycTanoBUTh VPN-TyHHENb TyTeM coenunaeHus ¢ VPN-
KOHIIEHTPaTOpOM, aBTOMAaTHUECKH UCTIONB3ys [P-anpec omHopanroBoro y3na. [Tocie oOMeHa HadampHbIME TTapameTpamu [SAKMP,

MapuIpyTH3aTOp 0TOOpaXkaeT JaHHOE COOOIICHUE!

Pending XAuth Request,
following command:

Heobxomimo BBecTH KoMaHIy crypto ipsec client ezvpn xauth, koropas 3anpammBaeT IMs HOIB30BaTeNs U Mapoib. OHU JOHKHBI COBIIANATE C
HMMEHEM TI0JIb30BaTeINs U MapoJieM, yKa3aHHBIX uis KoHIeHTpaTtopa VPN (war 7). [Tocie cornacoBaHus UMEHH MOJI30BATEINS M MAPOIIst Ha 000UX
PaBHOIIPaBHBIX y3JlaX, COIMIACYIOTCS OCTallbHbIe apaMmeTpsl U BKiItoyaeTcs [Psec VPN-TyHHens.

EZVPN (SJVPN) :

Pending XAuth Request, Please enter the following command:

Please enter the
crypto ipsec client ezvpn xauth

2
2

55
55



EZVPN: crypto ipsec client ezvpn xauth

!--- BBemmre komaHny crypto ipsec client ezvpn xauth.
crypto ipsec client ezvpn xauth

Enter Username and Password.: padma
Password: : password

YCTpaHeHI/Ie HEIMoJIAA0K
B 3TOM pas[ene OmUChIBASTCS MIPOLIECC YCTPAHCHHUS HETOIaJ0K KOH(PUTYPaALIUH.

KomaHnabl YCTpaHE€HUA HEMOJAA0K

HeKOTOpLIe KoMaH bl show IOAACPIKNBAIOTCA HHTepHpeTaTOpOM BBIXOOHBIX JAaHHBIX (TOJ‘ILKO JUIS 3apETUCTPUPOBAHHBIX KJmeHTOB), YTO MMO3BOJIACT
ImpoCcMaTprBaTh aHAJIM3 BBIXOJHBIX JaHHBIX KOMaH/IbI show.

IIpumeuanue. [Tepen ncrnons3oBanneM komanz debug o3HaKOMBTECH CO cTaThel BakHas HHpOpMaUsI 0 KOMaHaxX OTIAIKH.

¢ debug crypto ipsec client ezvpn — oToOpaxaer cBeneHNs 0 KOHQUTYpanyH 1 BeimoaHeHNH GyHknun EzVPN-xmieHT.
¢ debug crypto ipsec — oToOpaxkaeT TaHHbBIC OTIAKHU MoaKIroueHui [Psec.

¢ debug crypto isakmp — oToOpakaeT qaHHBIC OTJIAKU NOAKIF0UeHNH [Psec u nepBbIit HA0Op aTprOyTOB, OTKIOHAEMBIX M3-3a
HECOBMECTUMOCTH Ha 000X KOHIIaX.

¢ show debug — oToOpaxkaeT cocTosIHNE KaXXOTO MapaMeTpa OTIaIKH.

BoixoaHble JaHHbIE KOMAaH/ OTJIaAKH

ITocne BBosa koman sl crypto ipsec client ezvpn SJVPN EzVPN-KIHEHT BBIIONHAET NONBITKY COeUHEHUs ¢ cepBepoM. [Ipu usmenenuu
KOMaHIIHI connect manual B rpynmne KOHGHUTYpaIuy, BBEIUTE KOMaHay crypto ipsec client ezvpn connect SJVPN 1t Haganma oOMeHa
IIPEJIOKECHUAMH C CEPBEPOM.

4d05h: ISAKMP (0:3): beginning Aggressive Mode exchange

4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) AG_INIT EXCH
4d05h: ISAKMP (0:3): received packet from 172.16.172.41 (I) AG INIT EXCH
4d05h: ISAKMP (0:3): processing SA payload. message ID = 0

4d05h: ISAKMP (0:3): processing ID payload. message ID = 0

4d05h: ISAKMP (0:3): processing vendor id payload

4d05h: ISAKMP (0:3): vendor ID is Unity

4d05h: ISAKMP (0:3): processing vendor id payload

4d05h: ISAKMP (0:3): vendor ID seems Unity/DPD but bad major

4d05h: ISAKMP (0:3): vendor ID is XAUTH

4d05h: ISAKMP (0:3): processing vendor id payload

4d05h: ISAKMP (0:3): vendor ID is DPD

4d05h: ISAKMP (0:3) local preshared key found

4d05h: ISAKMP (0:3) Authentication by xauth preshared

4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65527 policy
4d05h: ISAKMP: encryption 3DES-CBC

4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B

4d05h: ISAKMP (0:3): Encryption algorithm offered does not match policy!
4d05h: ISAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65528 policy

4d05h: ISAKMP: encryption 3DES-CBC
4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds



4d05h: ISAKMP: life duration (VPI) of O0x0 0x20 0xC4 0x9B

4d05h: ISAKMP (0:3): Encryption algorithm offered does not match policy!
4d05h: ISAKMP (0:3): atts are not acceptable. Next payload is 0

4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65529 policy

4d05h: ISAKMP: encryption 3DES-CBC

4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B

4d05h: ISAKMP (0:3): Encryption algorithm offered does not match policy!
4d05h: ISAKMP (0:3): atts are not acceptable. Next payload is O
4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65530 policy

4d05h: ISAKMP: encryption 3DES-CBC

4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B

4d05h: ISAKMP (0:3): Encryption algorithm offered does not match policy!
4d05h: ISAKMP (0:3): atts are not acceptable. Next payload is 0
4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65531 policy

4d05h: ISAKMP: encryption 3DES-CBC

4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared

4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 0x9B

4d05h: ISAKMP (0:3): Hash algorithm offered does not match policy!
4d05h: ISAKMP (0:3): atts are not acceptable. Next payload is 0
4d05h: ISAKMP (0:3): Checking ISAKMP transform 6 against priority 65532 policy

4d05h: ISAKMP: encryption 3DES-CBC
4d05h: ISAKMP: hash MD5

4d05h: ISAKMP: default group 2

4d05h: ISAKMP: auth XAUTHInitPreShared
4d05h: ISAKMP: life type in seconds

4d05h: ISAKMP: life duration (VPI) of 0x0 0x20 0xC4 O0x9B

4d05h: ISAKMP (0:3): atts are acceptable. Next payload is 0

4d05h: ISAKMP (0:3): processing KE payload. message ID = 0

4d05h: ISAKMP (0:3): processing NONCE payload. message ID = 0

4d05h: ISAKMP (0:3): SKEYID state generated

4d05h: ISAKMP (0:3): processing HASH payload. message ID = 0

4d05h: ISAKMP (0:3) SA has been authenticated with 172.16.172.41
4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) AG INIT EXCH
4d05h: ISAKMP (0:3): Input = IKE MESG FROM PEER, IKE AM EXCH

0ld sState = IKE I AM]1 New State = IKE Pl COMPLETE

wwwwwww

4d05h: IPSEC(key engine): got a queue event...
4d05h: IPSec: Key engine got KEYENG IKMP MORE SAS message
4d05h: ISAKMP (0:3): Need XAUTH
4d05h: ISAKMP (0:3): Input = IKE MESG_ INTERNAL, IKE_ PHASEl COMPLETE
0ld sState = IKE P1 COMPLETE New State = IKE Pl COMPLETE
l-—- ®aza 1 (ISAKMP) 3aBepmeHa.
4d05h: ISAKMP: received ke message (6/1)
4d05h: ISAKMP: received KEYENG IKMP MORE SAS message
4d05h: ISAKMP: set new node -857862190 to CONF_XAUTH

' ——— VHnnmuupynTe paclmMpeHHY ayTeHTHUQUKALIMIO.

4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) CONF_XAUTH
4d05h: ISAKMP (0:3): purging node -857862190
4d05h: ISAKMP (0:3): Sending initial contact.

4d05h: ISAKMP (0:3): received packet from 172.16.172.41 (I) CONF XAUTH
4d05h: ISAKMP: set new node -1898481791 to CONF_XAUTH

4d05h: ISAKMP (0:3): processing transaction payload from
172.16.172.41. message ID = -1898481791

4d05h: ISAKMP: Config payload REQUEST
4d05h: ISAKMP (0:3): checking request:

4d05h: ISAKMP: XAUTH_TYPE V2

4d05h: ISAKMP: XAUTH_USER_NAME V2
4d05h: ISAKMP: XAUTH USER PASSWORD V2
4d05h: ISAKMP: XAUTH_MESSAGE_V2

4d05h: ISAKMP (0:3): Xauth process request



4d05h:

ISAKMP

(0:3) :

Input = IKE MESG FROM PEER, IKE CFG REQUEST

0ld state = IKE_P1 COMPLETE New State = IKE XAUTH REPLY AWAIT

4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:

EZVPN (SJVPN)
EZVPN (SJVPN) :
EZVPN (SJVPN)
EZVPN (SJVPN) :
EZVPN: Attributes sent in xauth request message:
XAUTH_TYPE V2 (SJVPN): 0O

XAUTH USER NAME V2 (SJVPN) :
XAUTH_USER_PASSWORD_V2 (SJVPN) :

XAUTH_MESSAGE_V2 (SJVPN) <Enter Username and Password
EZVPN (SJVPN) : New State: XAUTH REQ

ISAKMP

(0:3) :

Current State: READY
Event: XAUTH_REQUEST
ezvpn_xauth request

ezvpn_parse_ xauth msg

Input = IKE MESG INTERNAL, IKE PHASE1 COMPLETE

0ld state = IKE XAUTH REPLY AWAIT New State = IKE XAUTH REPLY AWAT

4d05h: EZVPN (SJVPN) :

Pending XAuth Request, Please enter the follow

4d05h: EZVPN: crypto ipsec client ezvpn xauth

!--- BBemmre komaHny crypto ipsec client ezvpn xauth.

crypto ipsec client ezvpn xauth

Enter Username and Password.: padma

Password:

password

!'--- MapmpyTusaTop 3amnpoCHT MMS [OJB30BaTesld M [apoib,
!--- ykaszaHHEIE IJIs1 CcepBepa.

4d05h: EZVPN (SJVPN) :
4d05h: EZVPN (SJVPN) :
4d05h: EZVPN (SJVPN) :
1721-1 (ADSL) #
EZVPN (SJVPN) :
EZVPN (SJVPN) :
EZVPN (SJVPN) :
XAUTH TYPE V2(SJVPN): 0O

XAUTH USER NAME V2 (SJVPN): Cisco MAE
XAUTH_USER_PASSWORD_V2 (SJVPN) : <omitted>
EZVPN (SJVPN) : New State: XAUTH REPLIED
xauth-type: 0

username: Cisco MAE

password: <omitted>

message <Enter Username and Password.>

4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:

4d05h:

ISAKMP
ISAKMP
ISAKMP

ISAKMP

(0:3) :
(0:3)
(0:3) :

(0:3):

Current State: XAUTH_REQ
Event: XAUTH_ PROMPTING
New State: XAUTH_PROMPT

Current State: XAUTH_PROMPT
Event: XAUTH REQ INFO READY
ezvpn_xauth reply

responding to peer config from 172.16.172.41.
sending packet to 172.16.172.41 (I) CONF_ XAUTH
deleting node -1898481791 error FALSE reason "
xauth request/reply exchange"

Input = IKE MESG INTERNAL, IKE XAUTH REPLY ATT

0ld state = IKE XAUTH REPLY AWAIT New State = IKE XAUTH REPLY SENT

4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:

4d05h:

ISAKMP

ISAKMP:

ISAKMP

ISAKMP:

ISAKMP
ISAKMP

ISAKMP:

ISAKMP

ISAKMP
ISAKMP

ISAKMP

(0:3) :

received packet from 172.16.172.41 (I) CONF_XA

set new node -1602220489 to CONF_XAUTH
(0:3): processing transaction payload from 172.16.172.41. message ID
Config payload SET

(0:3) :
(0:3) :

Xauth process set, status =1
checking SET:

XAUTH_STATUS V2 XAUTH-OK

(0:3): attributes sent in message:

Status: 1

(0:3): sending packet to 172.16.172.41 (I) CONF_XAUTH
(0:3): deleting node -1602220489 error FALSE reason "
(0:3): Input = IKE MESG FROM PEER, IKE CFG SET

0ld State = IKE XAUTH REPLY SENT New State = IKE Pl COMPLETE

4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:
4d05h:

EZVPN (SJVPN)
EZVPN (SJVPN)

ISAKMP
ISAKMP

ISAKMP:

ISAKMP
ISAKMP
ISAKMP

EZVPN (SJVPN) :

(0:3)
(0:3)

Current State: XAUTH REPLIED
Event: XAUTH STATUS

New State: READY

Need config/address

Need config/address

set new node 486952690 to CONF_ADDR

(0:3) :
(0:3) :
(0:3):

initiating peer config to 172.16.172.41. ID =
sending packet to 172.16.172.41 (I) CONF_ADDR
Input = IKE MESG INTERNAL, IKE PHASE1 COMPLETE

0ld State = IKE P1 COMPLETE New State = IKE CONFIG MODE REQ SENT

4d05h:
4d05h:

ISAKMP
ISAKMP

(0:3) :
(0:3) :

received packet from 172.16.172.41 (I) CONF_AD
processing transaction payload from 172.16.172

message ID = 486952690

o>

T

ing command:

ID = -1898481791
done with

R

UTH

486952690

DR
.41.

-1602220489



4d05h: ISAKMP: Config payload REPLY

4d05h: ISAKMP(0:3) process config reply

4d05h: ISAKMP (0:3): deleting node 486952690 error FALSE reason
"done with transaction”

4d05h: ISAKMP (0:3): Input = IKE MESG FROM PEER, IKE CFG REPLY

0ld State = IKE CONFIG MODE REQ SENT New State = IKE Pl COMPLETE

4d05h: EZVPN (SJVPN) : Current State: READY

4d05h: EZVPN(SJVPN): Event: MODE CONFIG REPLY

4d05h: EZVPN (SJVPN): ezvpn mode config

4d05h: EZVPN (SJVPN) : ezvpn parse mode config msg

4d05h: EZVPN: Attributes sent in message

4d05h: ip ifnat modified: old if 0, new if 2

4d05h: ip_ifnat modified: old if 0, new if 2

4d05h: ip ifnat modified: old if 1, new if 2

4d05h: EZVPN (SJVPN): New State: SS OPEN

4d05h: ISAKMP (0:3): Input = IKE MESG_ INTERNAL, IKE_ PHASEl COMPLETE
0ld State = IKE Pl COMPLETE New State = IKE Pl COMPLETE

4d05h: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local proxy= 192.168.254.0/255.255.255.0/0/0 (type=4),
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-3des esp-sha-hmac ,
lifedur= 2147483s and 4608000kb,
spi= 0xE6DB9372(3873149810), conn id= 0, keysize= 0, flags= 0x400C
4d05h: IPSEC(sa_ request): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local proxy= 192.168.254.0/255.255.255.0/0/0 (type=4),
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 2147483s and 4608000kb,
spi= 0x3C77C53D(1014482237), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local proxy= 192.168.254.0/255.255.255.0/0/0 (type=4),
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 2147483s and 4608000kb,
spi= 0x79BB8DF4 (2042334708), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: IPSEC(sa request): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local proxy= 192.168.254.0/255.255.255.0/0/0 (type=4),
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 2147483s and 4608000kb,
spi= 0x19C3A5B2(432252338), conn id= 0, keysize= 0, flags= 0x400C
4d05h: ISAKMP: received ke message (1/4)
4d05h: ISAKMP: set new node 0 to QM IDLE
4d05h: EZVPN(SJVPN): Current State: SS_OPEN
4d05h: EZVPN(SJVPN): Event: SOCKET READY
4d05h: EZVPN (SJVPN): No state change
4d05h: ISAKMP (0:3): sitting IDLE. Starting QM immediately (QM IDLE
4d05h: ISAKMP (0:3): beginning Quick Mode exchange, M-ID of -1494477527
4d05h: IPSEC(sa_ request): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local proxy= 192.168.253.0/255.255.255.0/0/0 (type=4),
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-3des esp-sha-hmac ,
lifedur= 2147483s and 4608000kb,
spi= 0xB18CF11E (2978803998), conn id= 0, keysize= 0, flags= 0x400C
4d05h: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local proxy= 192.168.253.0/255.255.255.0/0/0 (type=4),
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 2147483s and 4608000kb,
spi= OxA8C469EC(2831444460), conn_id= 0, keysize= 0, flags= 0x400C
4d05h: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local proxy= 192.168.253.0/255.255.255.0/0/0 (type=4),
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-sha-hmac ,
lifedur= 2147483s and 4608000kb,
spi= OxBC5ADSEE (3160069614), conn id= 0, keysize= 0, flags= 0x400C
4d05h: IPSEC(sa_request): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46, remote= 172.16.172.41,
local proxy= 192.168.253.0/255.255.255.0/0/0 (type=4),
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-des esp-md5-hmac ,
lifedur= 2147483s and 4608000kb,
spi= 0x8C34C692(2352268946), conn_id= 0, keysize= 0, flags= 0x400C



4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) QM IDLE
4d05h: ISAKMP (0:3): Node -1494477527, Input = IKE_MESG_INTERNAL, IKE_ INIT QM
0ld State = IKE_QOM READY New State = IKE QM T QM1

4d05h: ISAKMP: received ke message (1/4)
4d05h: ISAKMP: set new node 0 to QM IDLE
4d05h: ISAKMP (0:3): sitting IDLE. Starting QM immediately (QM IDLE )
4d05h: ISAKMP (0:3): beginning Quick Mode exchange, M-ID of -1102788797
4d05h: EZVPN(SJVPN): Current State: SS_OPEN

4d05h: EZVPN(SJVPN) : Event: SOCKET_READY

4d05h: EZVPN (SJVPN) No state change

4d05h: ISAKMP ( ) : sending packet to 172.16.172.41 (I) OM IDLE

4d05h: ISAKMP ( ) Node -1102788797, Input = IKE_MESG_INTERNAL, IKE INIT QM
0ld state = IKE QM READY New State = IKE QM I QM1

0:3
0:3

4d05h: ISAKMP (0:3): received packet from 172.16.172.41 (I) QM IDLE

4d05h: ISAKMP: set new node 733055375 to QM IDLE

4d05h: ISAKMP (0:3): processing HASH payload. message ID = 733055375

4d05h: ISAKMP (0:3): processing NOTIFY RESPONDER LIFETIME protocol 1
spi 0, message ID = 733055375, sa = 820ABFA0

4d05h: ISAKMP (0:3): processing responder lifetime

4d05h: ISAKMP (0:3): start processing isakmp responder lifetime
4d05h: ISAKMP (0:3): restart ike sa timer to 86400 secs
4d05h: ISAKMP (0:3) deleting node 733055375 error FALSE reason

"informational (in) state 1"
4d05h: ISAKMP (0:3): Input = IKE MESG FROM PEER, IKE INFO NOTIFY
0ld State = IKE_Pl_ COMPLETE New State = IKE_Pl_COMPLETE

4d05h: ISAKMP (0:3): received packet from 172.16.172.41 (I) QM IDLE

4d05h: ISAKMP (0:3): processing HASH payload. message ID = -1494477527
4d05h: ISAKMP (0:3): processing SA payload. message ID = -1494477527
4d05h: ISAKMP (0:3): Checking IPSec proposal 1

4d05h: ISAKMP: transform 1, ESP_3DES

4d05h: ISAKMP: attributes in transform:

4d05h: ISAKMP: SA life type in seconds

4d05h: ISAKMP: SA life duration (VPI) of 0x0 0x20 0xC4 0x9B
4d05h: ISAKMP: SA life type in kilobytes

4d05h: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0
4d05h: ISAKMP: encaps is 1

4d05h: ISAKMP: authenticator is HMAC-MD5

4d05h: ISAKMP (0:3): atts are acceptable.
4d05h: IPSEC(validate proposal request): proposal part #1,
(key eng. msg.) INBOUND local= 172.16.172.46, remote= 172.16.172.41,

local proxy= 192.168.254.0/255.255.255.0/0/0 (type=4),
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP, transform= esp-3des esp-md5-hmac ,
lifedur= 0s and Okb,
spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x4

4d05h: ISAKMP (0:3): processing NONCE payload. message ID = -1494477527

4d05h: ISAKMP (0:3): processing ID payload. message ID = -1494477527

4d05h: ISAKMP (0:3): processing ID payload. message ID = -1494477527

4d05h: ISAKMP (0:3): processing NOTIFY RESPONDER LIFETIME protocol 3
spi 1344958901, message ID = -1494477527, sa = 820ABFAQ

4d05h: ISAKMP (0:3): processing responder lifetime
4d05h: ISAKMP (3): responder lifetime of 28800s
4d05h: ISAKMP (3): responder lifetime of 0Okb
4d05h: ISAKMP (0:3): Creating IPSec SAs

4d05h: inbound SA from 172.16.172.41 to 172.16.172.46
(proxy 0.0.0.0 to 192.168.254.0)

4d05h: has spi 0x3C77C53D and conn id 2000 and flags 4
4d05h: lifetime of 28800 seconds

4d05h: outbound SA from 172.16.172.46 to 172.16.172.41

(proxy 192.168.254.0 to 0.0.0.0 )

4d05h: has spi 1344958901 and conn_id 2001 and flags C
4d05h: lifetime of 28800 seconds

4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) QM IDLE

4d05h: ISAKMP (0:3): deleting node -1494477527 error FALSE reason ""

4d05h: ISAKMP (0:3): Node -1494477527, Input = IKE MESG FROM PEER, IKE QM EXCH
0ld State = IKE QM I QM1 New State = IKE QM PHASE2 COMPLETE

4d05h: ISAKMP (0:3) received packet from 172.16.172.41 (I) QM IDLE

4d05h: ISAKMP (0:3): processing HASH payload. message ID = -1102788797

4d05h: ISAKMP (0:3): processing SA payload. message ID = -1102788797

4d05h: ISAKMP (0:3): Checking IPSec proposal 1

4d05h: ISAKMP: transform 1, ESP 3DES

4d05h: ISAKMP: attributes in transform:

4d05h: ISAKMP: SA life type in seconds

4d05h: ISAKMP: SA life duration (VPI) of O0x0 0x20 0xC4 0x9B
4d05h: ISAKMP: SA life type in kilobytes

4d05h: ISAKMP: SA life duration (VPI) of 0x0 0x46 0x50 0x0



4d05h: ISAKMP: encaps is 1

4d05h: ISAKMP: authenticator is HMAC-MD5

4d05h: ISAKMP (0:3): atts are acceptable.

4d05h: IPSEC(validate proposal request): propos
(key eng. msg.) INBOUND local= 172.16.172.46,

local proxy= 192.168.253.0/255.255.255.0/0/0
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),

protocol= ESP,
lifedur= 0s and Okb,

al part #1,
remote= 172.16.172.41,
(type=4),

transform= esp-3des esp-md5-hmac ,

spi= 0x0(0), conn id= 0, keysize= 0, flags= 0x4
4d05h: ISAKMP (0:3): processing NONCE payload. message ID = -1102788797
4d05h: ISAKMP (0:3): processing ID payload. message ID = -1102788797
4d05h: ISAKMP (0:3): processing ID payload. message ID = -1102788797
4d05h: ISAKMP (0:3): processing NOTIFY RESPONDER LIFETIME protocol 3
spi 653862918, message ID = -1102788797, sa = 820ABFAQ

4d05h: ISAKMP (0:3): processing responder lifetime
4d05h: ISAKMP (3): responder lifetime of 28800s
4d05h: ISAKMP (3): responder lifetime of 0kb
4d05h: IPSEC(key engine): got a queue event...
4d05h: IPSEC(initialize sas): ,

(key eng. msg.) INBOUND local= 172.16.172.46, remote= 172.16.172.41,

local proxy= 192.168.254.0/255.255.255.0/0/0
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP,
lifedur= 28800s and Okb,
spi= 0x3C77C53D(1014482237),
4d05h: IPSEC(initialize sas): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46,
local proxy= 192.168.254.0/255.255.255.0/0/0
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP,
lifedur= 28800s and Okb,
spi= 0x502A71B5(1344958901), conn id= 2001,
4d05h: IPSEC(create _sa): sa created,
(sa) sa dest= 172.16.172.46, sa prot= 50,
sa_spi= 0x3C77C53D(1014482237),
! -—- SPI, wmcnosnesyeMeri Ha BxogsmeMm SA.

conn_id= 2000,

sa_ trans= esp-3des esp-md5-hmac , sa conn_ id= 2
4d05h: IPSEC(create_sa): sa created,
(sa) sa dest= 172.16.172.41, sa prot= 50,
sa_spi= 0x502A71B5(1344958901),
! --- SPI, wmcnosne3yeMerri Ha ucxXonsmem SA.

sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2

transform= esp-3des esp-md5-hmac

(type=4),
4
keysize= 0,

flags= 0x4

remote= 172.16.172.41,
(type=4),

transform= esp-3des esp-md5-hmac ,

keysize= 0,

flags= 0xC

000

001

4d05h: ISAKMP (0:3): Creating IPSec SAs
4d05h: inbound SA from 172.16.172.41 to 172.16.172.46
(proxy 0.0.0.0 to 192.168.253.0)
4d05h: has spi O0xA8C469EC and conn_id 2002 and flags 4
4d05h: lifetime of 28800 seconds
4d05h: outbound SA from 172.16.172.46 to 172.16.172.41
(proxy 192.168.253.0 to 0.0.0.0 )
4d05h: has spi 653862918 and conn id 2003 and flags C
4d05h: lifetime of 28800 seconds
4d05h: ISAKMP (0:3): sending packet to 172.16.172.41 (I) QM IDLE
4d05h: ISAKMP (0:3): deleting node -1102788797 error FALSE reason ""
4d05h: ISAKMP (0:3): Node -1102788797, Input = IKE MESG FROM PEER, IKE QM EXCH
0ld State = IKE QM I QM1 New State = IKE QM PHASE2 COMPLETE
4d05h: ISAKMP: received ke message (4/1)
4d05h: ISAKMP: Locking CONFIG struct 0x81F433A4 for
crypto ikmp config handle kei mess, count 3
4d05h: EZVPN(SJVPN): Current State: SS_OPEN
4d05h: EZVPN(SJVPN) : Event: MTU CHANGED
4d05h: EZVPN (SJVPN) : No state change
4d05h: IPSEC (key engine): got a queue event...
4d05h: IPSEC(initialize sas): ,
(key eng. msg.) INBOUND local= 172.16.172.46, remote= 172.16.172.41,

local proxy= 192.168.253.0/255.255.255.0/0/0
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP,
lifedur= 28800s and Okb,
spi= O0xAB8C469EC (2831444460),
4d05h: IPSEC(initialize sas): ,
(key eng. msg.) OUTBOUND local= 172.16.172.46,
local proxy= 192.168.253.0/255.255.255.0/0/0
remote proxy= 0.0.0.0/0.0.0.0/0/0 (type=4),
protocol= ESP,
lifedur= 28800s and Okb,
spi= 0x26F92806(653862918), conn_id= 2003,
4d05h: IPSEC(create sa): sa created,
(sa) sa dest= 172.16.172.46, sa_prot= 50,
sa spi= OxA8C469EC(2831444460),

conn_id= 2002,

keysize= 0,

(type=4),

transform= esp-3des esp-md5-hmac ,

keysize= 0, flags= 0x4

remote= 172.16.172.41,
(type=4),

transform= esp-3des esp-md5-hmac ,

flags= 0xC



sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2002
4d05h: IPSEC(create_sa): sa created,
(sa) sa dest= 172.16.172.41, sa prot= 50,
sa spi= 0x26F92806(653862918),
sa_trans= esp-3des esp-md5-hmac , sa_conn_id= 2003
4d05h: ISAKMP: received ke message (4/1)
4d05h: ISAKMP: Locking CONFIG struct 0x81F433A4 for
crypto ikmp config handle kei mess, count 4
4d05h: EZVPN(SJVPN): Current State: SS_OPEN
4d05h: EZVPN (SJVPN) : Event: SOCKET UP
4d05h: ezvpn_socket up
4d05h: EZVPN(SJVPN): New State: IPSEC_ACTIVE
4d05h: EZVPN (SJVPN) Current State: IPSEC ACTIVE
4d05h: EZVPN (SJVPN) Event: MTU_CHANGED
4d05h: EZVPN (SJVPN): No state change
4d05h: EZVPN (SJVPN) Current State: IPSEC_ACTIVE
4d05h: EZVPN (SJVPN) Event: SOCKET_UP
4d05h: ezvpn_socket_up
4d05h: EZVPN (SJVPN): No state change

JonosnureabHble koMaHabl show B Cisco IOS 111 ycTpaHeHus1 HenmoJiagok

1721-1 (ADSL) #show crypto ipsec client ezvpn
Tunnel name : SJVPN

Inside interface list: Loopback0O, Loopbackl,
Outside interface: FastEthernetO

Current State: IPSEC_ACTIVE

Last Event: SOCKET UP

1721-1 (ADSL) #show crypto isakmp sa

dst src state conn-id slot
172.16.172.41 172.16.172.46 OM IDLE 3 0
1721-1 (ADSL) #show crypto ipsec sa

interface: FastEthernet0
Crypto map tag: FastEthernet0O-head-0, local addr. 172.16.172.46
local ident (addr/mask/prot/port): (192.168.253.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)

current peer: 172.16.172.41
PERMIT, flags={origin is acl,}
#pkts encaps: 100, #pkts encrypt: 100, #pkts digest 100
#pkts decaps: 100, #pkts decrypt: 100, #pkts verify 100
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed:
#send errors 0, #recv errors 0

local crypto endpt.: 172.16.172.46, remote crypto endpt.: 172.16.172.41
path mtu 1500, media mtu 1500
current outbound spi: 26F92806

inbound esp sas:
spi: OxABC469EC (2831444460)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2002, flow id: 3, crypto map: FastEthernetO-head-0
sa timing: remaining key lifetime (k/sec): (4607848/28656)
IV size: 8 bytes
replay detection support: Y
inbound ah sas:
inbound pcp sas:
outbound esp sas:
spi: 0x26F92806(653862918)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2003, flow_id: 4, crypto map: FastEthernetO-head-0
sa timing: remaining key lifetime (k/sec): (4607848/28647)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:



local ident (addr/mask/prot/port): (192.168.254.0/255.255.255.0/0/0)
remote ident (addr/mask/prot/port): (0.0.0.0/0.0.0.0/0/0)
current peer: 172.16.172.41
PERMIT, flags={origin is acl,}
#pkts encaps: 105, #pkts encrypt: 105, #pkts digest 105
#pkts decaps: 105, #pkts decrypt: 105, #pkts verify 105
#pkts compressed: 0, #pkts decompressed: 0
#pkts not compressed: 0, #pkts compr. failed: 0, #pkts decompress failed: 0
#send errors 0, #recv errors 0
local crypto endpt.: 172.16.172.46, remote crypto endpt.: 172.16.172.41
path mtu 1500, media mtu 1500
current outbound spi: 502A71B5

inbound esp sas:
spi: 0x3C77C53D(1014482237)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2000, flow _id: 1, crypto map: FastEthernetO-head-0
sa timing: remaining key lifetime (k/sec): (4607847/28644)
IV size: 8 bytes
replay detection support: Y

inbound ah sas:
inbound pcp sas:

outbound esp sas:
spi: O0x502A71B5(1344958901)
transform: esp-3des esp-md5-hmac ,
in use settings ={Tunnel, }
slot: 0, conn id: 2001, flow id: 2, crypto map: FastEthernetO-head-0
sa timing: remaining key lifetime (k/sec): (4607847/28644)
IV size: 8 bytes
replay detection support: Y

outbound ah sas:

outbound pcp sas:

OqHCTKaaKTHBHOFOTyHHeHﬂ

OYHCTUTH TYHHCJIA MOXHO C ITIOMOLIBIO CICAYIONINX KOMAaHI:

e clear crypto isakmp
¢ clear crypto sa

¢ clear crypto ipsec client ezvpn

Ipumeuanne. BoamoxxHO rcnonb3oBanne VPN-KoHIIEHTpaTOpa Uisi OKOHYAHUS ceaHca, Ui 3Toro Beibepure Administration > Admin
Sessions, BeiOepuTe nosbs3oBarens B Remote Access Session u Haxxmute logout.

Otnaaka xonuentparopa VPN 3000

UToOb!I BKIIFOUHTH ATy OTIIAJIKY, IPH HATHYUHU cOoeB coennHeHws, Beioepute Configuration > System > Events > Classes. Eciu co3nannbie
KJIaCCHI HE TOMOTAIOT OIPE/ICIIUTD IPOOIEMY, MOXKHO JOOABHUTH JPYTHE KIIACCHI.




[ dakbews Managerery This section lets you configure special handiing of specific event classes.
L FHanagement Prolocols Clck the Add button to add an event class, or select an event class and chek Mg

[——Genersl Click here to configure general event parameters

—1lrs0 Destrtions Coafigured
———Cysing Servers Event Classes Actions
(——SMIP Sarvers YE
IKE
_W IKEDBG

L mClient Update IPSECDBG Add
—EHser Manngement Modity

i Delote

UT0o0BI MPOCMOTPETH JKypPHAI TEKYIIHUX COOBITHIA B TAMATH, (PUIBTPYEMBIi 1O KJlaccaMm COOBITHIA, BaXKHOCTH, [P-anpecam u T. 1., BBIOEpUTE
Monitoring > Filterable Event log.

LOnmguranon | Aaminiswanon

PP ———— T
Iring | | Ibie Cvent Loy

Select Filter Options

Event Class Severities
ALITH T
ALTHDEG :
ALUTHDECODE ;1 B

Client IP Address |0.0.0.0 Events/Page |100 -]

Group ~All= 'I Direction Qldestto Newest |

Hﬂ| «I »l Pbll GatLqu EangJ CIaa:LngJ

UYroObI MPOCMOTPETH CTATHCTHKY TpoTokoia [Psec, BeiOepute Monitoring > Statistics > IPSec. D10 okHO 0TOOpa)xaeT CTAaTHCTHKY aKTHBHOCTH
IPsec, Bkirouas Tekynmme [Psec-rynnenu B VPN-koHIIeHTpaTope, ¢ MOMEHTA TIOCIeAHEH 3arpy3Ku Hin cOpoca. OTa CTaTUCTHKA COOTBETCTBYET
npoekty IETF mis MIB no IPsec Flow Monitoring. Oxao Monitoring > Sessions > Detail Taxoke oro6paxaer nanusie [Psec.

Resetg? Refresh@
IKE (Phase 1) Statistics IPSec (Phase 2) Statistics
Active Tunnels 1 | Active Tunnels 2
Total Tunnels 122 | Total Tunnels 362
Received Bytes 2057442 | Received Bytes 0
Sent Bytes 332256 | Sent Bytes 1400
Received Packets 3041 | Received Packets 0
Sent Packets 2128 | Sent Packets 5
' Received Packets Dropped 1334 | Received Packets Dropped )
Sent Packets Dropped 0 Received Packets Dropped 0
Received Notifies 15 {(Anti-Replay) _
Sent Notifies 254 | Sent Packets Dropped ]
'Received Phase 2 Exchanges 362 Inbound Authentications

Bo3MoxkHbIe TpodaeMbl

¢ Mapmpytuzatop Cisco 10S 3aBucaer B coctostaun AG_INIT_EXCH. IIpu ycTpaHeHnr HEHCIPAaBHOCTH BKIIIOUUTE OTIaAKy IPsec u
ISAKMP ¢ noMouipo cieayomux KOMaHI;
o debug crypto ipsec
o debug crypto isakmp

o debug crypto ezvpn



Mapmpytusarop Cisco IOS orobpakaer ciaenyromiee:

5dléh: ISAKMP
5dl6h: ISAKMP
5d16h: ISAKMP
5dléh: ISAKMP
5dl6h: ISAKMP
5d16h: ISAKMP
5dléh: ISAKMP
5dl16h: ISAKMP
5d16h: ISAKMP
5dl6h: ISAKMP
5dl16h: ISAKMP
5d16h: ISAKMP
5dl6h: ISAKMP
5dl16h: ISAKMP

: beginning Aggressive Mode exchange

sending packet to 10.48.66.115 (I) AG_INIT_EXCH
retransmitting phase 1 AG INIT EXCH...

incrementing error counter on sa: retransmit phase 1
retransmitting phase 1 AG_INIT EXCH

sending packet to 10.48.66.115 (I) AG_INIT_ EXCH
retransmitting phase 1 AG INIT EXCH...

incrementing error counter on sa: retransmit phase 1
retransmitting phase 1 AG INIT EXCH

sending packet to 10.48.66.115 (I) AG_INIT EXCH
retransmitting phase 1 AG_INIT EXCH...

incrementing error counter on sa: retransmit phase 1
retransmitting phase 1 AG_INIT_EXCH

sending packet to 10.48.66.115 (I) AG_INIT_ EXCH

O O O O O OO OO 0o oo o o
O W VW W WYWWOWWWwWwoouwuwowuoouwo

Jnst konuentpatopa VPN 3000 tpebyercst pynkuuns Xauth. OqHako, BBIOpaHHOE MpeiiokeHne He noanep:kuBaeT Xauth. [Iposepere, uTo
yKa3zaHa BHYTpeHHsIsI ayTeHTuuKanms A Xauth. BkiounTe BHyTpeHHIOIO ayTeHTH()UKALMIO U YCTAHOBUTE PEKUM ayTEHTU(DUKALIMN TSI
npemioxennii IKE B Preshared Keys (Xauth), kak Ha npepiayiiieM cHUMKe dKpaHa. YToObl H3MEHUTH Npeioxkenune, HaxMute Modify.
¢ HesepHblii napois:
B mapmpytuszarope Cisco [0S coobmenne Invalid Password e oToOpaxkaercs. s koHteHTpaTopa VPN MoxeT 0ToOpa3uThes
coobmenue Received unexpected event EV_ACTIVATE_NEW_SA in state AM_TM_INIT_XAUTH (ITorryueHo HempeaBUACHHOE
coositie EV_ACTIVATE NEW_SA B cocrossanu AM_TM_INIT_XAUTH).
ITpoBepbTe MPaBHIIEHOCTD MAPOIIS.
¢ HenpaBuibHOE UMS MOJIB30BATEIS:
Jnsa mapmpytusaropa Cisco IOS orobpakaercs mH(bOpManys, aHATOTHYHAS HHPOPMALUH IPH BBOJE HEMPABIIBHOTO Mapoist. J{s

koHIeHTpaTopa VPN otobpaxaercs cinenyromee Authentication rejected: Reason = User was not found (AyrenTruKanus OTKIOHEHA:
[Tpuuuna = [Tonp30BaTenb HE HAWMIEH).

I[OHOJIHHTCJII)HI)IC CBEACHUA

¢ Crpanuna noaaep:xkku konuearparopa VPN Cisco cepuu 3000
¢ Cisco Easy VPN Remote Phase I1

e Crpanuuna noaaep:xxku kauenra Cisco VPN 3000

¢ Crpanuna noajaep:xku coriaacopanus [Psec/nporoxosion IKE
e Cisco Systems — TexHUYecCKasi HOJJEPKKA U JOKYMEHTALU
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