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AMUHHCTPAaTHBHAA ayTeHTH(QUKanus/ayreHTHuKanus HTTP
JlonoJIHUTEeIbHBIE CBEICHUS

BBenenue

B GecripoBoaHO# CBA3U UCTIONB3YIOTCS pa3HbIE CIIOCOOH! ayTeHTHUKanuy. Hanbomee o0muM THIIOM ayTeHTH()UKAUH SBIISCTCS IPOTOKOI
pacmmupenHoi ayreHTH(GrKanuu (EAP) B pasnuusbIX THIAX U hopMax. pyrue THITB ayTeHTH(DHUKAIIMN BKITIOUAIOT B ce0s ayTCHTHU()UKAIINIO
aapeca MAC 1 aIMUHUCTPAaTUBHYIO ayTeHTH(UKANUIO. B TaHHOM JOKyMEHTE ONMCAHO, KaK OTIaKHBATh U HHTEPIPETUPOBATH BBIXOIHEIC
JIaHHBIE, TIOJIyYeHHbIE ITPU OTIIaJiKe ayTeHTH(GUKauu. CBeeHHMs, TOIyUYeHHbIE U3 3THX OTJIaJ0YHbIX JaHHBIX, SIBISIFOTCS OUYSHb BKHBIMH TIPH
YCTpaHEHHUH HETOJIaI0K BO BPEMsl YCTAaHOBKU OECIIPOBOJHBIX YCTPONCTB.

l'lpnmeqa}me. Pa3zlem,1 JaHHOT'O IOKYMCHTA, KOTOPbIC OTHOCATCA K IPOAYKTaM, OTJIMYHBIM OT IIPOAYKTOB CiSCO, OCHOBAHbI Ha OIIBITC aBTOpa, a
HC Ha (I)OpMaJ'H)HOM 06y‘IeHI/II/I. Onn npeaHa3sHavuCHbI OJIsd yZ[O6CTBa pa6OTBI C OIIMCaHHBIMU IpoUEAypaMHu, a HE IJIsd TEXHUYECKOMN NOAACPIKKH.
Yr10o0bI MOJYYUTh HAACKHYIO TEXHHUYCCKYIO IMTOAACPIKKY I10 MIPOAYKTY, OTIIMYHOMY OT CiSCO, 06paTI/ITeCI) B rpyniry TCXHUYCCKOU IOAACPIKKHU 1O
BOIIPOCY, KaCaromeMycCs JaHHOT'O IPOAYKTaA.

IIpenBapurenabHble yCJI0BUS

TpedoBanust
Cisco PECKOMEHAYET O3HAKOMUTLCA C COACPKAHUCM CIICAYIONIUX pa3aCiIOB:

4 AyTCHTI/I(l)I/IKaHI/Iﬂ, CBs3aHHas1 C 6CCHpOBOZ[HI>IMI/I CCTIAMU

o Unrepoeiic (CLI) komanmmoii crpoku [10 Cisco IOS®
¢ Kondurypanus cepsepa RADIUS
Hcnosb3yeMbie KOMIIOHEHTbI
CaeneHus, cofiepKaliuecs B JaHHOM JIOKYMEHTE, KacaloTcs CIECAYIOIINX BEPCUI MPOrpaMMHOTO U alIapaTHOTO 00ecedeHusI:

¢ BecnpoBoaHbie npoaykThl, ocHoBaHHbIE Ha [10 Cisco 10S mo6oii Moenu u Bepcuu

o [Ipunoxenue Hilgraeve HyperTerminal



JlaHHBIE A1 JOKYMEHTA OBIIN ITOJy9IeHHI B CIICIHAIBHO CO3/IaHHBIX JIADOPATOPHBIX YCIOBHAX. Bee yeTpolicTBa, HCTIONB3yeMBIE B 3TOM
JIOKyMEHTe, OBIIH 3aITyIIeHBI C YUCTON (3aJaHHOW 110 yMOIYaHMI0) KoHHrypanwmeil. Eciu Bama cets paboTaeT B peabHBIX yCIOBHSAX,
y0OenuTecs, 9TO BBl HOHIMAeTe MOTEHIIHAIFHOE BO3IEHCTBHE KaXKJ0I KOMAHIBI.

YciaoBHbIe 0003HAYCHHSA

[MoapoOHBIE cBeACHUS O MPUMEHIEMBIX B JOKYMEHTe 0003HAYECHUAX CM. B pa3zesie Y CIOBHbIE 0003HAUEHHS, HCIIOIb3yEeMbIE B TEXHUUECKON
nokymenTanuu Cisco.

CO00p 0T1a10YHBIX CBeACHU

Ecnu He ymanock coOpaTs 1 MpoaHATH3UPOBATh OTJIAMOYHbIE CBEACHHS, OHU Oecrone3Hsl. CaMbli JIETKUH CIIoco0 coOpaTh 3TH JaHHEIE — C
MOMOIIBI0 (DyHKITHNH 3KPAaHHOTO CHUMKA, BCTPOEHHOH B Telnet it B mpuiIokeHne CBSI3H.

B maHHOM mpHMepe OIUCHIBAaeTCs, KaK coOpaTh BHIXOIHBIC TaHHBIE ¢ moMolbio npmwiokenus Hilgraeve HyperTerminal . BonpumHCTBO
ornepannoHHbIX cucteM Microsoft Windows comepxut nmporpammy HyperTerminal, Ho TaHHYIO KOHIICIIIIUIO MOXKHO IPHMEHUTH K JIFOOOMY
MPWIOKEHHIO SMYJIIIUH TepMuHana. [IogpoOHbIe CBeleHNs 0 JaHHOM NPHIIOXKEHHUHN cM. B pa3zerne Hilgraeve .

BemonauTE cnemyronme neicTrs, 9To05! HacTpouTh HyperTerminal jurs B3anMozaeiicTBHS ¢ TOUKO# noctymna (AP) mmu mocToM:

1. Yro6s! oTkpeITh HyperTerminal, Betoepute Start > Programs > System Tools > Communications > HyperTerminal.

Puc. 1. 3arpy3ka HyperTerminal

Connection Descriplion

Eves & e and chiods an kon boe s Conrection

Hame:

Ceco

|ean:

BessBeRn s
o IR g

4 »

Disconnected Auko detect Auto detect

2. TMocne otkpertus HyperTerminal BBITOTHUTE CIEAYIONINE NEHCTBUS:

1. BBenute UMs COSIMHCHUS.
2. Bribepute 3HAYOK.
3. Haxwmure OK.

3. HJ’IS{ MOAKIIOYCHHSA K Telnet BbIMOIHKUTE [S1(14%1021105(§ JIeUCTBUS:

1. B packpsiBaromemcs MeH:o "Connect Using" Bei6epute TCP/IP.

2. Beemmre IP-ampec ycTpoiicTBa, rae HEOOXOAMMO 3aIlyCTHTh POLEAYPY OTIaIKH.



3. Haxwmute OK.

Puc.2. oakarouenne k Telnet

< Cisco - Hyper Tarminal

DS &5 0OF & [

& ..

Enter detads for the hoat hat you want 1o calt
Hoat sddese ||

Port rumber: |23

w

Diseormeched Ao datack At datect

4. BpInoaHuTe ClIeayromue HeﬁCTBHﬂ JJI1 IIOAKITIOYCHUA K KOHCOJIH:

1. B packpeiBaromemcst MeHto "Connect Using" Beioepure COM-1OpT, TIie MOIKITIOUeH Kadelb KOHCOJIH.
2. Haxwmure OK.
OTto0pasurcs TabauIa CBOHCTB MOJKITIOYESHNS.

3. YcTaHoBUTE CKOPOCTH MOAKIIOUEHUS ISl IOPTa KOHCOMH.

4. YtoObl BOCCTAHOBUTH HACTPOMKH MOPTA MO yMOT4aHHI0, HKMHUTE Restore Defaults.
Ipumeyanne. BonpmnHcTBO MpoaykToB CisCo MOEP)KUBAIOT HACTPOMKH MOPTA 110 yMOIYAHHUIO.
Hacrpoiiku mopTa 1o yMOTYaHUIO BEITILIAT CIETYIOIIAM 00pa3oM:

¢ Bits per second — 9600
¢ Data bits — 8

¢ Parity — None

¢ Stop bits — 1

¢ Flow control — None

Puc. 3. 3arpy3zka COM1




+ LCisco - Hypar Tarminal

COM1 Properties

Post Settings
Bils per second | S600 w
Data b |8 v
Pty :Non-e v:
Stop b [1 -
Flowr controt :Ncne v:

Drsconneched Fufa debect At debnct

Ha stom aTame YCTaHABJINBACTCA COCTUHECHUEC Telnet umy KOHCOIBHOE COCINHCHHNEC, U BBIBOAUTCS NPUTITANICHUE BBECTH UM U
TIapoJIb IMOJIB30BATCIIA.

IIpumeuanue. O6opynosanue Cisco Aironet Ha3HAYaeT UM MTOTB30BATENS U Mapoiib CiSCO MO YMOTYaHHIO (C YIETOM PErucTpa).

5. Yrto0bl 3amyCTUTh IPOLEAYPY OTIAAKHU, BBIIOJIHUTE CICAYIOLIHE NCHCTBHS:

1. Brmonaute koMaHy enable, 9TOOBI yCTaHOBUTH IPHBUICTUPOBAHHBIA PEXKHIM.
2. Bemure maposs 11 KOMaHIH! enable.
IIpnmeuyanue. Heo0X011MMO OMHUTS, YTO MApoJIb [0 YMOTYAHHIO 1uIst 00opynoBanust Aironet — Cisco (C y4eTOM perucTpa).

Mpumeuanne. UToObI MPOCMOTPETH BHIXOAHBIC JaHHBIE OTJIAAKU BO BpeMs ceaHca Telnet, ucrons3yiite komanty terminal monitor
UM term mon, 4ToObl BKIIOYUTh MOHUTOP TEPMUHATA.

Puc. 4. Ceanc noakawuenus k Telnet

o - Hyper Terminal

Fle Edt Wew Cal Transfer Hep
D &5 05

User Access Verification

Username: Cisco

(Connected 0:00:22 Suko debect TCRR

6. Tlocie yCTaHOBKH COSITMHEHHS BBIOIHUTE CIIEIYIOMNE eHCTBHU, YTOOBI OMyYUTh CHIMOK 3KpaHa:

1. B mento Transfer Beioepute Capture Text.

Puc. 5. CoxpaneHue CHUMKA KpaHa




Send Text File..

o
User Accesy CFetfmme

Username: Cisco )
# Username: timeout ewxpired!

User Access Verification

Username: Cisco
Password:

labapl1280ipl02#

Creakes a File of all incoming text

2. OTKpoeTcs ANaIoroBOe OKHO, B KOTOPOM OYAET MPEeUI0KeHO BBECTH MM (haiiina BRIXOJHBIX JAHHBIX; BBEANTE MMS (aiina.
7. UToOBI OTKIIIOUUTH CBEPTKY SKPaHA, BBIIOIHUTE CICAYIONINE ACHCTBHUSL.

HpnMeanne. OTKIIIOYeHHe CBEPTKHU dKpaHa o0Jrervyaer YTeHUE OTJIaJOYHBIX TaHHBIX.

1. B mento HyperTerminal Bei6epure File.

2. Bribepure Properties.

3. B Tabuuile CBONCTB COoeMHEHHS BIOCpUTE BKIAAKY Settings.
4. Menxuute ASCII Setup.

5. Cummute daxxoxk Wrap lines that exceed terminal width.
6. Yto0b1 3akpeiTh 0KHO ASCII Settings, Haxxmute OK.

7. Haxxmure OK, 4TOOBI 3aKpBITh CTPAHUILY CBOHCTB COCIMHEHUS.

Puc. 6. 3arpyska ASCII

- Cisco - Hyper Terminal

bE o 8 =) Cisco Properties

Conmeet To{Seting: 1)
- Function, amow, and ot kegs act az
User Access Verifi @ Teminolheys () Windows keys

. A5Ci| Sending

o e [ S C sotve
: @ Culed O Dol O CubH. Space, CibH O] Echotyped .
User Access Verifil | —Emdse Line delay; [0 | millseconch
. Fudo detect o . Characier delsy: |0 s
Username: Admin
Password: Tatsttminal D [ANS)
ASC]| Receiving
labap1200ip1024 Gachicoo bastes fra: | 500 [ Apptrd s fnds o vcoming e ands
[ Plagy soumsd wheen coremcting o deccorrmscling ] Fesca incom ASCI
i Wiap ines that excesd herminal width
lInput Tramslation... ASOI Sebup.
<
|
[Corrweched 0:03: 16 Aot detech TORIP

Tenepb, Korjia MO>XHO BBCCTU BBIXOAHBIC JJaAHHBIC OKpaHa B TEKCTOBBIM cbaﬁn, npoueaypbl OTJIaAKH BBITIOJHAKOTCA B 3aBUCUMOCTH OT
coryiacoBanus. B ClIeayromux pasaciax OnmucCbIBa€TCA THUII COTJIACOBAHHOI'O COCJUHCHM, obecreunBaeMbIi npoucaypamMu OTIaaAKH.



IIporoxkoa pacuumpenHoit ayrentupukanuu (EAP)
Crenyromye nIpoueaypsl OTIaKHU SBISIOTCS MOJE3HBIMU I ayTeHTuuKanun EAP:

¢ debug radius authentication — BbIXOHbIC JaHHBIC ATON KOMAaH/Ibl OTJIAIKH HAYMHAIOTCS CO cyioBa: RADIUS.
¢ debug dotl1 aaa authenticator process — BbIXOJHBIE JaHHBIE ITOH KOMaHbI OTJIaJAKA HAYMHAIOTCA € TekcTa: dotll auth dotlx .

¢ debug dotl1 aaa authenticator state-machine — BrIxoHbIE JaHHBIE STON KOMaH/bI OTJIAIKM HAYMHAIOTCS C TEKCTa:
dotll auth dotlx run rfsm

[IpencraBnennble HUXKE OTIaA0UHbIE JaHHBIE COACPHKAT:

¢ JlaHHBIC, BEIBOJUMEIC BO (hparMeHTax B3aumoueiicteus ¢ RADIUS, nuanora ayreHTHOUKAINH
¢ BrimonHseMsle JeWCTBUS B AUANOTe ayTeHTU(DHUKAIIIN

¢ Pazamunbie COCTOSTHUSA, U€PE3 KOTOPHIC TPOXOAUT AUAIOT ayTeHTI/I(bI/IKaHI/II/I

B mamHOM mpuMepe noka3ana ycrienrHas ayTeHTudukanus nporokona LEAP (OGerdeHHbIH IPOTOKOI pacIIMPEHHONH ayTeHTH(HUKAIIHN).

IIpumep ycnemnoii ayrentupukanuu EAP

Apr 8 17:45:48.208: dotll auth dotlx start: in the dotll auth dotlx start
Apr 8 17:45:48.208: dotll auth dotlx send id req to _client:
sending identity request for 0002.8aa6.304f
Apr 8 17:45:48.208: dotll auth dotlx send id req to client:
Started timer client timeout 30 seconds
Apr 8 17:45:48.210: dotll auth parse client pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 17:45:48.210: dotll auth dotlx run rfsm:
Executing Action (CLIENT_WAIT,EAP START) for 0002.8aa6.304f
Apr 8 17:45:48.210: dotll auth dotlx send id reqg to client:
sending identity request for 0002.8aa6.304f
Apr 8 17:45:48.210: dotll auth dotlx send id req to client:
Started timer client timeout 30 seconds
Apr 8 17:45:48.212: dotll auth parse client pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 17:45:48.212: dotll auth parse _client pak:
id is not matching reg-id:lresp-id:2, waiting for response
Apr 8 17:45:48.213: dotll auth parse client pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 17:45:48.213: dotll auth dotlx run rfsm:
Executing Action (CLIENT WAIT,CLIENT REPLY) for 0002.8aa6.304f
Apr 8 17:45:48.214: dotll auth dotlx send response_ to server:
Sending client 0002.8aa6.304f data to server
Apr 8 17:45:48.214: dotll auth dotlx send response to server:
tarted timer server timeout 60 seconds

Apr 8 17:45:48.214: RADIUS: AAA Unsupported [248] 14

Apr 8 17:45:48.214: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[labapl200ipl]

Apr 8 17:45:48.215: RADIUS: AAA Unsupported [150] 2

Apr 8 17:45:48.215: RADIUS(0000001C): Storing nasport 17 in rad db

Apr 8 17:45:48.215: RADIUS(0000001C): Config NAS IP: 10.0.0.102
Apr 8 17:45:48.215: RADIUS/ENCODE (0000001C): acct session id: 28
Apr 8 17:45:48.216: RADIUS(0000001C): Config NAS IP: 10.0.0.102
Apr 8 17:45:48.216: RADIUS(0000001C): sending

Apr 8 17:45:48.216: RADIUS(0000001C): Send Access—-Request

to 10.0.0.3:1645 id 21645/93, len 139
Apr 8 17:45:48.216: RADIUS: authenticator 92 26 A8 31 ED 60 6A 88
- 84 8C 80 B2 B8 26 4C 04

Apr 8 17:45:48.216: RADIUS: User-Name 9 "aironet"

(1]
Apr 8 17:45:48.216: RADIUS: Framed-MTU [12] 6 1400
Apr 8 17:45:48.217: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
Apr 8 17:45:48.217: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 17:45:48.217: RADIUS: Service-Type [6] 6 Login [1]



Apr 8 17:45:48.217: RADIUS: Message-Authenticato[80] 18 *

Apr 8 17:45:48.217: RADIUS: EAP-Message [79] 14

Apr 8 17:45:48.218: RADIUS: 02 02 00 OC 01 61 69 72 6F 6E 65 74
[??2??2aironet]

Apr 8 17:45:48.218: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]

Apr 8 17:45:48.218: RADIUS: NAS-Port [5] 6 17

Apr 8 17:45:48.218: RADIUS: NAS-IP-Address [4] 6 10.0.0.102

Apr 8 17:45:48.218: RADIUS: Nas-Identifier [32] 16 M"labapl200iplo02"

Apr 8 17:45:48.224: RADIUS: Received from id 21645/93 10.0.0.3:1645,
Access-Challenge, len 69

Apr 8 17:45:48.224: RADIUS: authenticator C8 6D 9B B3 67 60 44 29
- CC AB 39 DE 00 A9 A8 CA

Apr 8 17:45:48.224: RADIUS: EAP-Message [79] 25

Apr 8 17:45:48.224: RADIUS: 01 43 00 17 11 01 00 08 63 BB E7 8C OF AC EB 9A
[?2C?222222¢C?2222°2°?

Apr 8 17:45:48.225: RADIUS: 61 69 72 6F 6E 65 74
[aironet]

Apr 8 17:45:48.225: RADIUS: Session-Timeout [27] 6 20

Apr 8 17:45:48.225: RADIUS: Message-Authenticato[80] 18 *
Apr 8 17:45:48.226: RADIUS(0000001C): Received from id 21645/93
Apr 8 17:45:48.226: RADIUS/DECODE: EAP-Message fragments, 23, total 23 bytes
Apr 8 17:45:48.226: dotll auth dotlx parse aaa resp:
Received server response: GET CHALLENGE RESPONSE
Apr 8 17:45:48.226: dotll auth dotlx parse_aaa_resp: found eap pak in
server response
Apr 8 17:45:48.226: dotll auth dotlx parse aaa resp: found session timeout
20 sec
Apr 8 17:45:48.227: dotll auth dotlx run rfsm:
Executing Action (SERVER WAIT,SERVER REPLY) for
0002.8aa6.304f
Apr 8 17:45:48.227: dotll auth dotlx send response to client:
Forwarding server message to client 0002.8aa6.304f
Apr 8 17:45:48.227: dotll auth dotlx send response to client:
Started timer client timeout 20 seconds
Apr 8 17:45:48.232: dotll auth parse client pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 17:45:48.232: dotll auth dotlx run rfsm: Executing Action
(CLIENT WAIT,CLIENT REPLY) for 0002.8aa6.304f
Apr 8 17:45:48.232: dotll auth dotlx send response to server:
Sending client 0002.8aa6.304f data to server
Apr 8 17:45:48.232: dotll_ auth dotlx send response_ to_ server:
Started timer server timeout 60 seconds

Apr 8 17:45:48.233: RADIUS: AAA Unsupported [248] 14

Apr 8 17:45:48.234: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[labapl200ipl]

Apr 8 17:45:48.234: RADIUS: AAA Unsupported [150] 2

Apr 8 17:45:48.234: RADIUS(0000001C): Using existing nas_port 17

Apr 8 17:45:48.234: RADIUS(0000001C): Config NAS IP: 10.0.0.102
Apr 8 17:45:48.234: RADIUS/ENCODE (0000001C): acct session id: 28
Apr 8 17:45:48.234: RADIUS(0000001C): Config NAS IP: 10.0.0.102
Apr 8 17:45:48.234: RADIUS(0000001C): sending

Apr 8 17:45:48.234: RADIUS(0000001C): Send Access-Request to

10.0.0.3:1645 id 21645/94, len 166
Apr 8 17:45:48.235: RADIUS: authenticator 93 B5 CC B6 41 97 A0 85
- 1B 4D 13 OF 6A EE D4 11

Apr 8 17:45:48.235: RADIUS: User-Name [1] 9 "aironet"

Apr 8 17:45:48.235: RADIUS: Framed-MTU [12] 6 1400

Apr 8 17:45:48.236: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"

Apr 8 17:45:48.236: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"

Apr 8 17:45:48.236: RADIUS: Service-Type [6] 6 Login [1]

Apr 8 17:45:48.236: RADIUS: Message-Authenticato[80] 18 *

Apr 8 17:45:48.236: RADIUS: EAP-Message [79] 41

Apr 8 17:45:48.236: RADIUS: 02 43 00 27 11 01 00 18 30 9F 55 AF 05 03 71 7D
[?2C?2'22220?U02229}]

Apr 8 17:45:48.236: RADIUS: 25 41 1B BO F4 A9 7C EE F5 51 24 9A FC 6D 51 6D
[?A?2272]220$?2?2m0Om]

Apr 8 17:45:48.237: RADIUS: 61 69 72 6F 6E 65 74 [aironet]

Apr 8 17:45:48.237: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]

Apr 8 17:45:48.237: RADIUS: NAS-Port [5] 6 17

Apr 8 17:45:48.238: RADIUS: NAS-IP-Address [4] 6 10.0.0.102

Apr 8 17:45:48.238: RADIUS: Nas-Identifier [32] 16 "labapl200ipl0O2"

Apr 8 17:45:48.242: RADIUS: Received from id 21645/94 10.0.0.3:1645,
Access-Challenge, len 50

Apr 8 17:45:48.243: RADIUS: authenticator 59 2D EE 24 CF B2 87 AF
- 86 DO C9 00 79 BE 6E 1E

Apr 8 17:45:48.243: RADIUS: EAP-Message [79] 6
Apr 8 17:45:48.243: RADIUS: 03 43 00 04
[?C??]
Apr 8 17:45:48.244: RADIUS: Session-Timeout [271 6 20

Apr 8 17:45:48.244: RADIUS: Message-Authenticato[80] 18 *
Apr 8 17:45:48.244: RADIUS(0000001C): Received from id 21645/94



Apr 8 17:45:48.244:
Apr
Received server response:

Apr

RADIUS/DECODE:

GET CHALLENGE RESPONSE

8 17:45:48.245: dotll auth dotlx parse aaa resp:

found eap pak in server response

Apr

8 17:45:48.245: dotll auth dotlx parse aaa resp:

found session timeout 20 sec

Apr

8 17:45:48.245: dotll auth dotlx run rfsm:

Executing Action (SERVER_WAIT,SERVER REPLY)

for 0002.8aa6.304f
Apr

Forwarding server message
Apr

to client 0002.8aa6.304f

Started timer client timeout 20 seconds

Apr

8 17:45:48.249: dotll auth parse client pak:

Received EAPOL packet from 0002.8aa6.304f

Apr

Apr

8 17:45:48.250: dotll auth dotlx run rfsm:
Executing Action (CLIENT_WAIT,CLIENT REPLY)
8 17:45:48.250: dotll auth dotlx send response to server:

for 0002

Sending client 0002.8aa6.304f data to server

Apr

Started timer server_ timeout 60 seconds

AAA Unsupported [248
6C 61 62 61 70 31 32 30
AAA Unsupported [150

Config NAS IP:

EAP-Message fragments,
8 17:45:48.244: dotll auth dotlx parse aaa_resp:

4, total 4 bytes

8 17:45:48.245: dotll auth dotlx send response to client:

8 17:45:48.246: dotll auth dotlx send response to client:

.8aa6.304f

8 17:45:48.250: dotll auth dotlx send response to server:

] 14
30 69 70 31

1 2

RADIUS (0000001C) : Using existing nas port 17
RADIUS (0000001C) :
RADIUS/ENCODE (0000001C) : acct session id: 28

10.0.0.102

RADIUS (0000001C) :
RADIUS (0000001C) :
RADIUS (0000001C) :

Config NAS IP:
sending
Send Access-Request to

10.0.0.102

Apr 8 17:45:48.250: RADIUS:

Apr 8 17:45:48.251: RADIUS:
[labapl200ipl]

Apr 8 17:45:48.251: RADIUS:

Apr 8 17:45:48.251:

Apr 8 17:45:48.252:

Apr 8 17:45:48.252:

Apr 8 17:45:48.252:

Apr 8 17:45:48.252:

Apr 8 17:45:48.252:
10.0.0.3:1645 id 21645/95,

Apr 8 17:45:48.252: RADIUS:
- 50 FD 58 80 A8 8A BC 2A

Apr 8 17:45:48.253: RADIUS:

Apr 8 17:45:48.253: RADIUS:

Apr 8 17:45:48.253: RADIUS:

Apr 8 17:45:48.253: RADIUS:

Apr 8 17:45:48.254: RADIUS:

Apr 8 17:45:48.254: RADIUS:

Apr 8 17:45:48.254: RADIUS:

Apr 8 17:45:48.254: RADIUS:
[2C2?222?2?P?g. }&u?]

Apr 8 17:45:48.254: RADIUS:
[aironet]

Apr 8 17:45:48.254: RADIUS:
wireless [19]

Apr 8 17:45:48.254: RADIUS:

Apr 8 17:45:48.255: RADIUS:

Apr 8 17:45:48.255: RADIUS:

Apr 8 17:45:48.260: RADIUS:
Access-Accept, len 206

Apr 8 17:45:48.260: RADIUS:
- 24 13 1B 46 CF 93 B8 E3

Apr 8 17:45:48.260: RADIUS:

Apr 8 17:45:48.261: RADIUS:

Apr 8 17:45:48.261: RADIUS:
[222'2222?287)172£f72]

Apr 8 17:45:48.262: RADIUS:
[222T225[t?3?2?m0?]

Apr 8 17:45:48.262: RADIUS:

Apr 8 17:45:48.262: RADIUS:

Apr 8 17:45:48.262: RADIUS:
"leap:session-key=G:3asil;

Apr 8 17:45:48.262: RADIUS:

Apr 8 17:45:48.262: RADIUS:
"auth-algo-type=eap-leap"

Apr 8 17:45:48.262: RADIUS:

Apr 8 17:45:48.263: RADIUS:

[CISCOACS:00001d6]

Apr 8 17:45:48.263: RADIUS:
[3/0a000066/17]

Apr 8 17:45:48.263: RADIUS:

Apr 8 17:45:48.264:

Apr 8 17:45:48.264:

Apr 8 17:45:48.264:

Apr 8 17:45:48.265:

Received server response:
Apr

RADIUS (0000001C) :
RADIUS/DECODE:
found leap session key

dotll auth dotlx parse aaa resp:

len 150
authenticator 39 1C A5 E

User—-Name

Framed-MTU
Called-Station-Id
Calling-Station-Id
Service-Type
Message-Authenticato
EAP-Message

01 43 00 17 11 01 00 08

61 69 72 6F 6E 65 74

NAS-Port-Type [61]
NAS-Port [5]
NAS-IP-Address [4]
Nas-Identifier [32]

Received from id 21645/95

authenticator 39 13 3C E

Framed-IP-Address [8]
EAP-Message [79]
02 00 00 27 11 01 00 18
C4 A3 CD 54 08 8C 35 7C
61 69 72 6F 6E 65 74
Vendor, Cisco [26]
Cisco AVpair [1]
mwerAEJNYH-JxI,"

Vendor, Cisco 26]
Cisco AVpair [1]
Class [25]
43 49 53 43 4F 41 43 53
33 2F 30 61 30 30 30 30

Message-Authenticato[80]

PASS

8 17:45:48.265: dotll auth dotlx parse aaa resp:

found eap pak in server response

Apr
found leap session key in

8 17:45:48.265: dotll auth dotlx parse aaa_resp:

server response

EAP-Message fragments,

F 86 9E BA D1
9 "aironet"
6 1400
16 "0005.9a39.0374"
16 "0002.8aa6.304f"
6 Login [1]
18 *
25

50 9A 67 2E 7D 26 75 AA

6 802.11

6 17

6 10.0.0.102

16 "labapl200ipl02"

10.0.0.3:1645,
D FC 02 68 63
6 255.255.255.255
41
FA 53 DO 29 6C 9D 66 8E
74 0C 6A EF D4 6D 30 A4
[aironet]
59
53

31
25

31
3A 30 30 30 30 31 64 36

36 36 2F 31 37

18 *

Received from id 21645/95

39, total 39 bytes



Apr 8 17:45:48.265: dotll auth dotlx parse aaa resp:
leap session key length 16

Apr 8 17:45:48.266: dotll auth dotlx run rfsm:
Executing Action (SERVER WAIT,SERVER PASS) for 0002.8aa6.304f

Apr 8 17:45:48.266: dotll auth dotlx send response_ to client:
Forwarding server message to client 0002.8aa6.304f

Apr 8 17:45:48.266: dotll auth dotlx send response to client:
Started timer client timeout 20 seconds

Apr 8 17:45:48.266: $DOT11-6-ASSOC: Interface DotllRadio0,
Station RKIBBE-W2K4 0002.8aa6.304f Associated KEY MGMT [NONE]

OO0partuTe BHUMaHUE Ha MOTOK COOOIICHHUI B OTJIAI0OYHBIX JaHHBIX State-machine. [IpoucxoauT nociiea0BaTeIbHOE MPOXOXKIACHHIE Yepe3
HECKOJIbKO COCTOSIHUH.

1. EAP_ START

2. CLIENT WAIT
3. CLIENT REPLY
4. SERVER WAIT

5. SERVER_REPLY

IIpumeyanue. IIpu B3auMoaeHCTBUH ABYX COCTOSIHUM MOKET ObITh HECKOJIBKO MOBTOPoB CLIENT WAIT m CLIENT REPLY, a Takxke
SERVER WATIT m SERVER REPLY.

6. SERVER_PASS

OtnaiouHble JaHHBIE process 0TOOPaXKAIOT MIPOXOXKACHUE OTJEIBHOTO IIara yepe3 Kaxaoe cocrosiuue. OTinanounsle fanHble radius
0TOOpaXkaroT (paKTHIECKOE B3aNMOACHCTBIE MEX/y CEpPBEPOM ayTeHTU(HUKAMN 1 KiIneHToM. CaMBlif JIETKHH c1toco0 paboThI ¢ mponexypaMu
otnaaku EAP — 370 HabmoaTh 3a MOCIEA0BATEIHHOCTHIO COOOMIEHIH O COCTOSHUN MAIIIMH IIPH IPOXOXKAECHUH KaXK0TO COCTOSHUSL.

Ecnu npoucxoaut omrbka B COrIacOBaHUH B OTJIA/IOYHBIX JaHHBIX State-machine otoOpaxaercs npuuuHa. [Ipumepsl cooOeHMI
BBITJISIAT CIISYIOIM 00pa3oM:

e CLIENT TIMEOUT — JaHHOE€ COCTOSHME O3HA4YaeT, YTO KIUEHT HE OTIPABUII OTBET B TEYEHHUE YCTAHOBJIICHHOI'O IIEPUOa BDEMEHU.
OmmbKa pu OTIPaBKE OTBETA MOXKET MPOM3OUTH IO CIICTYIOIIUM MTPUIHHAM:

o [Ipo6nema 1O knueHTa.
o Bpems oxunanus orseta kaueHTa EAP (momzaknanka "EAP Authentication" moz "Advanced Security") ucrexio.

Hexotopsim EAP, B wactHocTH 3anmmenaoMy EAP (PEAP), pebyercst 6onee 30 cexyHN ISt 3aBepIIeHNS ayTEHTU(DHUKAIIN. Y CTAHOBHTE
TaliMep Ha apyroe 3HadeHue (o1 90 no 120 cexynn).

Oro npumep nonbITku CLIENT TIMEOUT:

Ipumep CLIENT TIMEOUT

Apr 12 17:51:09.373: dotll auth dotlx start: in the dotll auth dotlx start
Apr 12 17:51:09.373: dotll auth dotlx send id req to client:
sending identity request for 0040.96a0.3758
Apr 12 17:51:09.374: dotll auth dotlx send id req to_client:
Started timer client timeout 30 seconds
Apr 12 17:51:39.358: dotll auth dotlx run rfsm:
Executing Action (CLIENT WAIT,TIMEOUT) for 0040.96a0.3758
Apr 12 17:51:39.358: dotll auth dotlx send client fail:
Authentication failed for 0040.96a0.3758
Apr 12 17:51:39.358: %DOT11-7-AUTH FAILED:
Station 0040.96a0.3758 Authentication failed



IIpumeuanne. CooOIIEeHNE O CHCTEMHO ONIMOKE MOXKET BBITJISIICTH CIEAYFOLIHM 00pa3oM:

$DOT11-4-MAXRETRIES: Packet to client xxxx.xxxx.xxxx reached
max retries, removing the client

Ipumeuanue. Ot cooOmEHUS 00 omIOKe He 00s3aTEIPHO CBHAECTENBCTBYIOT O IpoOIeMe, CBsI3aHHOI! ¢ paguocBsa3bio (RF).

¢ HecoorBercTBHE 00111€r0 ceKpeTHOro Kia04a Mexkay AP u ceppepom RADIUS — B nannom npumepe peructpauuu cepsep RADIUS ne
IpUHAMAET 3anpoc 00 ayrenTudukammu or AP. AP npomomkaer otrpaBmaTs 3anpoc Ha cepsep RADIUS, Ho RADIUS orknonser 3ampoc,
TaK KaK He COOTBETCTBYET OOIIMI CEKPETHBIA KIIF0Y TOUKHU JOCTYTIA.

YT0OBI yCTPaHUTH TaHHYIO IpodiIeMy, yoemurech, uto AP n cepBep RADIUS ncnones3ytoT o0 CeKpeTHBIH KITIOY.

HecooTBeTcTBHE 00111€T0 CEKPETHOTO KiI04a Mexay AP u cepsepom
RADIUS

Jun 2 15:58:13.553: SRADIUS-4-RADIUS_ DEAD:
RADIUS server 10.10.1.172:1645, 1646 is not responding.

Jun 2 15:58:13.553: $RADIUS-4-RADIUS ALIVE: RADIUS server
10.10.1.172:1645,1646 has returned.

Jun 2 15:58:23.664: %$DOT11-7-AUTH FAILED: Station 0040.96a0.3758
Authentication failed

* server_timeout — 1aHHOE COCTOSHME O3HAYAET, YTO CEPBEP AyTEHTH(UKALUU HE OTIPABMII OTBET B TEYEHHE YCTAHOBJIEHHOTO
neproja BpemeHd. Ommbka npy OTHpaBKe OTBETA MOXKET MPOM30MTH U3-3a MpoOIeMsl Ha cepBepe. [IpoBeppTe Hanu4Me ClieIyomux
CUTyaluii:

o YV AP ecTh BO3MOXXHOCTb [P-ToKIIIOUEHHS K CepBEepy ayTEHTU(DHKAIINN.

IIpumeyanue. UToOBI IPOBEPUTH BO3MOXKHOCTH IOJKIIOUEHHS, MOXKHO II0JIb30BaThCs KOMaH01 ping.
o Homepa mopToB ayTeHTH()UKAINHU U yueTa YCTaHOBIICHBI ATl CEpBepa MPaBUIBHO.

IIpumeuyanne. Homepa nopToB MOXKHO IIPOBEPUTH Ha BKiIaake "Server Manager".
o Cmyx0a ayTeHTU(UKALIHY 3aIyIIeHa U paboTaeT.

DTO MpUMep MNOIBITKH SErve r timeout:

IIpumep server_ timeout

Apr 8 20:02:55.469: dotll auth dotlx start:
in the dotll auth dotlx start
Apr 8 20:02:55.469: dotll auth dotlx send id req to client:
sending identity request for 0002.8aa6.304f
Apr 8 20:02:55.469: dotll auth dotlx send id req to client:
Started timer client timeout 30 seconds
Apr 8 20:02:55.470: dotll auth parse client pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 20:02:55.470: dotll auth dotlx run rfsm:
Executing Action (CLIENT WAIT,EAP START) for 0002.8aa6.304f
Apr 8 20:02:55.470: dotll auth dotlx send id req to client:
sending identity request for 0002.8aa6.304f
Apr 8 20:02:55.470: dotll auth dotlx send id req to client:
Started timer client timeout 30 seconds
Apr 8 20:02:55.471: dotll auth parse client pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 20:02:55.472: dotll auth parse client pak:
id is not matching reg-id:1lresp-id:2, waiting for response
Apr 8 20:02:55.474: dotll auth parse client pak:
Received EAPOL packet from 0002.8aa6.304f
Apr 8 20:02:55.474: dotll auth dotlx run rfsm:
Executing Action (CLIENT WAIT,CLIENT REPLY) for 0002.8aa6.304f
Apr 8 20:02:55.474: dotll auth dotlx send response to server:
Sending client 0002.8aa6.304f data to server
Apr 8 20:02:55.475: dotll auth dotlx send response to server:



Started timer server timeout 60 seconds

Apr 8 20:02:55.476: RADIUS: AAA Unsupported [248] 14

Apr 8 20:02:55.476: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[labapl200ipl]

Apr 8 20:02:55.476: RADIUS: AAA Unsupported [150] 2

Apr 8 20:02:55.476: RADIUS(00000031): Storing nasport 32 in rad db

Apr 8 20:02:55.476: RADIUS(00000031): Config NAS IP: 10.0.0.102
Apr 8 20:02:55.476: RADIUS/ENCODE (00000031) : acct_session_id: 49
Apr 8 20:02:55.477: RADIUS(00000031): Config NAS IP: 10.0.0.102
Apr 8 20:02:55.477: RADIUS(00000031): sending

Apr 8 20:02:55.477: RADIUS(00000031): Send Access-Request

to 10.0.0.3:1234 id 21645/145, len 139
Apr 8 20:02:55.478: RADIUS: authenticator B6 F7 BB 41 0E 9F 44 D1
- 9A F8 E2 D7 5D 70 F2 76

Apr 8 20:02:55.478: RADIUS: User-Name [1] 9 "aironet"
Apr 8 20:02:55.478: RADIUS: Framed-MTU [12] 6 1400
Apr 8 20:02:55.478: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
Apr 8 20:02:55.478: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 20:02:55.478: RADIUS: Service-Type [6] 6 Login [1]
Apr 8 20:02:55.478: RADIUS: Message-Authenticato[80] 18 *
Apr 8 20:02:55.478: RADIUS: EAP-Message [79]1 14
Apr 8 20:02:55.479: RADIUS: 02 02 00 0C 01 61 69 72 6F 6E 65 74
[?????ailronet]
Apr 8 20:02:55.479: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [19]
Apr 8 20:02:55.479: RADIUS: NAS-Port [5] 6 32
Apr 8 20:02:55.479: RADIUS: NAS-IP-Address [4] 6 10.0.0.102
Apr 8 20:02:55.480: RADIUS: Nas-Identifier [32] 16 "labapl200ipl02"

Apr 8 20:03:00.478: RADIUS:
Retransmit to (10.0.0.3:1234,1234) for id 21645/145
Apr 8 20:03:05.475: RADIUS:
Retransmit to (10.0.0.3:1234,1234) for id 21645/145
Apr 8 20:03:10.473: RADIUS:
Retransmit to (10.0.0.3:1234,1234) for id 21645/145
Apr 8 20:03:15.470: RADIUS:
No response from (10.0.0.3:1234,1234) for id 21645/145
Apr 8 20:03:15.470: RADIUS/DECODE:
parse response no app start; FAIL
Apr 8 20:03:15.470: RADIUS/DECODE:
parse response; FAIL
Apr 8 20:03:15.470: dotll auth dotlx parse aaa resp:
Received server response: FAIL
Apr 8 20:03:15.470: dotll auth dotlx parse aaa resp:
found eap pak in server response
Apr 8 20:03:15.470: dotll auth dotlx parse aaa resp:
detailed aaa_status 1
Apr 8 20:03:15.471: dotll auth dotlx run rfsm:
Executing Action (SERVER_WAIT,SERVER FAIL) for 0002.8aa6.304f
Apr 8 20:03:15.471: dotll auth dotlx send client fail:
Authentication failed for 0002.8aa6.304f
Apr 8 20:03:15.471: %DOT11-7-AUTH_FAILED: Station 0002.8aa6.304f
Authentication failed

e SERVER_FAIL — JIaHHOE COCTOSHHE 03HAUYAET, YTO CEPBEPY HE YAANOCh OTIPABHTH OTBET 00 ayTEHTH(UKALMU HAa OCHOBE YUETHBIX
JIaHHBIX nosp3oBatens. Otnagounsie nanHbpie RADIUS, npenmiecTByomuye JaHHOH omrOKe, 0TOOpaXKaroT UMsI OJIb30BaTeNs,
MpeICTaBIeHHOE cepBepy ayTeHTuukauu. [IpoBepbTe peructpanuio Heyaaunsix nmonbiTok (Failed Attempts) Ha cepBepe
ayTeHTU(UKAIMHU IS TOTYUYEHUs TOTIOTHUTENIBHBIX CBEIEHHUI O TOM, IOYEMY CepBEp OTKa3aj B JOCTYIE KIHEHTY.

910 npuMep MONBITKM SERVER FAIL:

Mpumep SERVER FAIL

Apr 8 17:46:13.604: dotll auth dotlx send response to server:
Sending client 0002.8aa6.304f data to server

Apr 8 17:46:13.604: dotll auth dotlx send response_ to server:
Started timer server timeout 60 seconds

Apr 8 17:46:13.605: RADIUS: AAA Unsupported [248] 14

Apr 8 17:46:13.605: RADIUS: 6C 61 62 61 70 31 32 30 30 69 70 31
[labapl200ipl]

Apr 8 17:46:13.606: RADIUS: AAA Unsupported [150] 2

Apr 8 17:46:13.606: RADIUS(0000001D): Using existing nas port 18

Apr 8 17:46:13.606: RADIUS(0000001D): Config NAS IP: 10.0.0.102
Apr 8 17:46:13.606: RADIUS/ENCODE (0000001D) : acct_session_id: 29
Apr 8 17:46:13.606: RADIUS(0000001D): Config NAS IP: 10.0.0.102
Apr 8 17:46:13.606: RADIUS(0000001D): sending

Apr 8 17:46:13.607: RADIUS(0000001D): Send Access-Request

to 10.0.0.3:1645 id 21645/97, len 176



Apr 8 17:46:13.607: RADIUS: authenticator 88 82 8C BB DC 78 67 76
- 36 88 1D 89 2B DC C9 99

Apr 8 17:46:13.607: RADIUS: User-Name [1] 14 "unknown_ user"
Apr 8 17:46:13.607: RADIUS: Framed-MTU [12] 6 1400
Apr 8 17:46:13.608: RADIUS: Called-Station-Id [30] 16 "0005.9a39.0374"
Apr 8 17:46:13.608: RADIUS: Calling-Station-Id [31] 16 "0002.8aa6.304f"
Apr 8 17:46:13.608: RADIUS: Service-Type [6] 6 Login [1]
Apr 8 17:46:13.608: RADIUS: Message-Authenticato[80] 18 *
Apr 8 17:46:13.608: RADIUS: EAP-Message [79] 46
Apr 8 17:46:13.608: RADIUS: 02 44 00 2C 11 01 00 18 02

69 C3 F1 B5 90 52 F7 [?D?,?2?2?22212?2?2?R?]

Apr 8 17:46:13.609: RADIUS:
B2 57 FF FO 74 8A 80 59 31 6D C7 30 D3 DO AF 65
[?2W?22£2?2Y1Im?0??7e]

Apr 8 17:46:13.609: RADIUS: 75 6E 6B 6E 6F 77 6E 5F 75 73 65 72
[unknown_user]

Apr 8 17:46:13.609: RADIUS: NAS-Port-Type [61] 6 802.11
wireless [191]

Apr 8 17:46:13.609: RADIUS: NAS-Port [5] 6 18

Apr 8 17:46:13.610: RADIUS: NAS-IP-Address [4] 6 10.0.0.102

Apr 8 17:46:13.610: RADIUS: Nas-Identifier [32] 16
"labapl200ipl02"

Apr 8 17:46:13.622: RADIUS: Received from id 21645/97
10.0.0.3:1645, Access-Reject, len 56

Apr 8 17:46:13.622: RADIUS: authenticator 55 EO 51 EF DA CE F7 78
- 92 72 3D 97 8F C7 97 C3

Apr 8 17:46:13.622: RADIUS: EAP-Message [79] 6

Apr 8 17:46:13.623: RADIUS: 04 44 00 04 [?D??]
Apr 8 17:46:13.623: RADIUS: Reply-Message [18] 12

Apr 8 17:46:13.623: RADIUS: 52 65 6A 65 63 74 65 64 0A 0D [Rejected??]
Apr 8 17:46:13.623: RADIUS: Message-Authenticato[80] 18 *

Apr 8 17:46:13.624: RADIUS(0000001D): Received from id 21645/97

Apr 8 17:46:13.624: RADIUS/DECODE: EAP-Message fragments, 4, total 4 bytes

Apr 8 17:46:13.624: RADIUS/DECODE: Reply-Message fragments,
10, total 10 bytes

Apr 8 17:46:13.624: dotll auth dotlx parse aaa resp:
Received server response: FAIL

Apr 8 17:46:13.625: dotll auth dotlx parse aaa resp:
found eap pak in server response

Apr 8 17:46:13.625: dotll auth dotlx run rfsm:
xecuting Action (SERVER WAIT,SERVER FAIL) for 0002.8aa6.304f

Apr 8 17:46:13.625: dotll auth dotlx send response_to client:
Forwarding server message to client 0002.8aa6.304f

Apr 8 17:46:13.626: dotll auth dotlx send response to client:
Started timer client timeout 20 seconds

Apr 8 17:46:13.626: dotll auth dotlx send client fail:
Authentication failed for 0002.8aa6.304f

Apr 8 17:46:13.626: %$DOT11-6-DISASSOC: Interface DotllRadioO,
Deauthenticating Station 0002.8aa6.304f

Apr 8 17:46:13.626: %DOT11-7-AUTH FAILED: Station 0002.8aa6.304f
Authentication failed

¢ No Response from Client — B narrOM npumepe cepsep radius nepenaer coodmenne Ha cepsep AP, KOTOPEII epeHanpaBiIseT ero
COOTBETCTBYIOLIEMY KIMEHTY. B urore knneHt He orBedaet cepepy AP. Takum obpa3om, cepep AP paspeiBaeT ayTeHTH(DHKAIIIO C
KIIMEHTOM I10CJI€ MAaKCHMAIIbHOTO KOJTUYECTBa IIOBTOPOB.

OTcyTCTByeT OTBET OT KJIMCHTA

Sep 22 08:42:04: dotll auth dotlx run rfsm:
Executing Action (SERVER WAIT, SERVER PASS) for 0040.96a0.3758
Sep 22 08:42:04: dotll auth dotlx send response to client:
Forwarding server message to client 0040.96a0.3758
Sep 22 08:42:04: dotll auth dotlx send response to client:
Started timer client timeout 30 seconds
Sep 22 08:42:04: %$DOT11-6-ASSOC: Interface DotllRadioO,
Station arlitladlhd6j91 0040.96a0.3758 Associated KEY MGMT [NONE]
Sep 22 10:35:10: $DOT11-4-MAXRETRIES: Packet to client
0040.96a0.3758 reached max retries, removing the client
Sep 22 10:35:10: $DOT11-6-DISASSOC: Interface DotllRadioO,
Deauthenticating Station 0040.96a0.3758
Reason: Previous authentication no longer valid

CepBep AP MEPCHAIIPaBJIsICT OTBET HAa BBI3OB OT CEPBEPaA radius KIIUCHTY. KireHT He MOXKET OTBETUTD U BBIIIOJIHACT MAaKCHMAJIBHOE YHCIIO
MOBTOPHBIX IOIIBITOK, YTO IPHUBOAUT K ommbke B EAP u ormeHe ayTeHTI/I(bI/IKaLII/II/I KknueHTta B AP.



OTcyTcTBYET OTBET OT KJIMEHTA

Sep 22 10:43:02: dotll auth dotlx parse aaa resp:
Received server response: GET_ CHALLENGE RESPONSE
Sep 22 10:43:02: dotll auth dotlx parse aaa resp:
found eap pak in server response
Sep 22 10:43:02: dotll auth dotlx run rfsm:
Executing Action(SERVERiTNAIT,SERVERiREPLY) for 0040.96a0.3758
Sep 22 10:43:02: dotll_auth dotlx_ send response to client:
Forwarding server message to client 0040.96a0.3758
Sep 22 10:43:02: dotll auth dotlx send response to client:
Started timer client timeout 30 seconds
Sep 22 10:43:05: %$DOT11-4-MAXRETRIES: Packet to client 0040.96a0.3758
reached max retries, removing the client
Sep 22 10:43:05: Client 0040.96a0.3758 failed: reached maximum retries

Cepsep Radius nepenaer coobmenne Ha AP, AP nepenanpasiseT ero KIMEHTY, a KIIMEHT He oTBedaeT. Takum obpa3om, AP ormenser
ayTeHTI/ICI)I/IKaHI/IIO KJIMCHTA MMOCJIC BBITIOJHECHUSA MaKCUMAJILHOTO YUCJIa MTOBTOPHBIX MOIBITOK. KinenT cHOBa meITaeTcs 1MocjiaTh 3arpoc Ha
I/I,HCHTI/I(I)I/IK&HI/IIO TOYKEC AP, HO AP oTtkiionsieT 3alIpoC, TaK KaK KIMCHT CACIa]l MAKCUMAJIbHOC YUCJIO TOBTOPHBIX MMONBITOK.

OTcyTCTByeT OTBET OT KJIUCHTA

Sep 22 10:57:08: dotll_ auth dotlx_run_rfsm:
Executing Action (SERVER WAIT,SERVER PASS) for 0040.96a0.3758
Sep 22 10:57:08: dotll auth dotlx send response to client:
Forwarding server message to client 0040.96a0.3758
Sep 22 10:57:08: dotll auth dotlx send response to client:
Started timer client timeout 30 seconds
Sep 22 10:57:08: %$DOT11-6-ASSOC: Interface DotllRadioO,
Station arlitladlhd6j91 0040.96a0.3758 Reassociated KEY_ MGMT [NONE]
Sep 22 10:57:10: $DOT11-4-MAXRETRIES: Packet to client
0040.96a0.3758 reached max retries, removing the client
Sep 22 10:57:10: $DOT11-6-DISASSOC: Interface DotllRadioO,
Deauthenticating Station0040.96a0.3758 Reason:
Previous authentication no longer valid
Sep 22 10:57:15: AAA/BIND(00001954): Bind i/f
Sep 22 10:57:15: dotll auth dotlx_start: in the dotll auth dotlx start
Sep 22 10:57:15: dotll auth dotlx send id req to client:
Sending identity request to 0040.96a0.3758
Sep 22 10:57:15: dotll auth dotlx send id req to client:
Client 0040.96a0.3758 timer started for 30 seconds
Sep 22 10:57:15: $DOT11-4-MAXRETRIES: Packet to client
0040.96a0.3758 reached max retries, removing the client
Sep 22 10:57:15: Client 0040.96a0.3758 failed: reached maximum retries

Ortnafio4yHble JaHHBIC OTIAJKH Process u/uim radius, KOTOpbIE IPEAIIECTBYFOT COOOLICHHUIO O COCTOSHUH MALIUH 0TOOPaXaoT MOAPOOHYIO
nHpopmarmo 06 ommoKe.

JlononHuTenbHbIe cBeneHus o HacTpoiike EAP cM. B paznene Ayrentudukanus EAP ¢ momomrsio cepeepa RADIUS.

AyTeHTH(HUKALUA IPOTOKO0JA YIIPABJEHHUA J0CTYNIOM K cpeae nepexayu (MAC)
Crenyromye Ipoueaypsl OTIaKHU SBISIOTCS MOJE3HBIMU ISt ayTeHTuuKammn MAC:
¢ debug radius authentication — Bo BpeMs HCITOJIb30BaHMUS BHEIIHETO CEpBEpa ayTeHTU(HKAIINH, BEIXOJHBIC JAHHBIC 3TON OTJIAJAKH

HA4YMHAaIOTCA CO cjioBa: RADIUS.

¢ debug dotl1 aaa authenticator state-authen — Bbixo/1HBIE JaHHBIE STOW KOMaH bl OTJIAJAKH HAYMHAIOTCA C TEKCTa:
dotll auth dotlx .

[IpencraBnennble HUXKE OTIaA0UHBIE JaHHBIE COAECPKAT:



¢ JlanHbIE, BHIBOJAUMBIC BO parMeHTax B3aumozeicteus ¢ RADIUS, quanora ayteHTH(OUKAIAN

¢ CpasnHenne nanaoro MAC-anpeca u ayrentudunuposanaoro MAC-azapeca

Ecnu sremHmit cepsep RADIUS ucnons3yercs ¢ ayrentuduxamueit MAC-anpeca, mpuMeHSIOTCs oTaanouHsle faHHEble RADIUS. Pesynsratom
SBISIETCA OTOOpaKeHHE (PAaKTHIECKOTO B3aNMOACHCTBHS MEXKIy CEPBEPOM ayTEHTU(DHKAIIH 1 KINCHTOM.

Ecnu cincok MAC-azpecoB co3lial JOKaIbHO AJIs yCTPOHCTBA B KauecTBe 0a3bl JAHHBIX HMEH MOJIb30BaTeNs U aposiel, BHIXOIHBIE JTaHHbIE
0TOOpaXkaroT TOJNBKO OTJIaAKU mac-authen. Tak Kak COBIaJieHNE WIN HECOBIAAECHHUE aIPECOB ONPENIENEHO, 3TH BHIXOIHBIE JaHHBIE

0TOOpaXKaroTCSI.

Ipumeuanne. B MAC-aapece BBoguTEe OYKBEHHBIE CUMBOJIBI B HIYKHEM PETUCTPE.

B cnenyromem npumepe oToOpakeHa ycnemHas ayreHtudukanus MAC-anpeca B TOKaIbHON 0a3e TaHHBIX:

Apr
Apr
Apr
Apr
Apr

0o 00 O

19:
19:
19:
19:

8 19:
0002.8aab.

02:
02:
02:
02:
02:

00.
00.
00.
00.
00.

109:
109:
109:
110:
145:

IIpumep ycnemnoii ayrenrupuxanun MAC

dotll auth mac_start: method list: mac methods

dotll auth mac start: method index: 0x4500000B, req: 0xA7626C
dotll auth mac start: client->unique id: 0x28

dotll mac process _reply: AAA reply for 0002.8aa6.304f PASSED
$DOT11-6-ASSOC: Interface DotllRadioO, Station RKIBBE-W2K4

304f Associated KEY MGMT [NONE]

B cnenyromem npumepe oToopakeHa onrbka ayrenTudukanun MAC B TokabHON 0a3e TaHHBIX:

Apr
Apr

Apr
Apr

Apr

8 19:01:22.336:

8 19:01:22.336:
req: 0xA7626C

8 19:01:22.336:

8 19:01:22.337:

AAA

IIpumep omndxu ayrentupuxkanuun EAP

dotll auth mac_start: method list: mac methods
dotll auth mac start: method index: 0x4500000B,

dotll_auth_mac_start: client->unique_ id: 0x27
dotll mac_process_reply:

reply for 0002.8aa6.304f FAILED

8 19:01:22.337: $DOT11-7-AUTH FAILED:
Station 0002.8aa6.304f Authentication failed

Ecnu He ymanock BeIOMHATE ayTeHTH(UKanmo MAC-aapeca, mpoBepbTe TOYHOCT BBOIA cuMBONIOB B MAC-anpece. Y 6eaurecs, 9To
OykBenHbIe cHMBOIBI MAC-afgpeca BBEJCHBI B HIDKHEM PETHCTPE.

JlononHuTenbHbIe cBeeHus 0 HacTpoiike ayreHTHGuKaimu MAC cM. B pa3aene Hacrpoiika TunoB ayreHTudukamu (PykoBoacTBo mo
Hactpoiike 1O Cisco IOS must touek nocryna Cisco Aironet Bepcun 12.2(13)JA).

3amuienusiii focryn Wi-Fi (WPA)

Xots 3amuniennsii goctyn Wi-Fi (WPA) He siBiisieTcst TUTIOM ayTEeHTU(UKAIIUH, 3TO COTJIACOBAHHBIN MPOTOKOJL.

¢ WPA cornacoBbsiBaeTcst Mexay AP u kapToi KJIMeHTa.

¢ Vmpagienue kirouamMd WPA coryiacoBbIBaeTCs 1MOCIIe YCIEHUIHON ayTeHTU(UKALMN KIIMEeHTa C IOMOIIbI0 CepBepa ayTeHTU(DUKAIIUH.

¢ WPA cornacoBeiBaercs ¢ mapHsIM BpeMeHHbIM KimodoM (PTK) u rpynmoseiv BpemenHbIM kirodoM (GTK) B geTsIpexcTopoHHEM



KBUTUPOBaHHU.

Ipumeuanne. Tak kak an1 WPA HeoOxoauMo ycremHoe BeInodHeHrne ocHoBHOro EAP, mpoBepbTe BO3MOKHOCTD YCIIEIIHON ayTeHTH(PHUKALUI
KJIMEHTOB ¢ nomoinisio EAP nepen oOpamenrem k WPA.

Crnepyrouye mpoueaypbl OTJIAKU SBISIFOTCS MOJIE3HBIMHU Ui coriacoBaHuii WPA:

¢ debug dotl1 aaa authenticator process — BEIXOIHEIEC JaAHHEIE STOH OTJIAJKU HAYMHAIOTCA € TeKcTa: dotll auth dotlx .

¢ debug dotl1 aaa authenticator state-machine — BrIxoHbIE JaHHBIE ATOM KOMAH/bl OTJIAIKK HAUMHAIOTCS C TEKCTa:
dotll auth dotlx run rfsm

ITo oTHOWLIEHHIO K IPYTHM TUIIAM ayTeHTU(QUKAIMU B JaHHOM JOKyMEHTE OTIaJouHble JaHHble WPA IpOCThI A7l YTEHUS U aHAIH3A.
Heob6xoaumo otnpaButh cooduienne PTK u nonyuuts coorBercTBytomuii oreet. [lorom Heo6xoaumo otnpaButs coobuenne GTK u nonyuuTs
€11l OJIUH OTBET.

Ecmu me otipaButs coobmenns PTK nmu GTK, xordurypamus umn yposens 10 Ha cepepe AP moxet 0bITh HeBepHBIMH. Ecimr otBeTs! PTK
mwi GTK oT kIneHTa He MOoTydYeHsl, TPOBepbTe KOH(UTYpaIHio Wik ypoBeHs 110 Ha 3ampamriBaromeM ycTpoiictBe WPA kapThI KIIHEHTa.

IIpumep ycnemHoro coriiacopanuss WPA

labapl200ipl02#

Apr 7 16:29:57.908: dotll_dotlx build ptk handshake:
building PTK msg 1 for 0030.6527.f74a

Apr 7 16:29:59.190: dotll_dotlx_verify ptk handshake:
verifying PTK msg 2 from 0030.6527.f74a

Apr 7 16:29:59.191: dotll dotlx verify eapol header: Warning:
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.191: dotll dotlx verify eapol header: Warning:
Invalid key len (exp=0x20, act=0x0)

Apr 7 16:29:59.192: dotll_dotlx build ptk handshake:
building PTK msg 3 for 0030.6527.f74a

Apr 7 16:29:59.783: dotll_dotlx_verify ptk handshake:
verifying PTK msg 4 from 0030.6527.£f74a

Apr 7 16:29:59.783: dotll dotlx verify eapol header: Warning:
Invalid key info (exp=0x381, act=0x109

Apr 7 16:29:59.783: dotll dotlx verify eapol header: Warning:
Invalid key len (exp=0x20, act=0x0)

Apr 7 16:29:59.788: dotll dotlx build gtk handshake:
building GTK msg 1 for 0030.6527.f74a

Apr 7 16:29:59.788: dotll dotlx build gtk handshake:
dotll dotlx get multicast key len 32 index 1

Apr 7 16:29:59.788: dotll dotlx hex dump: GTK:
27 CA 88 7D 03 D9 C4 61 FD 4B BE 71 EC F7 43 B5 82 93 57 83

Apr 7 16:30:01.633: dotll_dotlx_verify gtk handshake:
verifying GTK msg 2 from 0030.6527.f74a

Apr 7 16:30:01.633: dotll dotlx verify eapol header:
Warning: Invalid key info (exp=0x391, act=0x301

Apr 7 16:30:01.633: dotll dotlx verify eapol header: Warning:
Invalid key len (exp=0x20, act=0x0)

Apr 7 16:30:01.633: %DOT11-6-ASSOC: Interface DotllRadioO,
Station 0030.6527.£f74a Associated KEY MGMT [WPA]

labapl200ipl02#

JononauTensHbIE cBeeHus o HacTpoiike WPA cm. B paznene O630p HacTpoiiku WPA.

AnmuHucTtpatuBHas ayreHTugukanus/ayrearupuxkanusa HTTP

MO’XHO OTpaHHYHUTh aAMHHUCTPATUBHBIHN JOCTYII K YCTPOUCTBY IJIS MONB30BaTeNeH, BHECEHHBIX B JIOKAIBHYIO 0a3y JaHHBIX HMEH
MOJTB30BAaTeNIeH U TTapoJie, a Tak)Ke Ha BHEIIHHUH cepBep ayTeHTH(PHUKAIMN. AIMAHUCTPATHBHEIA JOCTYH MO ep kuBaeTcs ¢ momomsio RADIUS
n TACACS+.



Crenyromye IpoLueaypbl OTIAaKHU SBISIOTCS MOJIE3HBIMU sl aAMUHUCTPATUBHOMN ayTeHTU(UKALUN.

¢ debug radius authentication unu debug tacacs authentication — BbIxoHbIC JaHHBIE 3TOW OTJIAJKK HAYMHAIOTCS CO CJIOB: RADIUS Miu
TACACS.

¢ debug aaa authentication — BEIXOHBIC TaHHBIE STOH OTIAIKN HAYMHAIOTCA C TeKcTa: AAA/AUTHEN.

¢ debug aaa authorization — BeIxoHBIC JaHHBIC YTOH OTJIAJIKK HAYWHAIOTCS C TekcTa: AAA/AUTHOR.

Hpe)lCTaBJ'IeHHLIC HHWKE OTJIIAAOYHBIC JaHHBIC COACPIKAT:

¢ JlanHBIE, BRIBOAUMEIE BO (hparmenTax B3anmoneiicteusa ¢ RADIUS mmn TACACS, nuanora ayreHTH(GUKAINT

o (dDaKkTUYECKHE COTIACOBAHUS JJIsL ayTeHTI/I(i)I/IKaHI/II/I W aBTOpU3aAllU MCKIY ychOfICTBOM " CCPBEPOM ayTCHTI/I(bI/IKaHI/II/I.

B nanHOM mpuMepe oToOpaXkeHa yCHenHas aIMHHUCTPATHBHAS ayTEHTH(DHUKAIHA, eClIU aTpHOyT Service-Type RADIUS yCTaHOBIICH Ha
Administrative:

IIpumep ycnenmHoi aIMMHUCTPATHBHOM ayTeHTH(UKALUY ¢ IOMOLIbIO aTPpUOyTa Service-
Type

Apr 13 19:43:08.030: AAA: parse name=tty2 idb type=-1 tty=-1
Apr 13 19:43:08.030: AAA: name=tty2 flags=0x1ll type=5 shelf=0 slot=0
adapter=0 port=2 channel=0
Apr 13 19:43:08.031: AAA/MEMORY: create user (0xA1BB6C) user='NULL' ruser='NULL'
ds0=0 port='tty2' rem addr='10.0.0.25"' authen type=ASCII service=LOGINN
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540): port='tty2"'
list=""' action=LOGIN service=LOGIN
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540): using "default" list
Apr 13 19:43:08.031: AAA/AUTHEN/START (3200017540) :
Method=tac admin (tacacs+)
Apr 13 19:43:08.032: TAC+: send AUTHEN/START packet ver=192 id=3200017540
Apr 13 19:43:08.032: AAA/AUTHEN (3200017540) : Status=ERROR
Apr 13 19:43:08.032: AAA/AUTHEN/START (3200017540):
Method=rad admin (radius)
Apr 13 19:43:08.032: AAA/AUTHEN (3200017540) : Status=GETUSER
Apr 13 19:43:08.032: AAA/AUTHEN/CONT (3200017540) :
continue login (user=' (undef)')
Apr 13 19:43:08.032: AAA/AUTHEN (3200017540) : Status=GETUSER
Apr 13 19:43:08.032: AAA/AUTHEN (3200017540) : Method=rad admin (radius)
Apr 13 19:43:08.032: AAA/AUTHEN (3200017540): Status=GETPASS
Apr 13 19:43:08.033: AAA/AUTHEN/CONT (3200017540) :
continue login (user='aironet')
Apr 13 19:43:08.033: AAA/AUTHEN (3200017540) : Status=GETPASS
Apr 13 19:43:08.033: AAA/AUTHEN(3200017540) : Method=rad admin (radius)
Apr 13 19:43:08.033: RADIUS: Pick NAS IP for u=0xA1lBB6C tableid=0
cfg addr=10.0.0.102 best addr=0.0.0.0
Apr 13 19:43:08.033: RADIUS: ustruct sharecount=1
Apr 13 19:43:08.034: Radius: radius_port info() success=1 radius_nas_port=1
Apr 13 19:43:08.034: RADIUS(00000000): Send Access-Request to 10.0.0.3:1645
id 21646/48, len 76
Apr 13 19:43:08.034: RADIUS: authenticator 91 A0 98 87 Cl FC F2 E7
- E7 E4 57 DF 20 DO 82 27

Apr 13 19:43:08.034: RADIUS: NAS-IP-Address [4] 6 10.0.0.102

Apr 13 19:43:08.034: RADIUS: NAS-Port [5] 6 2

Apr 13 19:43:08.035: RADIUS: NAS-Port-Type [61] 6 Virtual [5]
Apr 13 19:43:08.035: RADIUS: User-Name [1] 9 "aironet"

Apr 13 19:43:08.035: RADIUS: Calling-Station-Id [31] 11 "10.0.0.25"

Apr 13 19:43:08.035: RADIUS: User-Password [2] 18 *

Apr 13 19:43:08.042: RADIUS: Received from id 21646/48 10.0.0.3:1645,
Access-Accept, len 62

Apr 13 19:43:08.042: RADIUS: authenticator C9 32 E7 8F 97 5F E6 4C
- 6B 90 71 EE ED 2C 2B 2B

Apr 13 19:43:08.042: RADIUS: Service-Type [6] 6

Administrative [6]
Apr 13 19:43:08.042: RADIUS: Framed-IP-Address [8] 6 255.255.255.255
Apr 13 19:43:08.042: RADIUS: Class [25] 30

Apr 13 19:43:08.043: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 33 36 36



[CISCOACS:0000366]

Apr 13 19:43:08.043: RADIUS: 39 2F 30 61 30 30 30 30 36 36 2F 32
[9/0a000066/2]
Apr 13 19:43:08.044: RADIUS: saved authorization data for user A1BB6C at B0OC260

Apr 13 19:43:08.044: AAA/AUTHEN (3200017540): Status=PASS
Apr 13 19:43:08.044: tty2 AAA/AUTHOR/HTTP(1763745147):

Port="tty2' list='"' service=EXEC
Apr 13 19:43:08.044: AAA/AUTHOR/HTTP: tty2(1763745147) user='aironet'
Apr 13 19:43:08.044: tty2 AAA/AUTHOR/HTTP(1763745147): send AV service=shell
Apr 13 19:43:08.044: tty2 AAA/AUTHOR/HTTP(1763745147): send AV cmd*
Apr 13 19:43:08.045: tty2 AAA/AUTHOR/HTTP(1763745147): found list "default"
Apr 13 19:43:08.045: tty2 AAA/AUTHOR/HTTP(1763745147): Method=tac admin (tacacs+)
Apr 13 19:43:08.045: AAA/AUTHOR/TAC+: (1763745147): user=aironet
Apr 13 19:43:08.045: AAA/AUTHOR/TAC+: (1763745147): send AV service=shell
Apr 13 19:43:08.045: AAA/AUTHOR/TAC+: (1763745147): send AV cmd*
Apr 13 19:43:08.046: AAA/AUTHOR (1763745147): Post authorization status = ERROR
Apr 13 19:43:08.046: tty2 AAA/AUTHOR/HTTP(1763745147) :

Method=rad admin (radius)

Apr 13 19:43:08.046: AAA/AUTHOR (1763745147):
Post authorization status = PASS ADD

Apr 13 19:43:08.443: AAA/MEMORY: free user (0OxA1BB6C) user='aironet'
ruser="NULL' port='"tty2' rem addr='10.0.0.25"' authen type=ASCII service=LOGIN

B nanHOM mpuMepe oToOpaXkeHa ycIenIHas aAMUHUCTPATHBHAs Ay TeHTH(HKALS C UCIIOIb30BAaHUEM CIICIU(HYCSCKUX JUTS TIOCTABIIUKA
aTpuOyTOB [T OTIPABKHU omeparopa "priv-level".

IIpumep ycnemHoi agMUHUCTPATHBHON ayTeHTH(HKALMHU ¢ TIOMOIIbLIO ATPUOYTA
Vendor-Specific

Apr 13 19:38:04.699: RADIUS:
not applied for shell
Apr 13 19:38:04.699: AAA/AUTHOR (380584213):
= PASS_ADD

Apr 13 19:38:04.802: AAA/MEMORY: free user (0OxAAOE38) user='aironet'
ruser="NULL' port="tty3' rem addr='10.0.0.25"' authen type=ASCII
service=LOGIN

Apr 13 19:38:04.901: AAA: parse name=tty3 idb type=-1 tty=-1

Apr 13 19:38:04.901: AAA: name=tty3 flags=0xll type=5 shelf=0 slot=0
adapter=0 port=3 channel=0

Apr 13 19:38:04.902: AAA/MEMORY:
ruser="NULL' ds0=0 port="tty3'
authen type=ASCII service=LOGIN

cisco AVPair ""shell:priv-1lvl=15""

Post authorization status

create user (0xAA23BC) user='NULL'
rem_addr='10.0.0.25"

Apr 13 19:38:04.902: AAA/AUTHEN/START (1346300140): port="tty3' list='"'
action=LOGIN service=LOGIN

Apr 13 19:38:04.902: AAA/AUTHEN/START (1346300140): using "default" list

Apr 13 19:38:04.902: AAA/AUTHEN/START (1346300140): Method=tac admin (tacacs+)

Apr 13 19:38:04.902: TAC+: send AUTHEN/START packet ver=192 id=1346300140

Apr 13 19:38:04.902: AAA/AUTHEN(1346300140): Status=ERROR

Apr 13 19:38:04.902: AAA/AUTHEN/START (1346300140): Method=rad admin (radius)

Apr 13 19:38:04.902: AAA/AUTHEN (1346300140): Status=GETUSER

Apr 13 19:38:04.903: AAA/AUTHEN/CONT (1346300140): continue login

(user=" (undef) ")

Apr 13 19:38:04.903:
Apr 13 19:38:04.903:
Apr 13 19:38:04.904:
Apr 13 19:38:04.904:

(user="aironet"')

Apr 13 19:38:04.904:
Apr 13 19:38:04.904:
Apr 13 19:38:04.904:

AAA/AUTHEN (1346300140) : Status=GETUSER
AAA/AUTHEN (1346300140) : Method=rad admin (radius)
AAA/AUTHEN (1346300140) : Status=GETPASS
AAA/AUTHEN/CONT (1346300140): continue login

AAA/AUTHEN (1346300140) : Status=GETPASS
AAA/AUTHEN (1346300140) : Method=rad admin (radius)
RADIUS: Pick NAS IP for u=0xAA23BC tableid=0

cfg_addr=10.0.0.102 best_addr=0.0.0.0

Apr 13 19:38:04.904:
Apr 13 19:38:04.904:
Apr 13 19:38:04.925:

10.0.0.3:1645 id

Apr 13 19:38:04.926:

- 46 90 FD 7A FD
13 19:38:04.
13 19:38:04.
13 19:38:04.
13 19:38:04.
13 19:38:04.
13 19:38:04.
13 19:38:04.

Access—-Accept,

Apr
Apr
Apr
Apr
Apr
Apr
Apr

926:
926:
926:
926:
926:
926:
932:
len 89
Apr 13 19:38:04.933:

RADIUS: ustruct sharecount=1
Radius: radius port info()
RADIUS (00000000) :

success=1 radius_nas_port=1
Send Access-Request to

21646/3, len 76

RADIUS: authenticator 0C DD 2B B7 CA 5E 7C B9

56 3F 07

RADIUS: NAS-IP-Address [4] 6 10.0.0.102
RADIUS: NAS-Port [5] 6 3

RADIUS: NAS-Port-Type [61] 6 Virtual [5]
RADIUS: User-Name [1] 9 "aironet"
RADIUS: Calling-Station-Id [31] 11 "10.0.0.25"
RADIUS: User-Password [2] 18 *

RADIUS: Received from id 21646/3 10.0.0.3:1645,

RADIUS: authenticator FA A4 31 49 51 87 9D CA



- 9D F7 B3 9B EF C2 8B 7E
Apr 13 19:38:04.933: RADIUS: Vendor, Cisco [26] 27
Apr 13 19:38:04.933: RADIUS: Cisco AVpair [1] 21 ""shell:priv-1lvl=15""
Apr 13 19:38:04.934: RADIUS: Service-Type [6] 6 Login [1]
Apr 13 19:38:04.934: RADIUS: Framed-IP-Address [81] 6 255.255.255.255
Apr 13 19:38:04.934: RADIUS: Class [25] 30
Apr 13 19:38:04.934: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 33 36 33
[CISCOACS:0000363]
Apr 13 19:38:04.934: RADIUS: 61 2F 30 61 30 30 30 30 36 36 2F 33
[a/0a000066/3]
Apr 13 19:38:05.634: AAA/AUTHOR (3854191802): Post authorization
status = PASS ADD

Apr 13 19:38:05.917: AAA/MEMORY: free user (0xA9D054) user='aironet'
ruser="NULL' port='tty2' rem addr='10.0.0.25"' authen type=ASCII
service=LOGIN priv=0

Hawnbonee pacripoctpaneHHas mpodieMa aIMUHICTPAaTUBHON ayTEHTH(HKAINH — 3TO OIIHOKa B HACTPOIKE CepBepa ayTeHTU(UKAIIN JUTs
OTHPaBKH COOTBETCTBYIOMINX aTpHOyTOB privilege-level mmm anMIHNCTpaTHBHBIX aTpUOyTOB service-type. B maHHOM nmpuMepe He yIalioch
BBIIIOJTHUTE aJMAHUCTPATUBHYIO ayTeHTH(HKAINIO, TaK KaK aTpHOYTHI privilege-level mimm anMHHNCTpaTHBHBIC aTPHOYTHI service-type He OBLTH
OTIIPABJICHBI:

Be3 arpudyroB Vendor-Specific unu Service-Type

Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP (2007927065): Port='tty3"

list=""' service=EXEC
Apr 13 20:02:59.516: AAA/AUTHOR/HTTP: tty3(2007927065) user='aironet'
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP (2007927065): send AV service=shell
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): send AV cmd*
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP(2007927065): found list "default"
Apr 13 20:02:59.516: tty3 AAA/AUTHOR/HTTP (2007927065): Method=tac admin (tacacs+)
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): user=aironet
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): send AV service=shell
Apr 13 20:02:59.516: AAA/AUTHOR/TAC+: (2007927065): send AV cmd*
Apr 13 20:02:59.516: AAA/AUTHOR (2007927065): Post authorization status = ERROR
Apr 13 20:02:59.517: tty3 AAA/AUTHOR/HTTP (2007927065): Method=rad admin (radius)
Apr 13 20:02:59.517: AAA/AUTHOR (2007927065): Post authorization status = PASS ADD
Apr 13 20:02:59.561: AAA/MEMORY: free user (0xA756E8) user='aironet'

ruser="NULL' port='tty2' rem addr='10.0.0.25"' authen type=ASCII

service=LOGIN priv=0 vrf= (id=0)

Apr 13 20:02:59.620: AAA/MEMORY: free user (0x9E5B04) user='aironet'
ruser="NULL' port="tty3' rem addr='10.0.0.25"' authen type=ASCII
service=LOGIN priv=0 vrf= (id=0)

Apr 13 20:03:04.501:
Apr 13 20:03:04.501:

port=2 channel=0
Apr 13 20:03:04.502:

AAA: parse name=tty2 idb type=-1 tty=-1
AAA: name=tty2 flags=0x1ll type=5 shelf=0 slot=0 adapter=0
AAA/MEMORY :

create user (0xA9C7A4) user='NULL'

ruser="NULL' ds0=0 port='tty2' rem addr='10.0.0.25' authen type=ASCII
service=LOGIN priv=0
Apr 13 20:03:04.502: AAA/AUTHEN/START (377202642): port='tty2' list=""
action=LOGIN service=LOGIN
Apr 13 20:03:04.502: AAA/AUTHEN/START (377202642): using "default" list
Apr 13 20:03:04.503: AAA/AUTHEN/START (377202642): Method=tac admin (tacacs+)
Apr 13 20:03:04.503: TAC+: send AUTHEN/START packet ver=192 i1d=377202642
Apr 13 20:03:04.503: AAA/AUTHEN (377202642): Status=ERROR
Apr 13 20:03:04.503: AAA/AUTHEN/START (377202642): Method=rad admin (radius)
Apr 13 20:03:04.503: AAA/AUTHEN (377202642): Status=GETUSER
Apr 13 20:03:04.503: AAA/AUTHEN/CONT (377202642) : continue login (user=' (undef)"')
Apr 13 20:03:04.503: AAA/AUTHEN(377202642): Status=GETUSER
Apr 13 20:03:04.503: AAA/AUTHEN (377202642): Method=rad admin (radius)
Apr 13 20:03:04.503: AAA/AUTHEN (377202642): Status=GETPASS
Apr 13 20:03:04.504: AAA/AUTHEN/CONT (377202642): continue login (user='aironet')
Apr 13 20:03:04.504: AAA/AUTHEN (377202642): Status=GETPASS
Apr 13 20:03:04.504: AAA/AUTHEN (377202642) : Method=rad_admin (radius)
Apr 13 20:03:04.504: RADIUS: Pick NAS IP for u=0xA9C7A4 tableid=0
cfg addr=10.0.0.102 best addr=0.0.0.0
Apr 13 20:03:04.505: RADIUS: ustruct sharecount=1
Apr 13 20:03:04.505: Radius: radius_port info() success=1 radius nas_port=1

Apr 13 20:03:04.505:
id 21646/59, len
Apr 13 20:03:04.505:

- 84 1C 66 4D CF

RADIUS (00000000) : Send Access—-Request to 10.0.0.3:1645

Apr
Apr
Apr
Apr

13 20:03:04
13 20:03:04
13 20:03:04
13 20:03:04

.505:
.506:
.506:
.506:

76

RADIUS: authenticator OF BD 81 17 8F C5 1C B4

D4 96 03

RADIUS: NAS-IP-Address [4] 6 10.0.0.102

RADIUS: NAS-Port [5] 6 2

RADIUS: NAS-Port-Type [61] 6 Virtual [5]
RADIUS: User-Name [1] 9 "aironet"



Apr 13 20:03:04.506: RADIUS: Calling-Station-Id [31] 11 "10.0.0.25"
Apr 13 20:03:04.507: RADIUS: User-Password [2] 18 *
Apr 13 20:03:04.513: RADIUS: Received from id 21646/59 10.0.0.3:1645,
Access-Accept, len 56
Apr 13 20:03:04.513: RADIUS: authenticator BB FO 18 78 33 DO DE D3
- 8B E9 EO EE 2A 33 92 BS

Apr 13 20:03:04.513: RADIUS: Framed-IP-Address [8] 6 255.255.255.255

Apr 13 20:03:04.513: RADIUS: Class [25] 30

Apr 13 20:03:04.514: RADIUS: 43 49 53 43 4F 41 43 53 3A 30 30 30 30 33 36 38
[CISCOACS:0000368]

Apr 13 20:03:04.514: RADIUS: 33 2F 30 61 30 30 30 30 36 36 2F 32
[3/0a000066/2]

Apr 13 20:03:04.515: RADIUS: saved authorization data for user A9C7A4 at ASC99C

Apr 13 20:03:04.515: AAA/AUTHEN (377202642): Status=PASS

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP (2202245138): Port='tty2' list='"
service=EXEC

Apr 13 20:03:04.515: AAA/AUTHOR/HTTP: tty2(2202245138) user='aironet'

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP (2202245138): send AV service=shell

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP(2202245138): send AV cmd*

Apr 13 20:03:04.515: tty2 AAA/AUTHOR/HTTP (2202245138): found list "default"

Apr 13 20:03:04.516: tty2 AAA/AUTHOR/HTTP (2202245138): Method=tac admin (tacacs+)

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): user=aironet

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): send AV service=shell

Apr 13 20:03:04.516: AAA/AUTHOR/TAC+: (2202245138): send AV cmd*

Apr 13 20:03:04.517: AAA/AUTHOR (2202245138): Post authorization status = ERROR

Apr 13 20:03:04.517: tty2 AAA/AUTHOR/HTTP (2202245138): Method=rad admin (radius)

Apr 13 20:03:04.517: AAA/AUTHOR (2202245138): Post authorization status
= PASS_ADD

Apr 13 20:03:04.619: AAA/MEMORY: free user (0xA9C7A4) user='aironet'
ruser="NULL' port="tty2' rem addr='10.0.0.25"' authen type=ASCII
service=LOGIN priv=0 vrf=

JlononHUTeIbHBIC CBEACHHS O HACTPOMKE aJMUHUCTPATUBHON ayTEHTU(HUKALMU CM. B pa3zeie AJIMUHUCTPUPOBAHUE TOUCK JOCTYIA
(PykxoBozcTBO 110 HacTpoiike nmporpammHoro obecnedenus Cisco I0OS Software mst touek nocryna Cisco Aironet Bepcun 12.2(13)JA).

JIomOMHHUTENBHBIE CBEACHUS O HACTPOWKE aIMUHUCTPATUBHON MPUBUJICTUH IS TTOJIb30BATENCH Ha CepBepe ayTeHTH(MUKAIMH CM. B paszese
[Tpumep xKoHGUTYpaIHHU: IOKATbHAS Ay TeHTU(QUKANUS UT TIoIb3oBaTenei cepepa HTTP. O3HakoMbTeCch ¢ pa3esioM, COOTBETCTBYIONIHM

MPOTOKOITY ayTEHTH(HUKAIINN, KOTOPHIH BBl HCIOJIB3yeTe.

I[OHOJIHHTCJII)HI)IC CBCACHUA

¢ PykoBoactso no Hactpoiike I1O Cisco I0S nist Touex nocryna Cisco Aironet Bepeun 12.2(13)JA
e Ayrentupuxanusa EAP ¢ nomomnio cepeepa RADIUS

e Ayrentupuxanusa LEAP ¢ nomoislo jokaibHoro cepsepa RADIUS

e Bonpochl 1 oTBeThI 10 Ge30nacHOCTH OecpoBoAHBIX yeTpolicTB Cisco Aironet

e IIpumep HacTpoiiku AP GecnipoBOJHBIX JOMEHHBIX CJ1y:K0 B kKadyecTBe cepBepa AAA
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